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Abstract

The functioning of modern societies is strongly dependent upon an array of complex national
infrastructure networks such as power utilities, information technology, health care, water
supply and transportation; these networks provide material support for the delivery of basic
services to all segments of the society. However, these critical infrastructures are becoming
increasingly complex and fragile because of their tightly coupled structures which can
rapidly propagate failures. Thus, there is a need to investigate the highly complex physical,
information, geographic, and logic interdependencies among critical infrastructures. One
needs to fully understand the dynamic behaviors of these interdependent networks in order to
analyze and evaluate their robustness and resilience to natural disasters. This also helps
operators to take actions in order to optimize the coordination among infrastructures during
emergencies. Models based on a novel approach have been implemented. In this thesis, a
reduced scale test case model of the University of British Columbia’s critical infrastructures
has been developed and implemented in software. Critical entities are defined as cells. The
cell models are built based on input-output relationships discussed with and validated by the
personnel involved with the concerned infrastructures; the interconnections between the cells
are modeled as a variety of channels that defines quantities exchanged by different
infrastructures, like electric power. The aggregated cells and channels are simulated with an
interactive graphical user interface for the study of infrastructure interactions. The simulation
indicates that the redundant systems increase the robustness of the cells such as the backup
generators in the Hospital; the critical connections, such as the steam pipe linking the Steam
Station with the Hospital are identified. These give the decision makers a better
understanding of the emergent system behavior under different operational scenarios. One
scenario is studied by ﬁsing a distributor, which allows an operator to find the optimum
allocation of the limited resource in order to ensure the best possible operation of the other
critical infrastructures during the event. The simulation itself was parallelized, and

distributed in PC-cluster at the UBC Power Systems Lab.
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Chapter 1  Introduction

1.1. Background

The advancement in science and technology has made the critical infrastructures of a society
tightly interconnected and mutually dependent. Some aspects of this interdependency include
physical factors, human behavior and information sharing; however, all these are vulnerable
to disasters. Natural or man-made disasters happen and can cause thousands of severe
casualties. The Asian Tsunami on December 26, 2004 caused a total loss of 229,866 human
lives [1]. Another unfortunate incident, Hurricane Katrina, which struck on August 23, 2005,
was responsible for a total damage of $81.2 billion and a loss of 1,464 human lives [2]. These
disasters have made the protection and restoration of critical infrastructures, such as health
care, utilities, transportation and communication, a serious national concern. The joint
infrastructure interdependencies research program (JIIRP) is part of an ongoing national
effort to secure and protect Canada’s critical infrastructures [3]. The objective of the JIIRP
research at the University of British Columbia is to study decision making for critical
linkages in infrastructure networks. A well developed model is essential for facilitating

coordinated decision making.

Rinaldi [4] has defined four primary classes of interdependencies: the physical, cyber,
geographical and logical. Two infrastructures are physically interdependent if the state of
each is dependent on the material output(s) of the other. An infrastructure has cyber
interdependency if its state depends on data transmitted through the information system.
Infrastructures are geographically interdependent if a local environmental event can create
state changes in all of them. Two infrastructures are logically interdependent if the state of
each depends on the state of the other via a mechanism that is not a physical, cyber, or

geographical connection. The emphasis in this thesis is on the physical layer. Modeling

interdependent infrastructures is a complex, multifaceted, multidisciplinary problem, where it




is necessary to choose a specific approach to encompass the infrastructures and their

interdependencies.
1.2. Related Research

The modeling of individual entities in the system as well as the combined whole system is
fundamental and essential for the analysis of infrastructure interdependencies, the
optimization of the restoration process, and for support make the best decisions. Various
modeling approaches are reviewed in this section. Disaster situations such as natural dlsasters
deliberate attacks or accidental system failures within infrastructures may result in cascading
effects; these effects between infrastructures are dynamic and may not be apparent or
immediately understood. Therefore, the literature on interdependency modeling and

simulation has to be reviewed.

Some research has been done on certain types of disasters. In the case of earthquakes, floods
and hurricanes, a tool based on GIS has been. developed by the Federal Emergency
Management Agency called HAZUS; this agency analyzes potential losses from disasters
such as earthquakes according to geographic locations; it also analyzes the severity of an
earthquake by estimating the physical damage, economic loss and social impact [5]. A
similar research has been developed by MCEER at the State University of New York at
Buffalo, which is a national center of excellence dedicated to establishing disaster-resilient
communities through the application of multidisciplinary, multi-hazard research. MCEER
mainly focuses on restoration modeling of lifeline systems and has conducted relevant

research on multiple infrastructures [6].

A survey [7] of U.S and International work on critical infrastructure interdependency
modeling has been compiled; this survey identifies and catalogs many of the state-of-the-art
research being conducted in the area of infrastructure interdependency modeling and analysis.
The thirty types of simulations listed in the survey are based on different modeling

approaches such as agent-based models, effect-based operation models (EBO), input-output

models, system dynamics models, mathematical models, models based on game theory,




models based on risk, etc. In recent years, modeling approaches such as the system dynamics
model, input-output model, Petri-Nets model and agent-based model have been implemented
in various works on critical infrastructure interdependency modeling. One of the modeling
approaches is the cell-channel model for the Infrastructure Interdependencies Simulator

(I12Sim) developed at the University of British Columbia.

< System Dynamics

System dynamics, founded in the late 1950s by Jay W. Forrester of the MIT Sloan School of
Management, is an approach for understanding the behavior of complex systems over time. It
deals with internal feedback loops and time delays that affect the behavior of the entire
system. The system components of this approach are the use of feedback loops, stock and
flows. A stock is the term for any entity that accumulates or depletes over time. A flow is the
rate of change in a stock. Stocks and flows help describe how a system is connected by
feedback loops. In the terminology of system dynamics, a system is defined as a collection of
elements that continually interact over time to form a unified whole. Dynamics refers to
change over time. System dynamics is, therefore, a methodology used to understand how
systems change over time [8]. The system dynamics model uses differential equations to
describe the behavior of systems, so it is well suited to modeling continuous systems and less
well suited to providing a detailed representation of a system where there are discrete

changes in state variables.

One of the implementations of the system dynamics modeling approach is in the research of
a health care system, for example, modeling the consequences of major incidents in a health
care system [9]. Natural disasters or terrorist acts can have severe impact on a health care
system by overloading it with casualties. The model represents the interrelation between the
population, the health care infrastructure and other infrastructures. The population is set as
different types of patients and based on the relationship between them, the population
changes at different rates in different disaster scenarios. The interactions between types of
patient flows are described in detail; the interactions between health care infrastructure and
other infrastructures are not mentioned comprehensively. Another research group using

system dynamics as the modeling approach is the Sandia National Laboratories [10]. They




have built a modeling framework based on system dynamics and IDEF@ (a method designed

to model the decisions, actions, and activities of an organization or system). Using the system
dynamics, a model of infrastructure interdependencies can be built using the causal-loop
diagram to capture the structure of the systems. It can provide a high-level view of
relationships, interactions, and feedback processes; however, it is hard to see the physical

buildup and flows of information and products through the system. At the same time, the
model also needs to use IDEF@ for functional modeling to define data requirements and

describe the exchange of information between the individual models. The system dynamics
approach can be used in modeling interdependencies of the infrastructures in a high-level

view.

<  Generalized Leontief Input-Output Model

Inoperability Input-Output Model (IIM) in [7] is the model based on Leontief’s linear input-
output relationship. It characterizes interdependencies among sectors in the economy and
analyzes initial disruptions to a set of sectors and the resulting ripple effects. Wassily
Leontief received the 1973 Nobel Price in Economics for developing what has come to be
known as the Leontief’s input-output model of the economy{18]. His model gives an
understanding of the interconnectedness among the various sectors of an economy and
forecasting the effect on one segment of a change in another. With his research group at the
University of Virginia, Professor Yacov Y. Haimes [11] [12] [13] developed the technology
to model critical infrastructures using the inoperability input-output model. Based on the
technology, a Leontief-based input-output model (IIM) is developed for modeling the
impacts of willful attacks on interdependent sectors. The IIM is a model for assessing sector
vulnerabilities using the inoperability and economic loss impact metrics. For example, the
model has been used to research a high-altitude electromagnetic pulse (HEMP) attack
scenario. It is mainly used in the economic and risk management of complex interconnected

systems. Leontief’s model assumes linear relationships between inputs and outputs, also it

does not consider the problem of goods transportation.




< Petri-Net Model

A Petri Net is one of several mathematical representations of discretely distributed systems.
It is a graph-based tool for depicting the structure of a distributed system as a directed graph,
which is composed of place nodes, transition nodes, and directed arcs connecting places with
transitions. Input arcs connect places with transitions, while output arcs start at a transition
and end at a place. Places can contain tokens; the current state of the system component is
given by the number of tokens in each place. Transitions are active components; when they
are triggered, the triggering removes tokens from its input places and adds them to some of
its output places. A test case using Petri Net to model infrastructure interdependencies is
represented [14]. The model has been designed in high-level abstractions based upon a
general interdependent infrastructure system, which includes electric power, oil,
transportation, natural gas, telecommunications and water. The static states of the critical
infrastructure are “on : 1” and “off: 0.” Based on this model, the interdependencies of the
system are identified. However, it is not well suited for describing the model in quantitative

and scalabilities analysis under different damage states.

< Agent-Based Model

Nowadays, the agent-based paradigm has become one of the most popular approaches in
general software development. Nearly half of the simulations in [7] use the agent-based
model. One of them is the next-generation agent-based economic laboratory “N-ABLE”
developed by researchers at Sandia National Laboratories [15]. These agent-based systems
try to tackle a variety of complex problems using a fully distributed, bottom-up approach.
The tool has been mainly used for studies involving the economic impact resulting from

disruptions on infrastructures and supply chain.

< Cell-Channel Model
The cell-channel model used in the I2Sim simulator under development at UBC [16]
considers the nonlinear relationships among all interdependent entities in the system. The

model is based on the idea of service token delivery to different infrastructure entities. The

system components include cells, channels, and tokens. Tokens are goods and services that




are provided by one entity to another entity that uses them. A cell is an entity that performs a
function. Channels are the means through which tokens flow from one generator node to a
load node. The interrelationship between the input(s) and output(s) of the cells determines the
“cells’ functionality. The channel is described using functions with capacity limitations and
time delay. The combined cells and channels model makes up the multiple networks system.
It has been used on physical layer modeling of interdependent infrastructures and run in the
I12Sim simulator. The I2Sim simulator aims at simulating the conditions of each
infrastructure component (cells, channels, input and output tokens) for large disaster

scenarios to support decision making to mitigate the disaster effects.

In conclusion, many modeling approaches have been implemented in the research on
interdependent infrastructures. Each of them has its strengths in specific study fields.
Actually, the system of the interdependent infrastructures is a mixed system, consisting of
both continuous and discrete subsystems. Considering the emergent scenarios after a disaster,
the interdependent infrastructures are very complex and many discrete events are at work on
the system, changing the state of the variables in the model. Moreover, the model has to
provide the quantity and scalability of the nature for the system. As a result, to study decision
making for critical linkage in infrastructure networks, especially for the physical layer of the
system, the best-suited approach for modeling the system is the cell-channel model. In this
thesis, the cell-channel model has been chosen as the approach to model and simulate critical

interdependent infrastructures.

1.3. Research Objective

‘The work presented in this thesis has been part of a team effort to develop UBC’s 12Sim
simulator. Specific contributions have been the development of cell models for the UBC test
case, including the complex hospital model. Another contribution has been the development
of a test bench based on the MATLAB/Simulink software to serve as a prototype of the
OVNI-based I2Sim software. In conjunction with the work by Siva Singupuram, this

prototype has been implemented in a PC-cluster hardware architecture. The MATLAB I2Sim




prototype has been used as a proof-of-concept for full working demonstrations of the 12Sim

capabilities to represent complex interdependencies scenarios.

Detailed nonlinear input-output models in the form of “Human Readable Table” (HRT) are
developed in this thesis for five types of cells in the UBC campus: the electrical substation,
the power house, the water station, the steam station, and the UBC hospital. The 12Sim
concept was then implemented in a MATLAB/SIMULINK prototype using the detailed HRT
tables developed. The prototype demonstrated the validity of 12Sim to replicate complex
interdependency scenarios. The work also included the development of a user-friendly
interface to allow operators to have a better insight into interdependencies. A soft clock was
implemented to show the developed “real-time” simulation at human-friendly speeds for
interactive simulation. In terms of hardware the prototype was implemented and

demonstrated on a PC-cluster simulator developed at UBC’s Power Systems Lab.

The thesis is organized as follows:
Chapter 1 gives a brief introduction of the current JIIRP research and research objectives.

In Chapter 2, the general description of the interdependent infrastructure system is
represented. The modeling approach, which is best suited to accomplish the research

objective, is described based on the characteristics of the critical system components.

Chapter 3 describes the modeling of each individual component of the reduced-scale test case

model, and then the overall system is described.

Simulation of a real world scenario is implemented and simulation results are analyzed in
Chapter 4. A simulation related to the University of British Columbia’s critical
infrastructures is described. An interactive, graphical user interface was designed to allow the
decision makers to get a better understanding of the emergent system behavior in different
operational scenarios. One such scenario is studied by using a distributor, which allows an

operator to find an optimum allocation of a limited resource in order to ensure the best




possible operation of the other critical sectors during the event. The simulation was

parallelized and distributed on the UBC Power Systems Lab PC-cluster.

The conclusion is in Chapter 5, which also includes suggestions for future research.




Chapter 2  I2Sim System Description

A system of interdependent infrastructure sectors is highly nonlinear and complex in nature.
While modeling and simulation tools can provide insight into the behavior of individual
infrastructure networks, a far less understood area is that of the interrelationships between
multiple infrastructures. Speéially, how does an event in one infrastructure directly or
indirectly affect the operation of the other infrastructures? In this chapter, the 12Sim
interdependent infrastructure system, including its critical components, is explained. 12Sim’s
critical components, cells, channels, and tokens are described. Finally, the 12Sim method of
discrete event simulation for an interdependent infrastructure system is explained to represent

the multiple infrastructure systems behavior in the time domain.

2.1. I2Sim Overview

The research objective of the JIIRP project in UBC is to study decision making processes in
the context of critical linkages in multiple infrastructure networks and develop better
strategies to mitigate disaster situations. The present volatile world situation and the rising
trends of natural hazards have raised concerns for the smooth operation of these critical
infrastructures. However, up to this date, only a few computational frameworks have been
developed to assist researchers, decision makers and infrastructure service providers to
understand the operational characteristics of these infrastructures during disaster scenarios.
Based on this observation, the JIIRP group at UBC has been taken the initiative to develop
simulation tools that can be useful for policy makers and infrastructure service providers.

I2SIM is an effort which is a part of that initiative.

A number of modules are designed to support the functionality of the I12Sim simulator, for
example, the database and the visualization modules, to name a few. Integration of the

simulator with the database (I2DB), visualization (I2VIS), damage assessment (I2Dam), and

other modules is shown in the figure 2.1.




I2Sim (Infrastructures Interdependencies Simulator) is a tool to achieve time-domain
simulation of disaster scenarios affecting large scale systems of infrastructures. In particular,
it is concerned with the simulation of both the physical layer and the human layer of
infrastructures consisting of a large number of functional units. The 12SIM simulator is based
on the methodology developed for the simulation of large power systems and implemented in
the OVNI (Object Virtual Network Integrator) simulator developed by UBC’s Power System
Laboratory. The components in the 12Sim are identified by their function and at the highest
level they are divided into two categories: cells and channels. Mathematically each cell and
channel has a unique mapping to a large infrastructure matrix. The solution of this
infrastructure matrix is based on the Multi-Area Thévénin Equivalent (MATE) network [22]
partitioning technique, which gives the ability to solve a very large infrastructure matrix in a
very efficient manner. In order to get the infrastructure matrix, first we need to model the
functions of these cells and channels using Human Readable Tables (HRT), and then using a
linearization method to convert the HRT table to the matrix. The linearization coefficients are

incorporated into the MATE solution matrix.

- i scenarios 12dB Update = 12Dam Y
analysis Cell/Channel a4
...]I dumps

i Node names; pt to Cell Model File; I

CC Cell Model File
HUMAN/VIS Hospital

Linearized Cell Model 1

Linearized Cell Model 2|

{Lméarizad Cell Model sl
CC Channel Model File
Roads Roads Hospital

Human Readable Table|
Sl s ble|

12Thevenin

| Detailed Knowledge |

Linearized Chan Model 1 l
Linearized Chan Model 2

12Thevenin

Figure 2.1: Diagram of Infrastructure Interdependencies Simulator [17]
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The description of a system of infrastructures includes at least two layers: the physical layer
and the human layer [16]. This thesis concentrates on modeling I12Sim aspects related to the
physical layer. Many well defined models exist for individual infrastructure’s analysis, but
they do not tie the infrastructures together in a form representative of the actual
interdependencies among individual infrastructures and do not support high-level
coordination. The 12Sim cell-channel model approach [16] allows to model the infrastructure
interdependencies. Within this context, the critical components in the cell-channel approach

such as cells, channels and tokens have specific meaning and are defined as follows:

Definition 1: A cell is an entity that performs a function.

Definition 2: Transportation channels are the means by which tokens flow from a generator
node to a load node.

Definition 3: Tokens are goods or services that are provided by one entity to another entity

that uses them.

The cell-channel model for interdependent infrastructures mainly represents two parts: one is
the performance of cells and channels themselves, and the other is the interconnecting

relationship of these individual entities.

Figure 2.2 shows how a collection of infrastructure networks and their tight interconnection
mechanisms compose a highly complex nonlinear system. The collection of cells and
channels represents a dynamic and complex structure. The links between the different
infrastructures can be clearly described as channels; channels can link two cells in two
different infrastructures or in the same infrastructure. Figure 2.2 illustrates how a channel
links the electrical Substation cell in a power system to the telephone service cell in
information and telecom system. All the critical points in each infrastructure can be
represented by cells and their interconnections by channels. Models of cells and channels
have to be identified and built. The UBC Campus test case will be used in this thesis [19] to
build an I2Sim prototype.
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Figure 2.2: Infrastructure Interdependencies [7]

2.2. Characteristics of Cells and Channels

In the UBC test case [19], cells are first classified into several types according to their
functions. The following 19 general categories are the cells in the UBC test case:
Hospital

Fire Hall

Ambulance service

RCMP

Classroom and library

Research lab and museum

Residential

Parking lots

Recreation and society

Substation

TR IR IR I T R

Water station
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Telecom generator
Transportation
Food

Commercial
Administrator
Services and utility

Power House

Steam station.

Cell Classification
Pollco

S 1

Asnbulance Sorvice
—

Fire Hall

—

Classro om

S 1

Hoalth Coare

bz X

Residemtin

b i

Pakade

T 1

Power House & Substions
s

o
!

BBl PP b JIRP - 12C .,

UBC campus case b

Figure 2.3: Cell Classification [17]
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Electrical Network

Gas Network

elec main gas_main
.. elec sec —gas_sec
0 135 270 540 Meters J“RP - ‘2C 135 270 540 Meters J”RP - l2C
BT Y TS W T T W

o
e

UBC campus case

Figure 2.4: Electrical and Gas Networks [20]

UBC campus case
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Eight types of cells and two types of channels in the UBC test case are shown in Figure 2.3
and Figure 2.4. Each of them has its own functionality. It can be seen from Table 2.1 that

different types of cells have different tokens and various channels link the cells to critical

infrastructures.
Type of Cells Critical Infrastructures

Hozpital ¢ sver  [Dlesrer svesx i ens eit  [¥)comenicarion
Fire Hali Llpeeer warer seex Ldear  [Joit  Wecmmumicaticn
Asbulance service &WNV m‘ta‘: e LIeA ﬁ zan f:} eil @wmﬁutﬁw
RCMP 53 pogey m THLEY t} scent ﬁ zas C,} il {a commanication
Clazsroom Eoseer [Duraver Firseer Uoe ot Decmenication
Rezearch Dpseer [Awarer [Hoceer Llear  Test Dleommmicstion
Rezidence E gy raLer TTeAN i’:i zas et cerauniestion
Parking E:‘«:V!? Dlrater I P £l g (Jeit  Dlecmenicarion
Beoveation and zociaty Hosesr [lester [Diceer Llzar Dot Deewmicarion
Substation Hoarsr  [leser [Dovene Dlesr et Dleosmonicssion
Rater staticn osver Flracer [Jireer Tea: oit  LJecmmmmication
Telecom generators and Fubs Hoseer Dleerer Diceer Tleaz Deit commumication
Transportation bus stop Eporer [Jeaver [orese Tloae  Flest  [leczsenicsrion
Food and shops Elsover  Flwsrer sresz (emr [Jeit  Dlecemesiession
Financizl zervice and Cozmercial {Hperer [wster [Dives dzar Dot Fleczomication
ASministration {Focess  [Jenter rreer Ldes:  (Deit  Decsmentearion
Service and wutility Floseer  [leaver seex Ldzer  (Jeit  Deemenication
Power house @oever Clenter osven Oeas  [Host  Decommicarion
Steamstation [oewer [Fomeer [Floreer  [oa: il jears

Table 2.1: Cells and their Links to Critical Infrastructures

Cells have multiple inputs and outputs. Based on the relationship of inputs and outputs, the
functions can be represented. It can be seen from Figure 2.5 that the outputs of cell #1 are the
inputs of channel 1 and channel 2, through which tokens flow to cells such as cell #2 and cell
#3. Depending on the function of a cell, the types of input tokens and output tokens are not
always the same. The inputs can be water, gas, or power, and the outputs can be the number

of beds in the hospital or steam flowing out of the steam station.



http://cca3Ktwicat.ES
http://Pl.il

16

—X3K

Figure 2.5: Structure of the Generic Cell-channel Model
A cell can have two other types of inputs. One is external sources which come from cells
outside the selected system, through a channel sending specific types of tokens into the inside
system of the cell; this is shown as Uj; in the figure; the other is internal sources, which are
the backup reservoirs inside the cell. Both of them are the inputs to the cell model. Since they
own the same type of token, they are combined together as one input in the cell model by
a "aggregator”, which is shown in Figure 2.5. The variables in the figure follow the rules
below:
< U : external sources
< C : internal sources
< x : input variable of each cell or output variable of each channel
<~ y : output variable of each cell or input variable of each channel
< subside letters ij
B i means in cell #i
M j means j" input or output of cell #i, the number of j shows how many types
of tokens the cell has
According to the types of tokens sent and received through the channel, the types of channels
defined in the UBC test case are:

< Electricity
Water
Gas
Steam

0Oil

e
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The generic channel model has one input and one output. Each channel has its characteristic
function, capacity and time delay. For example, in the water supply system, the water
flowing through the water pipe from the sending end to the receiving end can be represented
by using a function within three variables, which are the capacity, functionality and time

delay of the channel.

< The capacity constrains the maximum amount of tokens transmitted through the channel.
< The functionality of the channel represents the state of the channel, which ranges from
values between zero to one according its damage state.

B 1 :the channel can carry 100% of its normal capacity.

B 0.5: the channel can carry 50% of its normal capacity.

B 0 :the channel is fully damaged and can not carry any token.

< The time delay depends on the type of token and the functionality of the channel.

B  In the normal state, the time for a token to be transmitted from the sending end to the
receiving end is the delay factor of the channel. Usually the delay factor for the
channel sending power can be zero, but the delay for transportation cannot be
omitted. However, in this thesis, the delay time is not taken into consideration
because it will not affect the performance of the reduced-scale test case model.

B After a disaster, the functionality of a channel or cell drops because of damage and

the time needed for repairs; the repair time is added to the normal time delay of the

channel.

2.3. The Input-Output Model

The relationship between the inputs and the outputs of the cell, which defines its
functionality, is described using the equivalent input-output model developed in 12Sim. Each

cell has its own characteristic and is a non-linear system. The resolution represented by the

input-output model depends on the selection of the critical components inside the cell.
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—Xjii— ™
i Y
Cell #i
[Input-Output Model] ,
— Yin ™
—Xim— ™

Figure 2.6: The Input-Output Model for Cells

The performance of cell # in Figure 2.6 is illustrated as a black box. First, based on
knowledge and industrial experiments, we can get information that certain amount of outputs
depends on certain amount of combined inputs. For example, the hospital has seven input
tokens--water, power, steam, heating, gas, medicines, doctors and nurses and three output
tokens--numbers of beds for long-term, short-term and urgent patients. The input-output
relations indicate the performance of the medical service capacity in the hospital. The
different amount of each input token will make a difference in the outputs of the hospital.
When in a normal state all of these input tokens sent into the hospital, the generated tokens
for outputs are the hospital’s maximum capacity; when one of these input tokens drops to
zero, the outputs drop to zero. These two combined states can be described using the easily

readable Table2.2 (defined as the “Human Readable Table” HRT in 12Sim).

Inputs Outputs
water DOWET steam | heating | doctors | nurses medicines Urgent
Xji1 Xj2 Xi3 Xi4 Xis Xip Xit ¥ii
100% 100% 100% 100% 100% 100% 100% 100%
0% 100% 100% 1003 100% 100% 100% 0%

Table 2.2: Sample Data in the Human Readable Table for a Hospital Cell
The HRT rows can be used to define a multivariable piece-wise linear function.

Mathematically, the relationship of the inputs and outputs of the hospital represent a set of

nonlinear functions: Yi = fi(¥i1>X153%) . The rows in the HRT correspond to particular

values of these functions. In I2Sim simulator, the behavior of the functions is assumed to be

linear between these points. Figure2.6 illustrates the most basic case of a single input single

output cell.
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Figure 2.7: Piece-wise Linear Approximation for One Dimensional Function

The critical components inside cells whose functionality can influence the interaction of the

input-output relationship are considered in the Human Readable Table as internal variables.

Cell #i
[Input-Output Model]

Yin »

—Xim—*

Figure 2.8: The Input-Output Model for Cells with Critical Components

The input output model includes critical components as well as inputs tokens. The critical
components inside cells have their own functionality which can influence the outputs, even if
the input tokens are maintained at fixed values. For example, in the Water Station, pumps are
critical components; their functionality is the pumping of water. When the functionality of
the pump drops to zero under some conditions, even if the input tokens of power and water
are at the maximum amount, the output will be kept at zero. In the Water Station, many types

of equipment support the water supply system; they do not need to be modeled explicitly
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because only the external interdependency are studied in the model. In the input-output
model of the Water Station cell the functionality of the pumps is one of the internal variables.
Small time constants in the internal cell processes that are not relevant for the external scale

of events are not explicitly represented.

Since the cells are connected to different infrastructures, which mean they receive different
types of input tokens and produce some types of output tokens, the HRT table will describe
the performance of the cells by combining quantities of different physical nature. The inputs
of cells are multiple tokens such as water and power, and the physical amounts are different.
For example, in the hospital cell, the average amount of power flow is about 1500kW and the
average water consumption is about 14.5 m’/hr; they are different both in physical nature and
in level of magnitude. In power system calculations a normalization of variables called per
unit normalization is almost always used [21]. It is especially convenient when transformers
and different voltage levels are involved. The idea is to pick base values for quantities such
as voltages, currents, impedances, power and so on, and to define quantities in per unit as

follows :

actual quantity

quantity in per unit= -
base value of quantity

Using the per unit method of power systems for the input-output model for interdependent
infrastructures, the cell functions can be described on a percentage level; this is achieved by
using the maximum amount of each token as the base value of quantity; the actual quantity of
tokens under any situation is represented as per unit value ranging from 0 to 1. In table 2.2
the quantity of input and output tokens has been calculated by using the per unit method. In
the case of multiple cells with different physical units capacity, a common base needs to be
chosen for the global system and the individual cell functions need to be scaled according to

their rated capacity as compared to the global system base capacity.

2.4. Discrete Event Simulation

Based on the HRT input-output model for the cells, the interdependent infrastructures can be

described as a discrete event-driven system. A discrete event system (DES) is a dynamic



system with discrete time and event-driven characteristics, which are asynchronous and
possibly nondeterministic. In physical systems, events correspond to the actions that can
change the state of the system, that is, they can trigger a transition between states. This form
of description is usually based on the internal observation of the system dynamics.
Alternatively, a discrete event system can be described by logical predicates over a set of
state variables. In this case, an event corresponds to the change in one or more state variables
and, consequently, results in a transition from one state to another. A discrete event system
can also be described externally through its observed behavior. This is represented formally

by the set of all event sequences that generate state transitions over time.

|
Event : Damage

| |

Event : Damage Event : Time-Dependent

Event : Decision_3

Event : Damage

|

Event : Decision_2

Figure 2.9: Events in the Cell-Channel Model

Figure 2.8 shows three types of events in the interdependent infrastructure system. These

events are:

B Uncontrollable event: When a natural disaster or an operation failure occurs, the damage
of the system can be described as the event to each cell and channel which change the
internal state variables such as functionality of the cell or capacity of the channel. When
a nondeterministic uncontrollable event strikes the system, the damage to a critical
component--to cells or channels will depend on the type of disasters and the time when

the disaster takes place.




22

B  Time-dependent event: The event happens at a given cell at a certain time when a given
cell is in a specific state. The event will affect both itself and through the
interdependencies, the cells connected to it (Figure 2.9 cell #1). As an example, the
power house has oil storage; when there is a power outage, the backup generator will
begin to work and the stored oil will be consumed by the backup generator. How long
the backup generator will work depends on when the storage-oil will be used up, and the
oil run-out time is one of the critical factors of this event. After a certain time phrase, the
event, “out of backup oil,” is triggered. It will change the functionality of the power
house cell and the outcome will affect cells linked to the power house.

W Decision-making event: This event is caused by a human being and is a stochastic event;
it happens when people make decisions. After a natural disaster, many restoration
procedures are in operation. Because of limitation in resources and repair crews, the
restoration procedures follow a sequence of priorities. According to the decisions and the
sequence of the procedures, events happening stochastically lead to different outcomes.
For example, in Figure 2.9, it can be seen that parts of the cells and channels in the
model need to be repaired and the decision makers make the decisions in a certain order.
The action ‘repair #1 channel first’ is taken and the functionality of | #1 channel is
restored to its fully operational state 1 after it has been fixed; this affects cell #2 which is
connected with this channel and then other entities linked to cell #2. Next, the decision to
“repair cell #3” is made and the repair crew is sent to fix it; then the decision is to fix the
critical component in cell #1. Each of the decisions affects the performance of the whole

system.

The interdependent infrastructure system is composed of a set of interaction cells and
channels. The interaction can be described by the change in the quantity of tokens sent or
received by the cells or by the change in the linkage state of channels. The interaction
schema of the system components is usually specified in one form or another and given as a
part of the system description. In general, the existence of certain interactions between the
cells means that the behavior of each cell in the system depends not only on its internal

structure but also on the behavior of the other cells or channels. For example, when the

channel of power, which is the transmission line sending power from the Substation cell to
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the hospital cell, is damaged, the hospital cell will change its functionality because of this

event (channel broken).

Furthermore, the interaction between the cells and channels also means that the set of events
at any time in a given cell depends not only on the current state of these cells and channels,
but also on the current states of the other components. For instance, if the power house is out
of power; then the backup generator begins to work so that the power sent to the steam
station will have no change; consequently, the hospital cell will receive steam from the steam
station cell as usual. When the oil for the backup generator runs out, the power will drop to
zero; at that moment, the event of being out of power will be sent to the hospital cell and
influence its functionality. The current state of the hospital cell depends on the current state
of the power house cell. This is a time-dependent event for it depends on how much oil the

backup generator will use before it runs out and in turn influences the hospital cell.

In general, the research of infrastructure interdependencies is circumscribed to some degree
because it cannot check the state of the whole system and analyze the damage assessment
and restoration process because the data records of most real disasters are not complete.
Although there are some damage analysis reports for natural disasters such as the disaster
caused by Hurricane Katrina in 2005 and the Asian Tsunami caused by an earthquake in the
Indian Ocean in 2004, the information is not sufficient for the research. As a tool, simulation
has the capability to describe the different types of disaster scenario and use the information
in the damage reports for comparison. Simulation can also test different sets of decisions for
the same disaster scenario to find the optimal solution for restoration without wasting time

and money; finally it can help to develop a strategy that can increase the resiliency of the

critical infrastructures.
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Chapter 3 The Generic Cell-Channel Model

In this chapter, a reduced scale test case model is built, using the cell-channel model; the test
case model represents an interdependent infrastructure system. The model includes the most
critical infrastructures in the UBC campus case and their interrelationship; it consists of five
cells—the Hospital, Power House, Water Station, Steam Station and Substation. These cells
are built based on the input-output relationships discussed with and validated by the
personnel of the concerned infrastructures; the interconnections between these cells are
modeled as channels. These cells are also modeled with the interaction to accommodate
various sizes and capacities. Finally, the whole reduced scale test case model which includes

cells and channels is summarized.
3.1. General Description

Although there have been many research studies on interdependent infrastructure systems
over the last few decades, no benchmark model has been developed for multiple
infrastructure interdependencies. It is important to test, verify and evaluate these models
before implementing them in a disaster scenario. The UBC test case shown in Figure 3.1 is
the first test case to evaluate the proposed modeling approach discussed in Chapter 2. The
University of British Columbia has been chosen as the test case because it has the attributes
of a small city and has infrastructures that represent an actual interdependent system
containing enough interconnections for research on multiple infrastructure interdependencies.

It can be the first step for investigating the interconnections between multiple networks.

The critical entities in the campus test case include five cells—the hospital, power house,
water station, steam station and Substation; three external sources, which are defined as ideal

external cells which send tokens from outside the campus. In this test case, only selected

infrastructures are considered; they are electricity, water, gas, oil and steam. Five types of
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channels are defined in the model. Each critical cell is located in the UBC campus in one or

several buildings as shown in Figure 3.1.

The UBC electrical Substation is the connection link between the BC Hydro transmission
network and the UBC campus power network. The electricity is transmitted from BC Hydro
to UBC via two 60kV AC high voltage overhead lines.

Vil
G

Figure 3.1: GIS-Mapping of the UBC’s Test Case [20]

The UBC Hospital is one of two acute care facilities that are part of the Vancouver General
Hospital and the Health Sciences Centre. It is located in the UBC campus [23]. The UBC
Hospital is composed of three buildings--Detwiller Pavilion (Short-Term, Psychiatry),
Koerner Pavilion (Acute Care, shown in Figure 3.1) and Purdy Pavilion (Long-Term Care).
In the Koerner Pavilion there is an urgent-care centre which offers specialized treatment for

non-life threatening emergencies by emergency-trained physicians and nurses [24].

In the case of the UBC campus, water and heating are two critical infrastructures for
supporting the normal functioning of the campus' life. For the UBC water supply system, the
water resource comes from the reservoir located outside the campus in the Pacific Spirit Park.

There is a water pumping station in the water supply system which is located in the UBC

Power House. On the model, its functionality is defined as a " Water Station” cell.
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The steam supply system provides heating to parts of the campus where there are critical
facilities such as the UBC hospital. The steam system contains one steam generator located
in the UBC Power House. Although it is located in the same building as the water station,
based on its functionality, it is defined as the "Steam Station” cell. The steam flows into

buildings and then back to the Steam Station through a steam network in a closed loop.

The external cells send electric power from BC hydro, water from Pacific Spirit Water
Reservoir and gas from Terasen Gas to the UBC campus. The Pacific Spirit Water Reservoir
supplies water to the Water Station, then the Water Station supplies water to the UBC
Hospital. There are two transmission lines between BC Hydro and the Substation. The
Substation supplies electricity to the Power House and the Hospital, and the Power House
supplies electricity to the Water Station and Steam Station. The external resource Terasen

Gas provides gas to the Hospital and Steam Station.

The interconnections between these cells are illustrated as follows:
< Electric power
B Power sent from BC Hydro to the Substation
B Power sent from the Substation to the Hospital and Power House
B Power sent from the Power House to the Water Station and the Steam Station
< Water
B External water sent from outside to the Water Station
B External water sent from the outside to the Steam Station
B Water sent from the Water Station to the Hospital
< Steam
B Steam sent from the Steam Station to the Hospital
< Gas
B External gas sent to the Steam Station
W External gas sent to the Hospital
< Oil
B Oil sent from the Power House to the Water Station

B Oil sent from the Power House to the Steam Station
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Figure 3.2: Data Flow for the Cell-Channel Model

A key to modeling is the availability of credible and traceable data. Gathering information on
a particular cell is a significant challenge when developing the model’s structure. All the data

used in this thesis comes from UBC Utilities and the UBC Hospital.

Actually only the owner of the cell has the detailed knowledge of the internal detailel
structure and relationship for the entity. The model tries to capture the input-output
relationship among the critical interdependencies with other sectors. The Human Readable
table is exactly filled in by the cell owner. In the case of the reduced scale test case shown in
the thesis, we did it because it is the new approach for modeling the system and also we built

it with the owners of UBC facilities.

Another data source for the model is the functionality of the system components. The
functionality of a building after an earthquake will affect the performance of the cells located
in these buildings. The structural damage can be divided into four levels; each of them has
functionality data which are used for developing the model. If there is no damage to the
building, the functionality of the cell is at 100% functionality; when the building gets slightly
damage, the functionality is at about 80%, moderately damage at 50%, and severely damage

at 0% [32]. These data can change depending on the type of disaster.
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In this thesis, the external sources are considered ideal sources; the external source is always
in normal state without any damage. In this chapter, both the data collection and the models

of the critical cells will be described.

3.2. The Substation Model

3.2.1. Inputs and Outputs of the Substation Cell

As mentioned in section 3.1, the UBC Substation gets power through two transmission lines
from BC Hydro and it in turn supplies power to the UBC campus. It primarily includes two
matching transformers which have 47.6MV A maximum capacity, two tiebreakers, buses and

feeders. The basic functions of the Substation are illustrated in Figure 3.3.

— To Hospital

Stand by
R
for Hospital

To Power House
—»

Stand by
for Power House

Figure 3.3: Diagram of the Basic Functions of the UBC Substation

The consumption of electricity at the campus sub-station is about 200 GW-hr over a period
of one year; this means an average power flow of 0.0228Gw for the whole campus. There are
16 high voltage “distribution” feeders in two buses, which leave the main substation to other
buildings. These bus feeders, known as the main substation common buses, are normally
connected in parallel with a normally closed tiebreaker, which is tiebreaker2 in Figure 3.3.
There is some redundancy built into the Substation. For example, tiebreaker2 is linked to
bus1 and bus2; if one of the external transmission lines is broken or if one of the transformers

does not work, the campus will keep running. Each building on campus has two transmission
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lines linking the building with the Substation. One of the lines sends power to the building;
the other is the standby line. When the working line is damaged, the standby line will switch
to “on” state, and keeps sending power to the building. Figure 3.3 shows how power is sent
through feeder 12-F11 to the hospital, and the other transmission line is linked with feeder S-
H, which is the standby line for the hospital.

If damage occurs in the Substation, it has to be repaired or switched off manually. The length

of the operation time for repairs is the time delay represented in the model.

Based on the data and information collected from experts working at UBC Utilities, a

diagram of the cell model for the Substation has been developed and shown in Figure 3.4.

External 7 “External
- Source “Source
BC Hydrol BC Hydro2
U]] Ul’l

Substation

f(y,'l Channel 6 to Hospital
i Cell - :
wna] Variables) /Lyu——b Channel 1 to Powerhouse
/ »

-

e

Figure 3.4: Diagram of the Substation Cell Model

It can be seen that there are two inputs and two outputs in the model. The inputs come from
the external power sources, which are set as external cells, and the outputs send power to the
cells such as the hospital and the power ‘house through channel 1 and channel 6. In reality,
the Substation sends power to all the buildings on the UBC campus; in this model, only two

cells, the Hospital and the Power House, are considered.
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3.2.2. The Generic Model of the Substation Cell

The Substation cell uses one type of input token, “electricity,” to produce the output token,
which is the same as the input token “electricity.” The Human Readable Table (HRT) of the
Substation includes two inputs, two outputs, and internal variables such as the state of the
transformers T, and T,, the state of tiebreakers BK; and BKj,, and the state of the feeders to
the Hospital and the Power House. Figure 3.4 shows how the state of the critical components
will affect the outcome of the cell. The function between the inputs and outputs can be

described as a nonlinear function,

[yusyn] = f(Un’Ulz’];’Tz’BKvBKzaKvKz) (3-1)
Where:

<>

Uy, is the external source 1 from BC hydro
Ui, is the external source 2 from BC hydro
T, is the state of transformer 1, T;=1 normal state; T;=0 damage state
T, is the state of transformer 2, T>=1 normal state; T,=0 damage state

BK, is the state of tiebreaker 1:

e

B BK;=0 normal state: Open
B BK;=1 other state
< BK,; is the state of tiebreaker 2:
B BX,=1 normal state: Closed
B BK,=0 other state
< K, is the state of the feeder to the Hospital:
B X;=1 normal state
B K;=0 damage state
< K, is the state of the feeder to the Power House:
B K,=1 normal state

B K,;=0 damage state

In equation (3-1), the Substation model is shown as a nonlinear function with eight variables;

each of them with its own characteristics. The external sources Uy, and U, are ideal sources
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from an outside system, the channels connecting them to the Substation can have their

functionality influenced by damage; the other internal variables such as the state of the

transformers are "on-off” state variables.

Status

» Normal state

- TieBreaker doesnot work

——————— Transformerl does not work

| Transformer2 does not work

e R@@der2 does not work

> TieBreaker2 & Feeder2 doesnot work

-t~ Transformerl & Feeder2 does not work

-# Transformer2 & Feeder 2 does not work

& Feederl does nof work

-2 TieBreaker2 & Feederl doesnot work

» Transformerl & Feederl does not work

-l Pransformerl & Feeder 2 does nof work

hen functionality of channel linking with External Sources change...

-—————————» Normal state with changed sources

o TigBreaker doesnot work

L  Transformerl does not work

HRT Table for Substation
Uy | U [T T2k BR2 [k (k2] vy | v
100%/100%] 1 (110 11 (111 [100%]100%
100%[1008[ 1 1] 0 |0 [1]1 100|100
yoo%l100% 6111 o | 1 |1 11 |100%]100%
1oo%[1006T3 T o0 1 T2 T2 T1008 7008
100%]1008] 1 (1] o1 [1lo]1004] o%
100%100%] 1 (1] 0| 0 |110/[100%] 0%
100%/100] 6111 011 [1lo]i00%] o%
100% 110011 /o o [ 1 [1]o 1ooul o% |
100%]1008]1 (1] 0 | 1 [011] 0% [100%
100811001 (11 0] 0 |0]1] 0% |100%
100%(100% 0111 0 | 1 [ol1] o% |100%)
tooslioo%l1 ol o1 Tola| ov voou}—
' T T When function
so% J1ooul 1 [1 T o1 1 [1711] 504 [100%
50% 1100%] 1 111 01 0 | 111]60%]100%
“50% 1100%] 0111 0o | 1 | 111]850%]100%
50 [1oou[1{ol ol x TaT1]sow(100

——»  Transformer2 does not work

0% | o% |# =] * | « [«]%] 0% | o%

__p Functionality of channel linking with
External Sources drops to zero

Table 3.1: Status Mapping for the Human Readable Table for the Substation Cell

In Table 3.1, some statuses are listed according to the different states in the Substation. If a

natural hazard such as an intensity 9 earthquake strikes the UBC campus, the Substation will

be damaged. The damage is represented by the different status of internal variables in

equation (3-1); by checking the HRT table, the outputs of the Substation can be calculated.
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3.3. The Power House Model

3.3.1. Inputs and Outputs for the Power House Cell

As described in section 3.1, the Power House gets power from the Substation and it in turn
supplies power to the Water Station and the Steam Station. It primarily includes one
transformer, one diesel backup generator, and storage for oil. The basic functions of the

Power House are illustrated in Figure 3.5.

il

Power House A

Power_to_WaterStation-——w-

Power_to_SteamStation————»

{ Backup Generator | Backup_Power_to_SteamStation—»
for Steam station

—External Oil—p»]

Qil_to_WaterStation————»

L QOil_to_SteamStation——»

J

Figure 3.5: Diagram of the Basic Functions of UBC’s Power House

As indicated Figure 3.5 shows that the Power House gets power from the Substation and
through its transformer sends power to the Water Station and the Steam Station. The daily
electricity consumption is 3360 kW-hr. The average power flow into the Power House is
140kW. There is a backup generator, which works automatically when the external power
drops to zero. The power generated by the backup generator only sends power to the Steam
Station. Similarly, there is storage for oil inside the Power House; it provides oil not only to
the Power House but also to the Water Station and to the Steam Station. The total amount of

oil can last three days, depending on the disaster scenario.

In reality, the cells of the Power House, Water Station and Steam Station are in the same
building and any damage to a building will affect all of these three cells. For example, in the

Steam Station, the boilers use gas to generate steam; if the gas pipe leaks or is damaged

because of some disaster, the whole building will shut down immediately to prevent an
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explosion. If an earthquake occurs and the building gets damaged, the effect of the overall
structural damage will be the same for the three cells. This is because the performance of the
Power House cell is defined by its inputs and its critical components, and these are tightly

connected with the states of the other cells in the same location.

Based on the data and information collected from experienced engineers working in the UBC
Power House [26] [27], a diagram of the cell model for the Power House has been developed
and shown in Figure 3.6.

Token : Electricity
ater Station

Token : Qil
Annel to Water Statiol

Token : Electricity
Power House Cell
|Internal Varaibles]

External .
Source Token : Oil Vo4 el 1o Steam Station
Qil Token : Oil

Figure 3.6: Diagram of the Power House Cell Model

Figure 3.6 shows the Power House cell model and its relation with the linking channels. It
has two inputs or two types of tokens coming into the cell. One input comes from the
Substation cell, and the other comes from an external oil source. The external oil source is oil
sent to the UBC Power House through a transportation channel when the oil in the oil tank in
the Power House runs out. This model is set as an ideal source from an outside system. Two
of the outputs send power to the Water Station and Steam Station cells through channel 2 and

channel 3; the other two outputs send oil to these same cells.
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3.3.2. Generic Model of the Power House Cell

The Power House cell includes two types of tokens. Based on the number of inputs and
outputs and the relation between them, the input-output model for the Power House cell can
be represented by two parts: one represents the electricity token, the other represents the oil

token.

< 0Oil
The oil token comes from the external source .Uzz and the backup oil Cy,. In this thesis, both
Uz, and Cp, are time-dependent variables [27]; the outputs are the states of the oil

consumption and y»3 and y»3 described as functions of Uy, and Cp;.

The function of the oil states is a time-dependent nonlinear function.

(V235 Y24]= f(Uzzaczz’le) (3-2)
State of Using Oil
1 -
- T »
g
0
Power friom Substation Power from Substdtionrestoration Time
drops to 0 Or Oil Storage runs out

Figure 3.7: Function of Oil in the Power House Cell

Oil is supplied to the backup generator when power in the Substation drops to zero. Figure
3.7 illustrates how the state of oil consumption depends on the event “power in Substation

drops to zero”; the time of the oil consumption T depends on the event “power in Substation

restored” and the amount of oil in the oil storage.
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< Power

Figure 3.6 shows that the cell function includes five factors: the input power, and internal

- variables such as the states of the transformer, backup generator, oil, and gas. The internal

variables and the input power can change their states and performance because of damage
during or after a disaster, and these changes in turn cause a change in the output. Thus, the

relationship of the inputs and the outputs can be described by the nonlinear function,

[Vars Y11= f(xZI’I;’BKl’Koil’Kgas) (3-3)
Where:
X21: the input of power from the Substation to the Power House cell
y21: the output of power sent to the Water Station
y22: the output of power sent to the Steam Station
T;: the state of the transformer
BK. the state of the backup generator
Koii: the state of oil
Kgas: the state of gas
HRT Table for PowerHouse Status
X2t Ty BK, ko kns Ya a2
100% 1 0 * i 100% 100% | Normal State
504 | 1| 0 '{.m;"mi. 1 | sem | 5oz ™ Input Power drops to 50%
o T =0 T 1 T 1 T T T 0 T 108 ™ paekus senerates works
O T T 0 T T T T T & T 5 T generator eots dumaned 7
COM BN NS s
* | % | = T * T 0o T o | o +» Gasleaking,

PowerHouse shut down

Table 3.2: Status Mapping for the Human Readable Table for the Power House Cell

Table 3.2 shows the changes of the Power House cell under a normal state and after a
disaster. The first row of figures shows the outputs of the cell in a normal state. When the
state of the internal variables or the functionality of channels change, the outputs change

simultaneously. In the case of the situation indicated in the third row, the input power drops
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to 0; this result can come about when the connected channel is damaged or the power sent
from the Substation drops to zero. At this point, the backup generator starts to work and
sends power to the Steam Station. For a given state of the disaster scenario, the outputs can

be calculated using the Human Readable Table at Table 3.2.

3.4. The Water Station Model
3.4.1. Inputs and Outputs for the Water Station Cell

The Water Station is a critical cell in the UBC campus model; it provides water to the whole
campus. It is set to provide water to the hospital cell in the simplified model. The cell
primarily includes three booster pumps, two of them are working and one is the hot standby.
The operating pumps are rotated once a month. The Water Station also has two backup diesel
pumps, one of them is working and the other is the standby, to be used if there is no
electricity from the Power House. All these pumps mainly add pressure from 60psi to 90psi
into the water; the pressure allows the water reach to the top of the high-rises on campus. The

water comes through water pipes into the Water Station from the Sassamat water reservoir.

The basic functions of the Water Station are illustrated in Figure 3.8.

f Water Station N

Booster Pumps

—From Power House-» 2work1ba§:kup

——Water to Hospital—»

&

—From External Waterd|

"Backup Pumps -
~ twork1backup

—From Power Hous

/
Figure 3.8: Diagram of the Basic Functions of UBC’s Water Station

The daily electricity consumption is 960 kW-hr. The average power flow to the Water

Station is about 40kW. The average daily water pumped by the booster pumps is about 9000
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cubic meter per day, which is 375 cubic meters per hour. The backup pump can pump the

same amount of water [26] [27].

Based on the data and information collected from experienced engineers working in the UBC
Power House, a diagram of the cell model for the Water Station has been generated and

shown in Figure 3.9.

Token: Electricity
| Channel 2 from PowerHouse  suep €l

Token: Water
b ey C hannel to Hospital

Token: Water
Uz

Water Station
[Internal Variables]

External_Source
Water

E Channel from Powertlouse e €R
Token: Qil

Figure 3.9: Diagram of the Water Station Cell Model

Figure 3.9 shows the input-output relationship of the Water Station cell and its links with
other cells through channels. Three types of input tokens are sent into the Water Station--
electricity, water and oil. Of the three inputs, two are from the Power House cell, and the
third one is from an external source. Of these three inputs, the most critical input is water. In
the Water Station, electricity and oil are used to keep the pumps running; if there is no power
for the pumps, the backup oil and diesel pumps will be used to keep the Water Station
working. However, if there is no water, the whole water station will shut down. The output

token is water. In this model, the output is sent through one channel to the UBC hospital.

3.4.2. Generic Model of the Water Station Cell

The input-output model of the Water Station cell can be represented by three inputs, one
output and internal variables. Figure 3.8 and Figure 3.9 illustrate how the internal variables

of the Water Station are the state of the three booster pumps and two diesel pumps. The

function relating the inputs and output can be described as follows:
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y31 = f(xBI’U32’x33 ’kpump’kbk>kgas)

>

| I

where:
B X, : the input of power from the Power House cell
B Us, : the input of water from the external source
B xs;: the input of oil from the Power House cell
B Koyump : the state of the booster pumps
& 1: two booster pumps working
& 0.5 : one booster pump working
& 0: idle or damage state
B k. : the state of the backup diesel pumps
€ 1: working state
& 0:idle or damage state
Bk, the state of gas
4 1 :normal state
€ 0:leaking
HRT Table for Water Station
input Internal Variahles Cutput
X3 Us, X33 Kpump kyx kggs Y3
100% 100% * 1 * 1 100%
sow | too% [+ [ 1 ] » | 1 | 50%
1004 | s0% | * | o8 [ =+ | 1 | 25%
o% | zoo% | 1 T » 1 1 | 1 ] 1008
o5 | so% | 1 ] o+ [ 1 f 1 | s0%
o% 1 o+ [ o+ [+ [ * | o [ o8

(3-4)

Status

—» Normal state

—— Input Power drops to 50%

Input Water drops to
One booster pump working
Input Power drops to 0,

Diesel pump works
Input Power drops to 0,

Input water drops to 50%
Diesel pump works

Gas leaking,

Water station shut down

Table 3.3: Status Mapping for the Human Readable Table for the Water Station

It can be seen in Table 3.3 that when the inputs of the cell are in a normal state (100%), and

the internal variables are in a working state, the output of the cell is 100%. During or after a

disaster, the damage causes the state to change. In the second row of Table 3.3, the input
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power drops to 50% because the connecting channel or cell providing power to the Water
Station has lost its function. Although the two booster pumps are operational, the decrease in
power supply makes it impossible for them to work at thé previous state; as a result, less
water flows to the hospital. The last row in Table 3.3 indicates that a leakage of gas will shut
down the Water Station regardless of the states of the internal variables or the amount of the

inputs.

3.5. Steam Station Model

3.5.1. Inputs and Outputs for the Steam Station Cell

The Steam Station is another critical cell in the UBC campus model. It provides steam
heating to the buildings in the campus. In this model, the station only provides steam to the
Hospital cell. This cell primarily includes boilers, water pumps, air fan, water conditioning

equipment and deaerator.

The basic function of the Steam Station is illustrated in Figure 3.10.

4 Steam Station ™

Water pump-

—Power from PowerHouse—p- .
for steam

—Water from External Source-p»

T

—OQil from Power House R
Boilers.

——Gas from External Source

Returned Steam——p» e

S
Figure 3.10: Diagram of the Basic Function of UBC’s Steam Station

The steam system is a closed loop circuit and the steam loss in the loop is about 30% of the
total steam water when it flows back to the Steam Station. Both the returned steam water and
the raw water combined are sent into the deaerator equipment to reduce its oxygen content

and then sent into the boilers. The boilers generate steam by burning gas or oil.
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The daily electricity consumption is 2400 kW-hr. The average power flow of the Steam
Station is about 100kW. The average daily water pumped into to boilers is about 880 klbs,
which is equal to 400,000 Kg, or approximately 400 cubic meter per day and 16.7 cubic
meters per hour. The returned steam, that is the condensed water, is about 70% of the total
water in the boiler. In this thesis, because only the hospital is considered as the building
consuming the steam, the returned steam for the whole campus is set as the ideal source in
the system. The external water sent into the Steam Station makes up for the 30% water loss
through the steam supply system. The average daily total steam is about 2755.38 klbs per day,
which is about 115 Klbs per hour. The average daily gas consumption is about 3834.36 GJ,
which is about 160 GJ per hour.

Based on the data and information collected from UBC Ultilities, a diagram of the cell model

for the Steam Station has been generated and is shown in Figure 3.11.

Channel 3 from Power House X41

External_Source
Water

Steam station

[Internal Variables]

External_Source
Gas Uy

Channel form Returned Steam X45

Figure 3.11: Diagram of the Steam Station Cell Model

Figure 3.11 shows the input-output relationship of the Steam Station cell and its links to
channels connected to other cells. There are five types of input tokens sent into the Steam
Station--electricity, water, gas, returned steam and oil. Of the five inputs, electricity and oil
are from the Power House cell, water and gas are from external source cells, and the returned
steam is from buildings in the UBC campus. Of these five inputs, the most critical input is

water. Without water, no steam can be generated in the Steam Station. The second critical

input is gas, which is used to heat the boilers that generate the steam. If there is no gas, the




‘4]

boilers can use oil. The output token is steam only. In this model, the output is linked to one

channel which sends it to the UBC hospital.

The diagram illustrates that the internal variables are also critical because they affect the
output of the Steam Station. For example, if the deaerator is damaged, it can be very
dangerous because it is on top of the power house building and the water inside the deaerator
has a high temperature and high pressure. If the deaerator is damaged, the whole power
house building will stop working. The same situation will happen when the water

conditioning equipment and air fan are damaged.

3.5.2. Generic Model of the Steam Station Cell

The inpthoutput model of the Steam Station can be represented by five inputs, one output
and internal variables. Figure 3.10 and Figure 3.11 show that the internal variables of the
Steam Station are the states of the pumps, air fan, deaerator, water conditioning equipment

and boilers. The function relating the inputs and output can be described as follows:

Ya = f(x4, Ui %43,U 44 kpump s K poiter » kgas ) kfan oK eona sk a ) (3-5)
Where:
X4 : the input of power from the Power House cell
Uy, : the input of water from the external source
X43 : the input of oil from the Power House cell

Uy4 : the input of gas from the external source

O

Koump : the state of pumps
W 1: working state
B 0:idle or damaged state
< Kpoiter : the state of the boilers
M 1: working state
B 0: idle or damaged state
< Kgas : the state of gas

B 1: working state
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B 0: leaking
< K. : the state of the air fan
B 1: working state
B 0: damaged state
< keond : the state of the water conditioning equipment
B 1: working state
B 0: damaged state
< kq : the state of the deaerator
B 1: working state
B 0: damaged state
HRT Table for Steam Station
Inputs Internal Varaibles Qutput
24 Usz Uia X4s kb kp K eona Yy Kean Stean
1009 | 100% | 100% | 100% 1 1 1 1 1 1008 —>
1008 | 1008 | 1008 | 100% | o I1 i Loy 13 1 o —
1o0% | 100% | 100w | 100% | 1Io v 1t b 1 | o8 |—»
100% | oo | 1008 | yoow | v f ot | e 1 1 1 1 | o —
T I I T O VO W "
100% wmsllmlwosl1".1“”1I111lolos—’
TS T T I """ T N T U O A W A
% . Low [ =+ 1 1 |1 bodo ol 1 L. e —

Status

Normal State
Boilers damaged

pumps damaged

Water_conditioning
eqipment damaged

Deaerator damaged
Air Fan Damaged

Different state of water,
power and returned steam

Gas Leaking

Table 3.4: Status Mapping for the Human Readable Table for the Steam Station

It can be seen from Table 3.4 that when the inputs of the cell and the internal variables are in

a normal state, the output of the cell is at 100%. During or after a disaster, the damage can be

broken pipes, power outage or breakdown of critical components inside the building; these

types of damage states are also shown in the figure. When the water pump is damaged (3"

row in the table) or the power sent to the Steam Station drops to 80 % (7™ row in the table),

the steam sent out will decrease to a certain level, depending on the internal states. If the air

fan does not work (6™ row in the table), it will affect the whole steam system because the

boilers will shut down and no steam can be generated. The amount of generated steam from
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the Steam Station depends on the variables and inputs and their relationship, as shown in the

table.

3.6. Hospital Model

3.6.1. Inputs and Outputs for the Hospital Cell

Hospitals are one of the critical cells in the health care system, which is one of the critical

infrastructures described in Chapter 1. It provides medical service to people living in nearby

communities and plays an important role in people’s health. The purpose of building the

hospital model is to estimate the hospital’s capacity under different states and these are

shown as follows:

<> While in a normal state, critical support infrastructures can get disturbed, for example,
by a power outage for a short period.

< Both the critical support infrastructures and backup systems are struck during a disaster.

The UBC Hospital is a site of the Vancouver Coastal Health and provides a variety of
medical and surgical services including short-stay surgery, sub-acute medical and diagnostic
services, surgical and medical clinics, etc [30]. An analysis of the information and data from
the UBC Hospital shows three main factors that allow the hospital to perform medical
services to meet the needs of patients. In the more realistic simulation, hospital need to
consider the patients flow, in this work this factor is neglected and only the capacity of the
hospital is considered. These factors are the critical support infrastructures, medical service

staff and the capacity of the medical service.

< Critical support infrastructures:

1) Electricity Power

2) Water
3) Steam
4) Oil

5) QGas
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< Medical service staff:

1) Doctors
2) Medicine
3) Nurses

< Capacity of the medical service
1) Number of beds for long-term patients
2) Number of beds for short-term patients
3) Number of beds for urgent patients

2
[
&2
— )
* From Long-term Beds—>
Steam__,]  steamstation 9
+ Backup Heater [T g i~
+ Power From é {
T Substation | _@ 1
Electrical—| Backi 3 |
generator x {
. o Fuel Reservoir | @ !
—Oi——>1, 13days f | Short-term Beds—
] i
i
Working Stuff 3 ﬁ N
(doctors & nurses) [~~~ T T T 77 AR St A I |
{
i
L . « Storage 1- s il
Medcines—1" 3 ¢ service El';letfige':Y _____Urgent Beds—>
» WaterReservoir | | o —
. 1-3d3y‘ % 1
—Water—>»|® ExternalWater 3
e Water Backup Y ¥
Gas o Bo(igrs Steralization
. Y,

Decision
making
Events

Figure 3.12: Diagram of the Basic Functions of the UBC Hospital

It can be seen in Figure 3.12 that the critical support infrastructures and medical service staff

are the inputs of the hospital model; any change in the quality and quantity of these factors
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will change the capacity of the medical service in the hospital, that is, the output of the

hospital model.

The hospital data from the UBC hospital is as follows [25][28]:

< The consumption of critical support infrastructures:

Water: 4.5 M cubic feet of water per year, that is 14.5 cubic meter per hour
Gas : 29,000 GJ per year, which is about 3.3 GJ per hour

Electricity : 12.4 GW-hr per year, that is 1416.7 kW

Steam : 1375 pounds per hour

< Medical service staff and medicines

Doctors:

€ daytime: 25

€ after-hours: 10

€ after 10pm :1

Nurses

€ daytime: 70

€ after-hours :25

Nearly 60% of doctors and nurses live off campus

The medicines supply in the hospital storage can last for 1-3 days

<> Numbers of beds

Number of beds for urgent patients = 20; |
Number of beds for short-term patients = 311;
Number of beds for long-term patients = 300;

Compared with the data in [29], which cites that the total monthly energy intensity is about

3301 Kw-hr/beds in large hospitals in Brazil, the totalAmonthly energy intensity in the UBC
hospital is about 3238 Kw-hr/beds.
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It can be seen from Figure 3.12 that the critical support infrastructures of the hospital have
backup systems. The backup for each of the critical resources is listed in Table 3.5. The
backup resources are very critical and perform the functions of the support infrastructures

during an emergency or when the supply system is not working.

Electricity | Through electric channel from the | Backup generators: 1-3days
Substation

Water Through water channel from the Water | Water reservoir : 1-3days
Station

Gas Boilers using gas from gas channel Boilers using oil : 1-3days

Steam Through steam channel from steam station | Electric heaters

Table 3.5: Redundancy of the Critical Infrastructures for the UBC Hospital

3.6.2. Interdependent Performance of the Hospital Cell

Although each critical support infrastructure in the hospital has its own backup system, the
state of the hospital’s operation, which can range from normal operation to various levels of
disruption or restoration, must be considered in interdependencies analysis. Furthermore, it is
necessary to understand those changes in the supply systems and in the states of the backup
systems that cause changes in the hospital interdependencies. For example, the power supply
has no interconnection with other infrastructures in the hospital. When the power supply is
disturbed, the backup generator starts to work with no delay by using oil. However, if there is
no oil in the hospital at that point in time, the backup power supply system will not perform

any function for the hospital.

Table 3.6 shows that the supply systems inside the hospital are not directly interdependent;
for example, the power supply cannot affect the water supply system. The steam system is
the only system used for the sterilization of surgical equipment, which is tightly dependent

on water and gas.
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Table 3.6: Interdependency of the Critical Infrastructures inside the UBC Hospital

Where W is the tight interdependent relationship between two infrastructures.

Table 3.7: Interdependency between the Critical Infrastructures and the Backups inside the UBC Hospital

The table illustrates that the most critical infrastructure is electric power. Without power, the
backup system of any other infrastructures cannot work. The steam system, which provides
steam for the sterilization of surgical equipment and other medical devices, is involved with

almost all of the infrastructures inside with the Hospital.
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The interdependencies among the infrastructures are more complex during emergencies than
under normal conditions. In Table 3.7, orﬂy direct effects to the infrastructures are listed. For
example, when the backup water supply system is working, it needs power to run the pump;
should there be a power outage at the same time, the backup generators that need oil to run
will still work. However, if there is no oil, the pump will stop pumping and the water system

will not provide water anymore.

3.6.3. Generic Model of the Hospital Cell

It can be seen that the output of the UBC Hospital is divided into three types: the capacity
for serving long-term patients, short-term patients and urgent patients. Each of these
capacities depends on the connected infrastructures in the hospital, but the relationship
between these resources and the patients is different for each type of output. For example, the
steam for heating is very important for long-term patients, but not that important for short-
term and urgent patients; the steam for sanitation is important for urgent patients, especially

those who need surgery, but it is not nearly as important for long-term patients.

Separated tables are generated to represent the aggregators of the inputs into the Hospital cell

model.
input Varibles output
powerl | power2 | oil bkl bk2 yel ve2
100% | 100% * 0% 0% 100% 100%
50% 50% * 0% 0% 50% 50%

L 0% 0% 100% | 100% | 100% | 100% 100%

_100% ] 100% | 100% | 100% | 100% | 100% 100%

0% 0% * 0% 0% 0% 0%
0% 0% 0% 100% | 100% 0% 0%

Table 3.8: Power Aggregator of Hospital Cell
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input Varibles Output
water | ye2 wbk pump ywl

* 100% 0% 100%

* 100% 0% 50%
100% 100% 100% 100%
100% 50% 100% | 100%
100% 0% 100%
50% 100% | 100%

0% 100% | 100%

0 0 0

Table 3.9: Water Aggregator of Hospital Cell

|
~RRRRRIZE
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The tables describe one type of input token aggregates in the hospital cell model. Since each
of the inputs has its backup, the aggregator is used to combine the external input and backup
as one single input to the generic hospital input-output model. It can be seen from Figure
3.12 that there is a backup generator for power located inside the hospital. Under normal
conditions, the functionality of the power supply in the hospital is 100%; however, if disaster
occurs and the power from outside the hospital drops to zero because of failure in the supply
or damage to cells or channels connected to the hospital, the hospital’s backup system will
work immediately to supply power to the whole hospital, and the number of beds does not
change under this situation. Table 3.8 and 3.9 shows the interdependencies between the
critical resources delivered to the Hospital and their corresponding backup system inside the

Hospital.

Token: electricity
| Channel 6 from SubStation s ¢l

Channel 7 from WaterStation

_Token: water

External_Source [~
Water

#Beds for Long-term Patients

Hospital

Mateinal Varlables] #Beds for Short-term Patients

External Source
Gas

#Beds for Urgent Patients

rom Steamdtation
Token: steam

Clh Xs6

ARS) Ch ;
Token: doctors, nurses, medicines

Xs7

Figure 3.13: Diagram of the Hospital Cell Model
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In order to describe the hospital performance and the complex interdependency between the
infrastructures, a hospital model has been developed using HRT table to represent the
interrelationship between the inputs and outputs. In this thesis, the transportation channel is

set as an ideal channel and there are no detailed data and information for these channels.

The Human Readable Table that defines the simplified input-output model for the hospital to
be used by the Infrastructure Interdependencies Simulator 12Sim is shown in the Table 3.10:

HRT Table for Hospital Status

pts e . . | Smats
2l el xsl ghl xe2 32 1 doctors | rurses hedicined Urgent lshorttexmilongiern

100% 1003 100% 100% 1008 100% 1003 100% 100% 1008 100% 1008 __—» Normal State

an T To | 1008 | 1008 | 100s | toos | too4 | toox | 1oos [ too | 100 [ 1008 —»Water drops to 0%

Power sent to Urgent and short
o T 5 | 1o 1 100% | 1oos | toow | 1o | toos | 1oos | 80% | 804 [ 1008 “Tors patients drops to 90%

Power sent to longterm
patients drops to 90%
Steam sent to Urgent and short

yomlwml80%lwos[moslwo%lxooa{wwlwqgl955!955!10@__——»

term patients drops to 90%

..............

mmslmoalmoalwoxlsoalmmllooulmoﬂmoslwosl100%!soes

; - St sent{ol { ients
o T oo T iom | o | 1oos 1 e | 1om | 1omk | 1o0% | 108 | 100 | 8% gronrmoone erm paten

Steam sent to tong term patients

o8 T oo | toow | oow T Toox | 1006 | 1008 | 100 | 1008 | 9% [ 95% | 95% arepsto %%

Inputs in different states

s T w1 5% | 8% | am | em | sox | sox | s [ 8 | 608 | 508 ™ Forexampleallin80%

5T o [ % L o L% L o | o [ o [ o [ o | o [ o8 —*TowDimgesine
----------- Data describing different states which are not listed on this table

Table 3.10: Status Mapping for the Human Readable Table of the UBC Hospital

The data in Table 3.10 illustrates how the multiple inputs sent to the hospital affect the
number of beds in the hospital. In the normal state, 100% inputs are sent into the hospital to
allow it to give 100% outputs in terms of beds served. Each input or combined inputs can
change the state of the hospital’s outputs; these interconnections and changes are calculated

using the input-output HRT table.

For example, when the water sent to the hospital is reduced because of a broken water pipe or
a pump failure in the Water Station, the operation in the hospital will be affected. From the

HRT table, it can be seen that when water drops to 90%, the hospital can still maintain its

normal state because of the hospital's emergency plan. One of the plan’s strategies is to cut
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down the use of water during the emergency by using one washroom in each floor. By
implementing this plan, the water needed for medical care operation will only go down to

about 85%.

The variables x,; and X, indicate the steam heating for the patients in the hospital. When
both of these variables are reduced to 80%, the results of the output will be remarkably
different. At this point, the hospital’s output or its ability to provide medical service to long-
term patients becomes about 80% of its full capacity; and the output of the short-term and
- urgent patients’ care is 95%. This is because long-term patients totally depend on steam for
heating, but short-term and urgent patients do not depend on steam as much as long-term

patients do.
3.7. Channel Model

In s;ections 3.2 to 3.6, each cell is linked to other cells by different types of channels. As
mentioned in Chapter 2, in this thesis, a delay associated with the delivery of tokens in
normal state was not taken into account because of the short distances of facilities within the
UBC campus. Delays associated with physical channels’ damage are taken into account. The

modeling for the channels can be represented as below:

X5 = DTk Cra) (3-6)
Where:
- < 1j: the channel connecting cell i and cell j, and the token flowing from cell j to cell i.
xj: amount of token received by cell i.
Y «: token sent from cell j, the K™ input connected with the cell.
1: time delay depending on repair procedure only.

k: functionality coefficient, ranging from 0 to 1 determined by the type of damage.

PR SR SR

Crmax: the total capacity of the channel, the limit of the total quantity of token flowing
through it.
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3.8. Reduced Scale Test Case Model

An overall cell-channel diagram for a simplified UBC test case model is shown in Figure
3.19. It includes five cells, whose model has been developed in the pervious sections. In
addition, there are several external sources designated as external cells in the model; these
cells provide tokens such as electric power, water and gas from outside systems to the
simplified UBC test case. The external sources are assumed to be in an ideal state, which

means there is no damage in these cells.

The cell model is a generic model so that it can represent the same type of cells with various
sizes and capacities. The input-output model can be customized based on the limited
information from the specific cell or the types of input(s), which means the state of its
connection with the critical infrastructures needs to be considered. For example, the model
of the Hospital cell includes inputs such as power, water, gas and steam, and its internal
sources are oil and water from backup systems. If the model is applied to another hospital
without water backup, the information related to the specific critical components for backup
can simply be deleted. The table is flexible and data or information can easily be added or
updated when more information is acquired from the industry or when there is an actual
disaster scenario. The system model is designed to cover different situations ranging from

normal state to various emergency states, depending on the types of disasters.

The essential task of the reduced scale test case model is to indicate the capacity of the
medical services in the Hospital under different scenarios. The outputs of the Hospital are the
number of beds for different types of patients. These outputs depend on the quantities of
input tokens coming through the channels connected to the other cells. The Figure 3.14
shows that the Power House has no direct connection with the Hospital, but when the
performance of the Power House changes, the capacity of the Hospital will change because
the Power House is connected with the Water and Steam Stations. In the next chapter, the

interactions between these five cells and the performance of the Hospital are shown in time

domain using simulation.
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Chapter 4  Simulation and Results Analysis

In order to validate the infrastructures interdependencies model and the theoretical
framework for the modeling of I2Sim, it is important to test the model built in Chapter 3 with
a real-life known scenario with predictable results. In this chapter, the reduced-scale model
of the critical infrastructures of the University of British Columbia is set up using the
MALAB/Simulink/Stateflow™ software [33]. A soft simulation clock and a graphic user
interface with controllers and indicators have been developed to realize an interactive
simulation that allows the decision makers to get a better understanding of the emergent
system behavior ih different operational situations. The simulation indicates that the
redundant systems such as the backup generators in the Hospital increase the robustness of
the cells. Critical connections, such as the steam pipe linking the Steam Station with the
Hospital are also identified. One such scenario is studied by using a distributor, which allows
an operator to find the optimum allocation of a limited resource so that the operator can
ensure the best possible operation of the other critical infrastructures during an event. The
simulation itself has been parallelized, and distributed on the University of British Columbia

Power Systems Lab PC-cluster [41].

4.1. Simulation Model fdr the UBC Test Case

In the previous chapter, a reduced-scale model of the critical infrastructures of
the University of British Columbia has been developed. Based on this model, a prototype
simulation has been built by using MATLAB/Simulink/StateFlow™ [33] [34] to validate the
model and demonstrate the methodology of the cell-channel modeling approach. An analysis

of the outcome demonstrates the interdependent relationship among the cell and channel

components of the system.
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Figure 4.1: Interconnection Structure in the Reduced Scale UBC Test Case

The interconnection between the components of the reduced-scale model is shown in Figure
4.1. These interconnections are represented by channels which send different types of tokens
from the sending-end cells to the receiving-end cells. The performance of one cell affects the
other cells to which it is connected by channels. The simulation model demonstrates the

performance of the interactive cells.

The simulation environment for this prototype is made for several types of researches:

< Off-line simulation
B Predefined input file of the system, which includes variables such as the loss of
functionality of a channel caused by a broken pipe, or the loss of functionality of a
cell as a result of damage due to an intensity VIII earthquake;

B During simulation, the system variables change according to the input file;
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B Fast simulation speed.
< On-line simulation
B A soft-clock for simulation has been adjusted to make the simulation run at a human
friendly speed for an operator to observe;
B A graphic user interface has been developed to illustrate the change of system
performance during simulation;
B Discrete events corresponding to different states of the system variables are updated
during the simulation.
< Support tool for decision making
M Combined with optimization techniques, the simulation can provide an analyst with
estimations of performance measures for various system alternatives;
B Uses to test and verify the optimal solution of limited sources re-allocation

problems.

There are mainly three types of blocks used in the model. One of them is the Stateflow
Block, which represents the discrete events occurring in the model. For example, the backup
generator in the Power House requires two conditions to start working: one is power from the

Substation dropping to zero and the other is the quantity of oil storage.

Figure 4.2: State of Oil Usage in the Power House
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The total oil storage, the current state of oil and oil usage are shown in Figure 4.2. For
example, the figure shows the state of oil changes when the event “power from Substation
drops to 0” or “oil storage used up” occurs. The event is a time-based event; no matter what
time the event happens, the function of the oil state runs to show the curve presented in

Figure 3.8.

The logic behavior of the input-output model has been realized using truth table functions,
which contain conditions, decisions and actions. For example, the state of the transformers in
the Substation is at only 0 or 1, no other states in between, and different combination of
transformers’ state generates different outcomes. The logic behaviors are illustrated in Table
4.1.

Description
State of Transformer 1 t1==1

of Treansformer 2 t2==1

‘State of TieBreaker 1 sw1==0

State of TieBreaker 2 sw2==1

of feeder 1 ki ==

of feeder 2 k2 ==

A 4,}5&9& the

Table 4.1: Input-Output Table for the States of Transformers, Tiebreakers-and Feeders

The Lookup Table (n-D) block evaluates a sample representation of a function in N variables

by interpolating between samples to give an approximate value for y = F(x1, X2, X3... Xn), €ven
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when the function F is known only empirically. The input-output model can be illustrated

using the look-up table functions in Figure 4.3.

7-D T(u)

—_.—.—\b
nedicines I

# od beds for urgent medical service

Figure 4.3: Input-Output Table for Beds for Urgent Medical Service
The reduced scale UBC test case model is illustrated in Figure 4.4.

Before running the off-line simulation, an m-file for the predefined scenario has to be
compiled. During the simulation, the predefined parameters may be changed according to the
scenario. Currently, based on the computation time of the computer, the model runs about

900 time-steps (which indicates 900 minutes in the actual physical clock) in less than five

seconds.
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Figure 4.4 Simulation Model of the Reduced Scale UBC Test Case
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In the simulations presented it is assumed that it is derived to use the full capacity of each
cell but that this full capacity may not be available due to structure damage or lack of
resources. A more realistic scenario would include the “people’s flow” loop which would

include the possibility that not all of the resources are needed because nobody is using them.

The off-line simulation runs so fast that no action can be taken during simulation. In order to
make the simulation run with interactive action by decision makers, a soft clock has been
devised in the model (the time block in Figure 4.4) to slow the computation at speed. The
soft clock makes the simulation time nearly the same as the actual physical clock, so that it
can update events and make interaction possible between the operators and the simulation
model. The operators have time to observe the outputs of the simulation and change the

system variables to adjust the outcome based on different objectives.

By using Matlab/Gauges™ and NI Labview™([35], an interactive interface was built and
linked with the model. The output of the model and the critical variables are listed in the

interface so that it is easy for operators to update the parameters corresponding of the events.

Figure 4.5: Interface of the Substation Cell Model
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4.2. Simulation Results

In order to check whether or not the model can reveal critical linkage among the
infrastructures, it is vital to choose an actual disaster event with known outcomes as a

scenario for the reduced scale test case model [36].

On November 19, 2006, a Pacific storm brought 90 mm of rain and strong winds to coastal
B.C. Then a weather warning was issued on an Arctic ridge over the BC interior combined
with a Pacific low-pressure system over southwest B.C. The result was that on November 26,
20-40 cm of heavy snow fell across Greater Vancouver, Victoria, and the rest of the South
Coast. On November 27 and 28, the Arctic front spread across the Lower Mainland and
temperatures dropped as the skies cleared (-12° C in Vancouver). The weight of the heavy
snow brought branches and trees down on power lines [37] [38] [39]. During this period, the
impact of the snowstorm and power outage caused by falling branches and trees affected the
UBC campus. Because of the snow and the resulting power outage at the UBC-Point Grey
campus, the whole campus was closed on November 27 following the No. 68 university

policy [40] [42]. The campus power outage lasted for about 12 hours.

This power outage at the UBC campus has been chosen as the disaster scenario. The time-
based event happening during this scenario has been compiled [36] and set as the updated
events during simulation and the known results of the scenario is the criterion for measuring
the simulation model. Three different scenarios as a result of this power outage event are

discussed in the following sub-sections.

4.2.1. Scenario 1 and Result Analysis

In this scenario, the snowstorm and resulting power outage make the related variables

changes; for example, the transmission lines transporting external power from BC Hydro to
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the UBC Substation were down and the water pipe sending water to the UBC hospital were
broken because of freezing temperatures.
Scenario Description
< A snowstorm with a power outage, the following events happened:
B [Initial state : t =to, the whole system runs in normal state until t = ty+20(min) ;
B t=tyt21(min)
€ Event : A power outage occurs because of fallen trees bring down the
transmission lines sending power to the UBC Substation ;
€ Action : The functionality of the channel linking the external source (BC
Hydro) and the Substation drops from 1 to 0;
B t=ty+40(min)
€ Event: The water pipe linking the water station to the hospital burst;
€ Action : The functionality of the channel linking the Water Station to the
Hospital drops from 1 to 0;
B t=1t,+781(min)
€ Event : the water pipe is fixed after 12 hrs;
€ Action : The functionality of the water channel is restored to 1;
B t=1t,+861(min)
€ Event: After 14 hrs, the power is restored,

€ Action : The functionality of the electric power channel is restored to 1;

1:20 AM 14:20
Power Outage from BC_hydro Power Restored

f A

|
'A%l | I | | | | | [ I [ I I !

| a
200 03:00 04:00 0500 06:00 07:00 0800 09:00 10:00 11:00 12:00 13:00 %14:00 15:00

27/1172006 1:00& 27/11/2006 4:00 PM

Water Pipe Broken Water Pipe Fixed
(Sending water to Hospital) (Sending water to Hospital)
01:40 13:40

Figure 4.6: Timeline of Scenario 1
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Results Analysis
During the simulation of scenario 1, two events occur: a power outage and a broken water

pipe. The consequences of these events are shown in Figures 4.7 to 4.13.

In Figure 4.7, the outputs of the Substation change following the event settings of scenario 1.
The power outage happens at t = t0+20(min) and power is restored at t = t0+860(min); this
influences the output of the Substation and this in turn influences the inputs of the Hospital

and the Power House.

Power From BChydro to UBC-Substation
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Figure 4.7: Scenariol - Simulation Results for the Substation Cell

Figure 4.8 shows the state of the power in the Steam Station and Water Station. The power
sent to the Water Station drops to zero when the input to the Power House drops to zero. The
power sent to the Steam Station drops to zero and then is restored to the normal state because
it receives power from the backup generator in the Power House. From the figure, it can be
seen that the power sent to the Steam Station has a spike (pointed by the arrow); this is

caused by the switch time from using power from the external source to using power from

the backup generator. At the point t = t0+860(min), the power sent to the Substation is
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restored, then the power sent from the Power House is restored and the power sent to the

Steam Station and the Water Station is restored. The normal state returns.
When the backup generator starts working, the amount of oil storage begins to drop. When

the Substation restores power to the Power House, the backup generator stops working and

then the oil storage is kept at the state shown in figure 4.8.
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Figure 4.8: Scenariol: Simulation Results for the Power House Cell
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Figure 4.9: Scenariol - Simulation Results for the Water Station Cell

Before the power outage, three booster pumps work in the Water Station. The power sent to

the Water Station drops to zero at t = t0+20(min), and the backup pumps start to work by
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using oil. When the Water Station switches from using external power to using oil, the
backup pumps begin to pump water to the Hospital. At t = tg+781(min), the power is restored
and the booster pumps begin to work again. Although the state of the internal critical
variables of the Water Station changes during the simulation, the amount of water sent out to

the Hospital is maintained at the level of the normal state.

Steam Sending ta UBC Campus Fram Steam Station

120
100f---------- L r T L R T T CErs RETTTT TS EEP PP TERPRS ST PP EREE .
= BO|--------- T LT S et DRCEEEPEEN i1 + Sges |-
E = R D e e LR B Sy -
< aafooees SUNRUNRNS ASUSRUINUN SO NN SUNSUNY UNRUURNY I bt L1 B
P e e e e T e T R -
o i i ;
0 100 200 300 400 500 600 700 eoo 800

Figure 4.10: Scenariol - Simulation Results for the Steam Station Cell

The boilers in the Steam Station burn gas to generate steam in the normal working state.
Figure 4.10 shows how the Steam Station generates steam without disturbance during the

power outage.
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Figure 4.11: Scenariol - Simulation Results for the Hospital Cell (A)
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Oil Storage in UBC hospital
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Figure 4.12: Scenariol - Simulation Results for the Hospital Cell (B)

Figure 4.11 and Figure 4.12 show how the performance of the medical services in the
hospital is influenced by the power outage in the Substation and water loss from the Water
Station. When there is no power coming from the Substation, the backup generators start to
work to provide power to the whole Hospital. The first spike in Figure 4.11 shows the state
of the power in the hospital as a result of switching from external power to power from the
backup generator. At t = t0+40(min), the water pipe sending water to the hospital is broken
and it affects the hospital immediately; the performance of the hospital, which is indicated by
the number of beds for long-term, short-term and urgent patients, drops to zero (the second
arrow in the figure). The hospital has its own water reservoir and it needs some time (30
minutes) to manually switch from the state of using external water to using backup water; the
switch is indicted by the third arrow in Figure 4.11. After this switch, the performance of the

hospital is restored to its normal state. In Figure 4.12, it can be seen that the backup water is

used until the pipe is fixed at t = ty+780(min), and oil from the oil storage is used until power

is restored at t = tp+860(min).
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Figures 4.7 to 4.13 illustrate the performance of each of the cells and the interconnection
between cells under scenario 1. The hospital was a full self-supporting system during the

power outage.

Power Outage

Figure 4.13: Interrelationship of Electrical Power between Cells

Figure 4.14 shows that the Power House and the Water Station also have backups for the
critical components in their systems; these backups enable the two stations to maintain their
full capacity performance during the power outage. In general, the whole system, especially
the Hospital, maintains its performance for a short period after a power outage and loss of
water by using its self-supporting backups. The length of the short period depends on the
backup sources. The results of the simulation reflect the results of the actual event that
happened at the UBC campus during the late November storm. In other words, the results
validate the correctness and usefulness of the model and the cell-channel modeling approach
of I2Sim. '

4.2.2. Scenario 2 and Results Analysis

Based on the first scenario, the second scenario includes an extra event happening in the
Power House: the backup generator does not start working when the power outage occurs,
affecting the performance of the whole system. Another change in the second scenario is the

time-shift for the same event as in the first scenario.
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Scenario Description

< A snowstorm with a power outage at the UBC campus; the following events occur:
B [Initial state : t = t,, the whole system runs in the normal state until t = to+20(min)
B t=ty+21(min)
€ Eventl: A power outage occurs because of fallen trees bring down the
transmission lines that send power to the UBC Substation.
€ Action 1: The functionality of the channel linking the external source, BC
Hydro, and the Substation drops from 1 to O.
€ Event 2: The backup generator in the Power House does not work immediately.
€ Action 2: The functionality of the backup generator stays at “0”.
B t=ty+40(min)
€ Event: The water pipe linking the water station to the hospital breaks down
because of the freezing weather.
€ Action: The functionality of the channel linking the Water Station to the
Hospital drops from 1 to 0.
B t=1ty+50(min)
@ Event: The backup generator in the Power House starts working.
€ Action: The functionality of the backup generator stays at “1”.
B t=t;+860(min)
€ Event: After 14 hrs, BC Hydro’s power is restored.
€ Action: The functionality of the electric power channel is restored to 1.
B t=ty+1480(min)
€ Event: The water pipe is fixed after 24 hrs.

€ Action: The functionality of the water channel is restored to 1.
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Figure 4.14: Timeline of Scenario 2

Results Analysis
Using the data in Figure 4.14, simulation results are generated and shown in Figures 4.15 to

4.20. The simulation results for the Substation for Scenario 2 are the same as for Scenario 1.
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Figure 4.15: Scenario2 - Simulation Results for the Substation Cell

In Figure 4.16, Figure 4.17 and Figure 4.18, it can be seen that the backup generator has not
kicked in immediately after the power outage. It takes about half an hour to fix the backup

generator; this delays the switch time from using external power to using backup power.
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The time delay influences the performance of the Water Station and of the Steam Station
simultaneously. In Figure 4.17, it can be seen that the Water Station starts to pump water to
the whole campus by using the backup pump after the switch time (the time between the first
and second arrow in the figure). After t = t0+860(min), when power is restored, the booster
pumps work again and the backup pump returns to its standby state and this is indicated by

the third arrow in the figure. The water sent to the whole campus is now at full capacity.
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Figure 4.16: Scenario2 - Simulation Results for the Power House Cell
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Figure 4.17: Scenario2 - Simulation Results for the Water Station Cell



71

Steam Sending to UBC Campus From Seam Staion
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Figure 4.18: Scenario2 - Simulation Results for the Steam Station Cell

After the switching time, the backup generator still does not work; thus, this power outage
affects the status of critical components such as the air fan in the Steam Station. The air fan
in turn affects the operation of the boilers. The boilers have to stop working until the air fan
is restarted and the time for restarting boilers takes one to two hours, depending on the
situation. Figure 4.18 shows that the boilers have stopped working for about one hour; this

means that steam is not sent out to the campus during this period.

Figures 4.19 and 4.20 illustrate the performance of the hospital when affected by the different
states of the other cells. The medical service for long-term patients is affected differently
from the medical service for short-term and urgent patients. At t = t0+20(min), when the
power outage occurs, the backup generators in the Hospital begin to work. At the same time,
the steam from the Power House is delayed because the backup generator has dropped to 0.
The performance of the Hospital changes due to the loss of steam. The number of long-term
patients taken care of drops to zero because these patients depend on steam for heating; the
number of short-term and urgent patients experience little disturbance because of the loss of
steam, which is shown in Figure 4.19. At t = t0+40(min), the water pipe breaks; the

performance of the hospital stays at zero. After the switching time of 30 minutes and the

restoration of steam, the hospital reverts to its normal state gradually.
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Figure 4.19: Scenario2 - Simulation Results for the Hospital Cell (A)
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Figure 4.20: Scenario2 - Simulation Results for the Hospital Cell (B)
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The difference between scenario 1 and scenario 2 is the state of the critical component inside
the Power House cell. The performance of the system, especially the Hospital, has changed.
Because of the power outage, the loss of water, and the delay time for the backup generator
to take over, the performance of the Power House drops immediately; this drop in
performance influences the Water and Steam Stations; finally the performance of the hospital
drops because of the drop of performance in these cells, even though the backup system
inside the Hospital works well. The results indicate that the backup inside the Power House is
the critical component not only to its own cell but also to other cells linked to it. The
performance of the hospital, which is the end outcome in the system, is the combination of
multiple events. By using the I2Sim model, it is seen that the critical components should be

set to a high-level priority of repair after the disaster.

4.2.3. Scenario 3 and Results Analysis

Scenario Description
In this section, a new block, which represents a distributor controller in the Substation cell, is
added to the model. This block is used to re-direct power to the Hospital and Power House
under different situations. The objective is to use a trial and error procedure to test optimal
re-assignment solutions of a limited resource to the system. In this model, the simple
distributor controller is a ratio of the amount of power going to the Hospital and to the Power
House. In the scenario, the ratio of power sent to the Hospital changes from 0-1, so the
performance of the hospital changes accordingly. In order to have a better view of the system
without backup support, the time for the backup systems is reduced to a limited time (30
minutes).
< Power re-assignment with limited internal sources in the Power House and Hospital. The

following actions happen:

B Initial state : t = ty, the whole system runs in normal state until t = t;+20(min).

B t=1ty+21(min)

€ Event: The water pipe linking the water station to the hospital is broken due to

freezing cold weather.
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€ Action: The functionality of the channel linking the Water Station to the
Hospital drops from 1 to 0.
M t=tyt+51(min)
€ Event: The backup water in the Hospital begins to work.
B t=1t,+81(min)
€ Event: The backup water in the Hospital runs out.
B t=ty+100(min) ~ tp+700(min)
€ Event: The amount of Power sent to the Hospital by the UBC Substation
changes, using distributor control.
B t=t;+701(min) ~ t;+800(min)
€ Event: The amount of Power sent to the Power House from the UBC Substation
changed, using distributor control.
€ Event: The backup generator in the Power House is delayed to come to operate.
B t=1t,+801(min) ~ t;+900(min)
€ Event: The steam pipe linking the Steam Station to the Hospital gets damaged.
€ Action: The functionality of the steam channel changed from 1 to 0, and then
back to 1.

Results Analysis

The power is in normal state. The water pipe breaks and then after 30 minutes’ delay, the
hospital manually switches to using its internal water source; the limited amount of backup
water is available for use for only 30 minutes. The performance of the hospital drops to 0,

goes back to full capacity and then drops to 0 again in the first 100 minutes because of

changes in the input water state. This is illustrated in Figure 4.28.
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It can be seen from Figures 4.24 and 4.28 that from 200 to 800 mimites, the power sent to the
Hospital and the Power House is changed by adjusting the distributor’s ratio in order to affect
the performance of the Hospital. After using the backup generators for a limited time period,
the Power House and Hospital’s performance drops to 0 and is then restored when the

external power returns.

# of beds for Urgent Patients
ratio drops to 0 | T T T Power 1o Pawermouse drop 1o U, |
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Figure 4.24: Scenario 3 - Simulation Results for the Hospital (A)

Finally, the performance of the Hospital changes following the functionality change of the
steam pipe in the last 100 minutes. The figure illustrates that the hospital medical services for

long-term patients changes rapidly when the amount of input steam is decreased.
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Oil Storage in UBC Hospital
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Figure 4.25: Scenario 3 - Simulation Results for the Hospital (B)

In scenario 3, the simulation results illustrate that the backups for cells increase the reliability
of the cells’ performance, depending on the amount of storage. The results indicate how
different distribution of limited resources influences the system performance; the input token
of steam is critical to long-term patients in the Hospital. Based on the emergency plan of the
Hospital, when the loss of steam lasts for more than 2 hours, the long-term patients have to

be transferred to other hospitals such as the Vancouver General Hospital.
4.3. Distributed Simulation

The simulation itself was parallelized, and distributed on the UBC Power Systems Lab PC-

cluster, so that the computational load, as well as the scalability of the approach, can be

studied. In this section, a distributed simulation for the simplified UBC test case is tested by
using the SCI based PC cluster [41].



http://Oil.riin.-out
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Figure 4.26: Structure of the PC Cluster Simulation

Figure 4.26 illustrates how the simplified UBC test case model is separated into five PCs;
each of them represents one of the cells. For example, the cell Substation is installed in
computer #1 and it is connected with the Hospital and the Power House cells by an SCI
interface [36]; similarly, the other four cells are connected to the other PC’s. The connection
of the different types of channels to the PC cluster is also shown in this figure. The
computation speed is about five times faster when using the PC-Cluster [41] than using a

single computer.
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Figure 4.27: PC Cluster Simulation A

The distributed display of each cell gives the decision makers a more practical view of the
actual situation than a single display. In reality any interdependent infrastructure system is
composed of a number of cells and channels. The cells in real-world are usually located in
different geographical position and are linked with other cells by physical channels. Because
of the geographic separation, the models for cells are in different PCs. At the same time, the
PC cluster makes the system more understandable by using more indicators, controllers and

time-dependent scopes for showing the simulation results in multiple ways.
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Figure 4.28: PC Cluster Simulation B

Figure 4.27 and 4.28 show how the simulation of the simplified test case runs in the PC

cluster.

4.4. Simulation Conclusion

In this chapter, the system model was validated and tested by using known scenarios and the
model demonstrated its usefulness and correctness for the research on infrastructure
interdependencies. System’s redundancy increases the robustness of the cells, such as in the
case of the backup generators in the Hospital; the critical connections, such as the steam
pipes linking the Steam Station with the Hospital, influence the system performance in a very
remarkable way. These critical connections have been analyzed and identified based on the
simulation results. A distributor allows an operator to find the optimum allocation of limited
resources in order to ensure the best possible operation of the other critical infrastructures
during an event. The simulation itself can be parallelized and distributed on the UBC Power

Systems Lab PC-cluster.
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Chapter 5  Conclusions and Future Work

5.1. Conclusion

This thesis presented contributions made to the development of UBC’s Infrastructure
Interdependencies Simulator I2Sim. In particular, this work has contributed a methodology to
build the Human Readable Tables (HRT) which is an essential aspect of the 12Sim modeling
approach. A prototype of 12Sim has been built and tested using MATLAB/SIMULINK/CVI.
The prototype has been used to demonstrate the validity of 12Sim to replicate complex
interdependency scenarios. A user friendly interface was developed in order to simulate
various disturbances on-line to allow decision makers to have a better insight into
interdependencies. A better understanding facilitates the formulation of better strategies for
each scenario. A reduced scale test model based on the UBC test case data of the 12Sim
project which includes the Hospital, Substation, Water Station, Power House and Steam

Station was implemented.

To analyze the real case scenario of the November 19™ 2006 snowstorm that affected the
UBC campus, the simulation’s results were consistent with the outcome of the actual event.
The redundancy provided by the backup systems was vital in increasing the robustness of the
critical UBC cells such as Hospital. Critical interconnections such as the channel between the
hospital and the steam station were represented and identified through the simulation results.
The capacity of the Hospital’s medical service was estimated under these conditions and the
patients’ sensitivity to the different input tokens was evaluated. The research shows that that
a discrete event simulation with a distributor controller could provide a better distribution of
limited resources for the overall system’s performance in the same scenario. These capacities

give the decision makers a better understanding of the emergent system behavior under

different operational scenarios.
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Other lessons were learned during the process of setting up the system models for the UBC
test case that point to important policy and operational issues in the system. For example, in
the steam station, boilers can use gas or oil to burn the steam, the oil is the backup of the gas,
but the boilers need gas to start-up. When there is no gas, or the gas pipe is broken, there is
no start-up for boilers and it does not matter how much gas or oil the powerhouse gets, the
plant cannot generate steam any more. Another example is the following. When there is a
power outage on Campus, the powerhouse can generate and send the steam out by using
backup generator, but the problem is that if other buildings have no power, fans and the
equipment in those buildings for sending the steam inside those building will be shut down,

therefore no steam will be delivered.

5.2. Future Work

In this thesis, no delay was assumed for the transportation of tokens through channels in their
normal state. Future research is to include this delay which can have an important influence
on the system’s performance when it covers a large geographic area. The model takes into
consideration the number of available beds in the hospital with urgent, short-term and long-
term patients. Another extension to the research would be the estimation of the capacity of
the hospital taking into account the physical presence of types of patients; the results would
then depend on some factors such as the inflow and outflow of patients after a disaster,
priority in treatment and so on. The results of this thesis will be used as a benchmark system
for validating the full version of the I2Sim Simulator, which is built around the full
capabilities for large systems simulation of the OVNI (Object Virtual Network Integrator)

core [43] of UBC’s power systems simulation group.



83

References

[1] P. Athukorala and B. P. Resosudarmo, "The Indian Ocean Tsunami: Economic Impact,
Disaster Management and Lessons," Division of Economics, Research School of Pacific
and Asian Studies, Australian National University, 2005.

[2] R. W. Kates, C. E. Colten, S. Laska and S. P. Leatherman, "Reconstruction of New
Orleans after Hurricane Katrina: a research perspective," Proc. Natl. Acad. Sci. U. S. A,,
vol. 103, pp. 14653-14660, Oct 3. 2006.

B]T.G. Lewis, Critical Infrastructure Protection in Homeland Security: Defending a
Networked Nation. Wiley-Interscience, 2006,

[4] S. Rinaldi, "Modeling and simulating critical infrastructures and their interdependencies,"
System Sciences, 2004.Proceedings of the 37th Annual Hawaii International Conference
on, pp. 54-61, 2004.

[5] P. J. Schneider, B. A. Schauer and M. PE, "HAZUS—Its Development and Its Future,”
Nat. Hazards Rev., vol. 7, pp. 40, 2006.

[6] M. Shinozuka, "Resilience of Integrated Power and Water System," Research Progress
and Accomplishments, vol. 4, 2003.

[7] P. Pederson, D. Dudenhoeffer,S. Hartley, M. Permann, " Critical Infrastructure
Interdependency Modeling: A Survey of U.S. and International research,” 2006.

[8] G. P. Richardson and A. L. Pugh, Introduction to System Dynamics Modeling with
DYNAMO. MIT Press, 1981,

[9] G. B. Hirsch, "Modeling the consequences of major incidents for health care systems,"
22nd International Conference of the System Dynamics Society, pp. 25-29,

[10] H. S. J. Min, W. Beyeler, T. Brown, Y. J. Son and A. T. Jones, "Toward modeling and
simulation of critical national infrastructure interdependencies,” IIE Transactions, vol.
39, pp. 57-71, 2007.

[11] Y. Y. Haimes, B. M. Horowitz, J. H. Lambert, J. Santos, K. Crowther, C. Lian, Y. Y.
Haimes, B. M. Horowitz, J. H. Lambert and J. Santos, "Inoperability Input-Output
Model for Interdependent Infrastructure Sectors. II: Case Studies," J Infrastruct Syst,
vol. 11, pp. 80-92, 2005.

[12] Y. Y. Haimes, B. M. Horowitz, J. H. Lambert, J. R. Santos, C. Lian, K. G. Crowther,
"Inoperability Input-Output Model for Interdependent Infrastructure Sectors. I: Theory
and Methodology," J Infrastruct Syst, vol. 11, pp. 67-79, 2005.




84

[13] Y. Y. Haimes and P. Jiang, "Leontief-Based Model of Risk in Complex Interconnected
Infrastructures,” J Infrastruct Syst, vol. 7, pp. 1-12, 2001.

[14] O. Gursesli and A. Desrochers, "Modeling infrastructure interdependencies using Petri
nets," Systems, Man and Cybernetics, 2003.IEEE International Conference on, vol. 2,
2003.

[15] D. A. Schoenwand, D. C. Barton and M. A. Ehlen, "An Agent-based Simulation

Laboratory for Economics and Infrastructure Interdependency [R]," Sandia Report,
2004.

[16] J. Marti, J. Hollman, C. Ventura and J. Jatskevich, "Design for survival. Real-time
infrastructures coordination,” Proceedings of the International Workshop on Complex
Network and Infrastructure Protection (CNIP2006), 2006.

[17] J. Marti, "Simulation of Infrastructure Interdependencies Dynamics for Disaster

Response Coordination, " JIIRP Industry Symposium, JIIRP-UBC private wiki
website, webmaster : Dr J. A. Hollman, Vancouver, 2007.

[18] A. P. Sage, Methodology for Large-Scale Systems. McGraw-Hill New York, 1977.
[19] UBC Test Case Group, " UBC Test Case Cells' definition (draft),” Internal Report, 2006.

[20] J. Hollman, D. Grigg, "Campus Case: experiences from a collaborative effort", JIIRP
Industry Symposium, Vancouver, 2007. :

[21]J.]. Grainger and W. D. Stevenson, Power System Analysis. McGraw-Hill, 1994.

[22]J. Marti, L. R. Linares, J. Calvino, and H. W. Dommel, "OVNI: An Object Approach to
Real-Time Power System Simulators," in Proceedings of the 1998 International

Conference on Power System Technology, Powercon’98, Beijing, China, August 18-21,
1998.

[23] UBC Hospital, "Health Facility" [online] Available:
http://www.vch.ca/facilities/hospitals/vancouver/ubch _map.htm, 2006

[24] UBC Hospital, "Vancouver Coastal Health" [online] Available:
http://www.vch.ca/facilities/hospitals/vancouver/ubch.htm, 2006

[25] L. Liu, "Meeting Notes with UBC Hospital," I12Sim Internal Report, JIIRP-UBC private
wiki website, webmaster : Dr J. A. Hollman, Vancouver, Dec 20, 2006.

[26] L. Liu, "Meeting Notes with UBC PowerHouse," 12Sim Internal Report , JIIRP-UBC
private wiki website, webmaster : DrJ. A. Hollman, Vancouver, Dec 28, 2006.

[27] L. Liu, M. Armstrong "Meeting Notes with UBC PowerHouse," [2Sim Internal Report,


http://www.vch.ca/facilities/hospitals/vancouver/ubch
http://www.vch.ca/facilities/hospitals/vancouver/ubch.htm

85

JIIRP-UBC private wiki website, webmaster : Dr J. A. Hollman, Vancouver, Jan 24,
2007.

[28] L. Liu, "Meeting Notes with UBC Hospital," 12Sim Internal Report, JIIRP-UBC private
wiki website, webmaster : Dr J. A. Hollman, Vancouver, Feb 5, 2007.

[29] A. Salem Szklo, J. Borghetti Soares and M. Tiomno Tolmasquim, "Energy consumption
indicators and CHP technical potential in the Brazilian hospital sector," Energy
Conversion and Management, vol. 45, pp. 2075-2091, 2004.

[30] UBC Hospital, "UBC HOSPITAL PROFILE & INFORMATION, " I12Sim Internal
Report, JIIRP-UBC private wiki website, webmaster : Dr J. A. Hollman, Vancouver,
2006.

[31] UBC Utility, "2007 April S UBC Power House Data," 12Sim Internal report, JIIRP-UBC
private wiki website, webmaster : Dr J. A. Hollman, Vancouver, 2007.

[32] C.Ventura, K. Thibert, H. Juarez, J.Hollman, "UBC Campus Case: Seismic
Vulnerability Assessment for Structures and Lifelines, " Internal report, JIIRP-UBC
private wiki website, webmaster : Dr J. A. Hollman, Vancouver, 2006.

[33] "Simulink: Dynamics System Simulation for MATLAB," The MathWorks Inc, 2004

[34] M. Wermelinger and T. Margaria-Steffen, "An Operational Semantics for
{Stateflow} }," Fundamental Approaches to Software Engineering:, vol. 2984, pp. 229-
243,

[35] C. Elliott, V. Vijayakumar, W. Zink and R. Hansen, "National Instruments LabVIEW: A
Programming Environment for Laboratory Automation and Measurement," Journal of
the Association for Laboratory Automation, vol. 12, pp. 17-24, 2007.

[36]J. A. Hollman, "UBC Campus Case, " JIIRP Internal Report, JIIRP-UBC private wiki
website, webmaster : Dr J. A. Hollman, Vancouver, 2007.

[37] PSEPC Daily Infrastructure Report, "Public Safety Canada Daily Infrastructure Report,"
DOBO06-231, 2006.

[38] Minsitry of Public Safty and Solicitor General, "News Release Preparedness is Key in
Cold Weather and Power Outages," 2006PSSG0060-001436 Nov 29th, 2006.

[39] BC HYDRO, "Winter Storm Report October 2006-January 2007 Appendices: Storm
Review 3: Nov.26/06 Snowstorm — Low Mainland/Van. Island", 2007.

[40] The University of British Columbia Board of Governors, "Disruption of
Classes/Services by Snow," [online]. Available:
http://www.universitycounsel.ubc.ca/policies/policy68.pdf 2005.



http://www.universitvcounsel.ubc.ca/policies/policy68.pdf

86

[41]S. Singupuram, "PC-Cluster Simulator for Joint Infrastructure Interdependencies
Studies," M.A.Sc. thesis, Dept. of Electrical and Computer Engineering, The University
of British Columbia, Vancouver, Canada, August 2007.

[42] The University of British Columbia Human Resources, "Snow and Power Outage on
November 27 2006,"[online]. Available: http://www.hr.ubc.ca/general/whats_new.html,
2006.

[43]J. R. Marti, L. R. Linares, J. A. Hollman and F. A. Moreira, "OVNI: Integrated
Software/Hardware Solution for Real-Time Simulation of Large Power Systems,"
Proceedings of the 14th Power Systems Computer Conference (PSCC’02), 2002.



http://www.hr.ubc.ca/general/whats_new.html

87

Appendix

Kbkgen_hk

oilk .

extemnal power to hospital

‘

Backup Generator_1

power to Komer

oilp

R —

e
Kbkgen_hp

ext_oil_hospital

Backup Generator_2

Model for Power in UBC’s Hospital

fp
1]
u

powerto Purdy

fp
| —><7]
u




ext_steam from PH

ext_water from outside

steam for heating in hospital

ext water_fromPH
water in hospital

88

Power inside hospital

steam for sanitaryin hospital

. # of ST beds

# od beds for urgent medical service # of beds for shortterm medical service1

# of beds for longterm medical senvice

UBC'’s Hospital Cell Model




89
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UBC’s Water Station
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