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Abstract

Radio frequency identification (RFID) is a ubiquitous wireless technology that allows ob-
jects to be identified automatically. Using the RFID technology can simplify many ap-
plications and provide many benefits but meanwhile, the security and privacy of RFID
systems should be taken into account. In this thesis, we have two goals. The first one is to
improve the security and privacy in RFID systems. Our second goal is to provide accurate
analytical models for the most important tag singulation schemes. We use these analytical
models to evaluate and compare the efficiency of the tag singulation schemes.

First, we study the blocking attack in RFID systems and develop an analytical model
for it. Using this analytical model, we propose two probabilistic blocker tag detection
(P-BTD) algorithms for RFID systems that operate based on the binary tree walking and
ALOHA techniques.

Then, we study the security and privacy of some recently introduced light-weight au-
thentication protocols, and discuss their advantages and drawbacks. Based on this analysis
and considering the hardware limitations of RFID tags, we propose a new authentication
protocol that improves the security and privacy in RFID systems.

By taking advantage of the analytical model we proposed for the ALOHA-based P-BTD
algorithm, we develop an accurate tag estimate method. Using the proposed method, we
can estimate the number of tags in RFID systems accurately, and design more efficient
ALOHA-based tag singulation mechanisms.

Next, we study the EPC Gen-2 protocol and its tag singulation mechanism. We model
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Abstract

the EPC Gen-2 protocol as an absorbing Markov chain. Using the model proposed, we
derive accurate analytical expressions for the expected number of queries and the expected
number of transmitted bits needed to identify all tags in the RFID system.

Finally, we study the use of the CDMA technique for RFID systems. We model the
CDMA-based tag singulation procedure as an absorbing Markov chain, and derive accurate
analytical expressions for the expected number of queries and the amount of transmitted
data needed to identify all tags in the system. Using the analytical models developed, we

compare the performance of the CDMA-based and the EPC Gen-2 tag singulation schemes.
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Chapter 1

Introduction

Radio frequency identification (RFID) is a ubiquitous wireless technology which allows
objects to be identified automatically. This technology is expected to play an important
role in various applications such as labeling products and supply chain management, object
tracking, patients’ monitoring in health care facilities and e-passports [8, 8, [0, []. There
are also many other potential applications such as smart refrigerators that can recognize
expired food packages and smart microwaves that know how long to cook a certain food
item [[2).

An RFID system consists of several RFID tags and at least one RFID reader. An RFID
tag is a small electronic device with an antenna and has a unique serial identification (ID)
number. An RFID reader is an electronic device which transmits and receives the radio
frequency waves used to communicate with the tags.

Using RFID tags can simplify many applications and provide many benefits but at the
same time, privacy of the customers should be taken into account to prevent unwanted
issues which may arise from using the new technology. Many customers are currently
reluctant to use RFID embedded products because of the privacy issues. On the other hand,
the manufacturing costs of RFID tags should be kept as low as possible (below 5-10 cents
for many applications), that itself imposes strict limitations on the hardware architecture
of RFID tags. As a result, RFID tags have very limited computational capabilities and
memory, and they cannot calculate sophisticated cryptographic functions. Therefore, it

is crucial to develop some strategies and protocols to improve the security and privacy of
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RFID systems without imposing too much computational costs to the tags. In this thesis,
we study the vulnerability issues of current RFID protocols, and try to improve the security
and privacy of communication between the tags and the reader(s) in RFID systems.

One of the key aspects of every RFID system is the tag identification procedure. Finding
an efficient, fast and reliable tag identification procedure has recently been the focal point
of many research programs. As a result, many tag identification techniques have been
proposed in recent years. However, the standard EPC Generation-2 protocol has still
kept its dominance over other techniques and it is widely used by industry. Although the
EPC Generation-2 protocol is very efficient and literally has been accepted as the most
efficient tag identification protocol, to the best of our knowledge, no accurate analytical
model had been provided for it before [B4]. Therefore, the only possible way to evaluate
the EPC Generation-2 protocol for different applications and to compare it with other
proposed tag identification techniques was simulating the whole RFID system, which is very
time-consuming and more importantly, only provides approximate values for the evaluated
factors. In this thesis, we propose an accurate analytical framework for the standard
EPC Generation-2 protocol. Using this analytical model, the performance of the the EPC
Generation-2 protocol can be evaluated accurately and compared with other proposed tag
identification techniques. In the next subsections, we introduce RFID systems, discuss
their security and privacy issues, explain the most popular tag identification techniques,

and describe the directions of our work.

1.1 Radio Frequency Identification (RFID)

An RFID system consists of some objects with tags and at least one reader. Each tag is a
small electronic device with an antenna and has a unique serial identification (ID) number.

An RFID tag transmits its ID (or sometimes only a portion of it) over the wireless channel
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in response to an interrogation or a query message from a reader. Commercial applications
of RFID include inventory checking, supply chain management, labeling products for rapid
checkout at the counter, contactless credit cards and e-passports. In addition, there are
many other potential applications such as smart refrigerators and smart microwaves [[2]. In
both the popular press and academic circles, RFID technology has seen a swirl of attention
in recent years. One important reason for this is the effort of large organizations, such as
Wal-Mart, U.S. Department of Motor Vehicle (DMV), Procter and Gamble, Gillette, and
the U.S. Department of Defense, to deploy RFID as a tool for automated oversight of their
supply chains [[2, I3, [4, I3, G

Advocates of RFID technology describe it as a successor to the optical barcode printed
on consumer products, with two important advantages; unique identification and automa-
tion capabilities. A barcode indicates the type of object on which it is printed, while
an RFID tag goes a step further. It emits a unique ID that distinguishes among many
millions of identically manufactured objects. The unique identifiers in RFID tags can act
as pointers to a database entries containing complete transaction histories for individual
items. Moreover, being optically scanned, barcodes need direct line-of-sight contact with
readers, and thus they need careful physical positioning of scanned objects. Except in
the most rigorously controlled environments, barcode scanning requires human interven-
tion. In contrast, RFID tags are readable without needing direct line-of-sight and precise
positioning. RFID readers can scan tags at rates of hundreds per second [[Z].

The main form of a barcode-type RFID device is known as an electronic product code
(EPC) tag. An organization known as EPCglobal Inc. oversees the development of the
standards for these tags [B]. EPC tags cost approximately 5 U.S. cents apiece in large
quantities at present. In the quest for low cost, however, EPC tags adhere to a minimalist

design [[@]. They carry little data in the form of on-board memory. The unique ID of
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an EPC tag, known as an EPC code, includes information similar to that in an ordinary
barcode, but serves also as a pointer to database records for the tag. Today, an EPC code
can be up to 96 bits in length [B]. Database entries for tags, however, can have effectively
an unlimited size.

RFID tags can be categorized into passive, semi-passive and active tags [B, [A]. Passive
tags do not have an on-board power source and use backscatter modulation. In other words,
their transmission power is derived from the signal of the interrogating reader. Passive tags
can operate in different frequency bands. Low frequency (LF) tags operate in the 124-135
kHz band and have the nominal read range of up to 0.5 m. Animal identification is one
of the widely used applications of LF tags. High frequency (HF) tags, operating at 13.56
MHz, have ranges up to a meter but typically in the order of tens of centimeters. HF tags
are widely used in contactless credit cards and library tags nowadays. Ultra high frequency
(UHF) tags, which operate at either 860-960 MHz (and sometimes 2.45 GHz), have a range
in the order of 10 m. Some RFID tags, on the other hand, contain batteries. There are
two such types; semi-passive tags, whose batteries power their circuitry when interrogated,
and active tags, whose batteries power their circuitry as well as their transmission. Active
tags can initiate the communication with the reader, and have read ranges of 100 m or
more. Naturally, they are more expensive compared to passive tags and cost about $20 or
more [

Different standards have been suggested so far for RFID systems such as the ISO 14443,
ISO 15693, ISO 18000, ISO 18092, EPC Class-1 HF, EPC Class-0 UHF, EPC Class-1
Generation-2 UHF and NFCIP-1/ECMA 340 [B, 2]. For HF and UHF RFID systems,
however, the most well-known standards are the ones introduced by the EPCglobal Inc.,
known as the EPC Class-1 HF and the EPC Class-1 Generation-2 UHF (briefly EPC Gen-
2), respectively [[d]. The EPC Class-1 HF and EPC Class-1 Gen-2 UHF have dominated
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the other standards developed for passive HF and UHF tags and are widely used by industry

nowadays. We study these two standards in more detail in Chapter B.

1.2 Security and Privacy in RFID Systems

Using RFID tags can simplify many applications and provide many benefits but at the
same time, the privacy of customers should be taken into account to prevent undesirable
issues which may arise from using the new technology. Many customers are reluctant to
use RFID embedded products because of the privacy issues. Some users are concerned
that while carrying items (e.g., clothes, medicine, currency) embedded with RFID tags,
they can be tracked by nearby readers. In that case, consumer privacy may be violated.
In addition to tracking individuals, RFID tags may also be used to extract unauthorized
critical and personal information [[2]. Moreover, RFID tags may be used by some malicious
organizations and dealers to sell fake RFID embedded items and forge them as valuable
real items [, [¥]. Denial of service is another type of problem which can be caused by
attackers to interrupt an RFID-based system [, E0]. Moreover, some specific applications
demand special considerations if the RFID technology is supposed to be used for them.
As an example, Molnar and Wagner discussed the issues which should be considered for
RFID-based libraries [E0]. Juels and Pappu explained the security issues for using RFID
technology in RFID-enabled banknotes [Z2]. Xiao et al. discussed the security concerns
that need to be noted in RFID-based telemedicine systems [Z3]. Some noticeable works
are also devoted to the security issues of RFID-based e-passports include [8, B4, E3].

In order to cope with the security issues of RFID systems, various schemes have been
proposed. These solutions can be divided into two general groups; the group of solutions
that use cryptography to provide the required security and privacy, and the group of solu-

tions that use approaches other than cryptography. The cryptographic solutions for RFID
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security and privacy issues can themselves be divided into two main groups; light-weight
authentication protocols and complex cryptographic protocols. Most RFID researchers
believe that the industry needs simple and low cost RFID tags (below 5 cents per item)
with limited number of logical gates. Many approaches have been suggested which have
been designed based on the light-weight authentication to address the security and privacy
issues of RFID systems while keeping the computational cost and the manufacturing price
of RFID tags as low as possible [@, PG, P74, P8, 29, B0, BT, B2, B3, B4, B3, B3, B2, B3|. On the
other hand, some other researchers believe that it is possible (or at least feasible) to use
more complex cryptographic protocols in future RFID tags. They suggest the use of pub-
lic key solutions such as elliptic curve cryptography (ECC) [B9, E0, €0, B2 and advanced
encryption standard (AES) [E3] to address the security issues of RFID systems. The pub-
lic key cryptography refers to a cryptographic system requiring two separate keys, one of
which is secret and the other one is public. Although the secret and public keys are differ-
ent, they are mathematically linked. The public key is used to encrypt the plain-text, and
the secret one is used to decrypt the cipher-text. Few approaches also exist which cannot
be fitted into the cryptographic solutions. For instance, Holcomb et al. suggested to take
advantage of the power-up static random access memory (SRAM) state as an identifying
fingerprinting tool to solve the security problems of RFID tags [Ed]. Some researchers
also proposed to use blocking, jamming and physical solutions for the RFID security and

privacy issues [20, B3, 03, @4).

1.3 Tag Singulation Techniques

In an RFID system with a reader and several tags, the reader and the tags share the same
wireless channel. Therefore, tag-to-tag collision can occur when multiple tags transmit sig-

nals simultaneously to the reader. This prevents the reader from successfully identifying
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any tag. Thus, the reader and the tags need to use a technique that enables the reader
to communicate with the conflicting tags one at a time. Such a technique, known as the
singulation technique, enables the reader to talk to each tag singly. Various tag singulation
techniques have been proposed in [E8, B9, b0, B0, 52, B3, b4, 63, bA, bA, B2, b3, B9, B0,
6D, 62, B3, B4, 63, B3, B7] to prevent tag-to-tag collisions. An efficient tag singulation
scheme has also been standardized recently by the EPCglobal Inc. [B]. Although many
techniques have been proposed to prevent tag-to-tag collisions, most of these techniques
can be categorized into three main classes; the tree-based, ALOHA-based and code division
multiple access (CDMA )-based tag singulation techniques. The tree-based techniques pro-
vide a deterministic way to identify all tags in the system while the ALOHA-based and
the CDMA-based techniques are probabilistic. In the following subsections, we introduce

these three classes in more detail.

1.3.1 Tree-based Techniques

The tree-based singulation techniques have been suggested by many researchers for UHF
passive tags [B, [@, B3, B2, BY]. This class of singulation techniques use a deterministic
approach to identify the tags in an RFID system. We have two forms of tree-based singu-
lation techniques; the binary tree walking and the query tree techniques. Among the above
two techniques, the binary tree walking has played a more important role compared to the
query tree technique in RFID applications. It was also proposed as the main anti-collision
strategy used in the EPC Class-0 UHF standard. The EPC Class-0 UHF standard was
developed by the Auto ID lab at MIT for passive tags operating in the 915 MHz band.
In the binary tree walking tag singulation, the reader divides the tags present at its
reading range into two groups based on their IDs. The reader further divides each of these

two groups into two smaller groups and continues this procedure until each group only
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contains a single tag. This dividing process is continued in a group until all the tags in
that group are identified by the reader. After finding all tags in a group, the reader repeats
this procedure for the other group and the whole tree walking process continues until all
tags in the system are successfully identified by the reader. Binary tree walking can be
illustrated as a process of creating and searching a tree where a node in the tree represents a
reader’s query. When a reader queries the tags in its vicinity using a tree-based technique,
three scenarios may happen. If only one tag replies to the reader’s query, the reader can
successfully identify that tag. This is called a singly replied query. If more than one tag
replies to the reader’s query, collision happens and the reader cannot identify the replying
tags. This is called a collided query. In the third scenario, called the idle query, no tag
replies to the reader’s query. In the binary tree walking method, a tree is constructed
when the singulation process is done. A leaf node in the tree corresponds to either a singly
replied or an idle query, and an intermediate node represents a collided query. In binary
tree walking, the reader transmits a query to the tags containing the prefixes of the tag
IDs. Every tag within the reading range of the reader compares the prefix in the reader’s
query with its ID and transmits its ID to the reader if the ID has the same prefix as the one
sent by the reader. In this technique, all tags in a queried group transmit their IDs while
the rest of the tags remain silent and wait for the next query of the reader. The content
of a query is the ID of each group. The reader repeats dividing the tags into two smaller
groups until it detects a single tag and receives its ID. In this technique, the searching
tree is formed based on the tag IDs. When a collision occurs, the reader makes the prefix
sent to the tags one bit longer by concatenating it with 0 and 1, and repeats the query
again with the concatenated prefix. For example, assume that the reader queries with the
00101101 prefix and a collision happens. This means that at least two tags exist that have

the 00101101 prefix in their IDs. The reader concatenates a 0 to the prefix and queries
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the tags with the prefix 001011010 again. This procedure continues until all tags in the
system are identified successfully by the reader. If an idle query happens, it means there
is no tag in the system with the prefix 00101101, and the reader checks the other group
which has a different prefix.

The query tree singulation technique, on the other hand, uses a different trick to solve
the collision problem. It takes advantage of random binary sequences generated by colliding
tags for the splitting procedure. In this technique, each tag has a counter initialized to 0
at the beginning of the singulation procedure. The tag transmits its ID when the counter
is 0, and remains silent when the counter is 1. Therefore, all tags transmit their IDs
concurrently at the beginning of the singulation procedure. The reader then transmits a
feedback to inform the tags whether or not a collision has happened. According to the
reader’s feedback, all the tags change their counter values. If a collision has happened,
the tags which were involved in the collision (i.e., their counter value were 0 at the time
of collision) randomly select new binary values for their counters. On the other hand,
the tags which were not involved in the collision (i.e., their counter value was 1 when
collision happened) change their counter value to 0. When the reader’s feedback indicates
no collision, all tags toggle their counter values. The tags which have been successfully
identified by the reader during the previous queries become silent and do not transmit any
signal until the ongoing singulation procedure is terminated. The reader has a counter as
well, which is used to terminate the singulation procedure. It initializes the counter value
to 0 at the beginning of the singulation procedure. After each query, if a tag collision
happens, the reader adds 1 to its counter value, otherwise, it decreases its counter value by
1. When the counter value becomes negative (<0) the reader terminates the singulation
procedure.

Although the query tree method is very similar to the binary tree walking technique
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in terms of the efficiency of identifying the tag IDs in the system, the binary tree walking
method has been the dominant singulation technique in the class of tree-based singulation
techniques. It has also been suggested as the anti-collision technique by the EPC Class-0
standard. Therefore, we are more concerned about the binary tree walking technique and

study it in more detail in Chapter B.

1.3.2 ALOHA-based Techniques

In RFID literature, ALOHA-based tag singulation techniques are also known as the proba-
bilistic anti-collision schemes. The reason is that when the reader queries the tags present
in its vicinity, each tag ID can be successfully detected by a probability less than one.
In the ALOHA-based protocols, the communication channel is divided into time intervals
called frames, and each frame consists of a number of time slots [8]. The duration of each
time slot is equal to the time needed for transmitting a tag ID [B8]. At the beginning of
the singulation procedure, the reader sends a query message containing the length of the
frame (or equivalently, the number of time slots in that frame) available to all tags in the
system and waits for them to reply and send their tag IDs during these time slots. Each
tag randomly selects a time slot, and transmits its ID during that slot. When all tags
transmit their IDs, three scenario may happen for each time slot in the frame. If a time
slot is not selected by any tag, it is called an empty slot and contains no information. The
reader can successfully read the content (tag ID) of a time slot if one and only one tag
selects that slot. This kind of time slot is called a singly occupied slot. Finally, if a time
slot is selected by more than one tag, it is called a collided time slot and its information
cannot be used by the reader. After each query, the tags that were successfully identified
become silent, and the tags which were involved in collisions continue to select a time slot

at random and send their IDs during the next queries. This singulation technique is called

10
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framed slotted ALOHA[B3|. Framed slotted ALOHA has been used as the main singulation
technique for the LF RFID systems. A special form of the framed slotted ALOHA has also
been suggested by the EPC Class-1 HF and the EPC Class-1 Gen-2 UHF standards.

The performance of ALOHA-based protocols is highly affected by the frame size. If the
number of unidentified tags in the system is much larger than the number of available time
slots in a frame, too many collisions happen and very few tag IDs are detected. On the
other hand, if the number of available time slots in a frame is much larger than the number
of unidentified tags, too many time slots are wasted and the efficiency of the ALOHA-based
singulation technique decreases. Therefore, it is very important to choose the number of
available time slots in each frame wisely if we want to increase the efficiency of ALOHA-
based protocols. To do this, a new class of ALOHA-based techniques have been proposed in
which the length of the frames can be dynamically changed by the reader [63, [0, [1]. These
techniques are referred to as dynamic framed slotted ALOHA. In dynamic framed slotted
ALOHA, the reader changes the number of time slots dynamically based on the number
of empty, single and collided time slots in the previous query. The reader decreases the
number of time slots if too many slots remained empty in the previous query, and increases
the number of time slots in the frame if too many collisions happened in the previous query.

Different methods have been suggested for optimizing the frame length and adjusting
the number of time slots in each query. Most of the dynamic framed slotted ALOHA
schemes operate based on estimating the number of tags in the RFID systems [B, [0, 2,
3, [@, [73]. Recently, a new adaptive dynamic framed slotted ALOHA technique has also
been proposed and standardized by the EPCglobal Inc. for the EPC Class-1 HF and the
EPC Class-1 Gen-2 UHF RFID systems [0, B, ZG]. This new technique has dominated other
ALOHA-based tag singulation techniques and it is widely used by industry for different

RFID applications. In this tag singulation method, the reader changes the number of time
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slots at each query based on an adaptive algorithm called the Q-algorithm. In the first
query, the reader provides 16 time slots to the tags (numbered from 0 to 15) and asks
them to choose one of these 16 time slots at random. After doing so, only the tags that
have chosen the 0 time slot are allowed to transmit their IDs and the rest of the tags are
forced to remain silent and wait for the next query. If only one tag chooses the 0 time
slot, the reader can successfully read its ID, but if more than one tag choose the 0 time
slot, a collision happens and the reader cannot read the transmitted tag IDs. Based on
the status of the 0 time slot (which can be empty, singly occupied or collided), the Q-
algorithm decides whether to increase or decrease the frame length for the next query or
to keep it unchanged. In this method, the number of time slots can be changed from 0 to
215 — 1 (32768 time slots in total) by the Q-algorithm based on the status of the 0 time
slot. The reader continues sending queries and reading the content of the first time slot
until it successfully identifies all the tags in the system. We will study the dynamic framed
slotted ALOHA technique suggested by the EPC Class-1 HF and the EPC Class-1 Gen-2
UHF standards in more detail in Chapter B. We also show how this method outperforms
other singulation techniques in terms of the number of queries and the total number of

transmitted bits needed to identify all tags in the system.

1.3.3 CDMA-based Techniques

The origins of CDMA are in military and navigation systems. Techniques developed to
counteract intentional jamming and eavesdropping have also proved suitable for multi-user
communication systems [[[7]. Recently, some researchers have suggested to replace the
current dynamic framed slotted ALOHA technique used by the EPC Class-1 HF and the
EPC Class-1 Gen-2 UHF standards with the CDMA technique [BB, B0, B1, 62, 63, B2,

B3, 60, 67]. In CDMA-based RFID systems, each tag is assigned a unique code sequence
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called the spreading code (or a pool of spreading codes to choose from). Each tag uses
this spreading code to encode its tag ID. The ratio of the transmitted bandwidth to the
information bandwidth is called the processing gain of the CDMA system. By knowing
all the spreading codes, the reader decodes the received information and recovers the
transmitted tag ID. This is possible since the cross-correlations between the spreading
codes are zero or very small. Since the bandwidth of the spreading codes are chosen to
be much larger than the information-bearing signal, the CDMA process enlarges (spreads)
the spectrum of the transmitted signal. Therefore, the CDMA technique is also known as
a spread spectrum multiple access (SSMA) technique [Z3].

There are a number of modulation techniques that can be used to generate the spread

spectrum signals. The most important techniques are

e Direct sequence CDMA (DS-CDMA): In this technique, the infirmation-bearing sig-

nal is directly multiplied by a high chip rate spreading code.

e Frequency hopping CDMA (FH-CDMA): In this technique, the carrier frequency of

the infirmation-bearing signal is rapidly changed according to the spreading code.

e Time hopping CDMA (TH-CDMA ): In this technique, the information-bearing signal
is not transmitted continuously, instead, the signal is transmitted in short bursts

where the times of the bursts are decided by the spreading code.

o Hybrid modulation CDMA (HM-CDMA): If two or more of the above mentioned
spread spectrum techniques are used together to modulate the spread signal, it is

called the hybrid modulation spread spectrum technique [[2].

Since passive RFID tags are very limited in hardware structure, it is not easy to imple-
ment FH-CDMA or TH-CDMA capabilities on them without increasing the total manufac-

turing costs. Therefore, among the above mentioned modulation techniques, DS-CDMA
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has been suggested the most for RFID systems [b8, B0, 62, B3, 63, B3]

The CDMA technique provides several useful features for RFID systems such as

o Multiple access capability: Assuming that multiple tags transmits their IDs using
the CDMA technique at the same time, the reader is still capable of distinguishing
between the tags and recovering their IDs correctly if the spreading codes used by
the transmitting tags have sufficiently low cross-correlation with each other. The
reader correlates the received signal with the spreading codes used by the tags in the

system one by one to de-spread and recover their signals [[7].

e Protecting against multi-path interference: In the real RFID applications, there might
be more than one path between the transmitting tag and the reader (for example
in a large warehouse with thousands of RFID embedded merchandises). Therefore,
multiple copies of the transmitted signal might be received by the reader due to
reflections and refractions. The received signals have different amplitudes, phases,
delays and arrival angles. Adding these signals by the reader can be constructive
at some frequencies and destructive at some other frequencies, which results in a
dispersed signal in the time domain. The CDMA technique can decrease the issues

that arise from multi-path interferences and improve the performance of the system

(2, 3.

e Increasing the privacy: Using the CDMA technique, the transmitted signals can be
de-spread and the tag IDs can be read only if the spreading codes are known. This
feature increases the privacy of the RFID system by preventing random eavesdroppers

and illegitimate readers from identifying the tags in the system [[Z2].

o [nterference reduction: Assuming that there exists a narrow-band interfering signal

in the environment, the cross-correlation of the spreading codes with the narrow-
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band interference in the reader spreads the power of the interference, which results
in reducing the interfering power in the information band-width, and makes it easier

for the reader to recover the tag IDs [[1].

Among the above mentioned advantages of using the CDMA technique, its multiple
access capability is the most desired one for RFID systems. Using this idea, it has been
suggested to provide several spreading codes for the tags in an RFID system. The tags
use these codes to spread (encode) their IDs, and then send their coded IDs to the reader.
Using the CDMA technique, multiple tags can be simultaneously read in each query and
thus the number of collisions is reduced.

Although using the CDMA technique can reduce the number of collisions and increase
the number of identified tags at each query, the assumption that it speeds-up the whole
tag identification procedure may not necessarily be true. In Chapter B, we will study the
use of the CDMA technique for RFID systems in more detail and investigate the efficiency

of the tag identification procedure using the CDMA technique.

1.4 Contributions and Results

This thesis aims to cover two important and challenging aspects of RFID systems. The
first area is the security and privacy in RFID systems, and the second one is the efficiency
of RFID protocols. In the first half of the thesis, we focus on security and privacy issues
of RFID systems. In the second half of the thesis, we focus on analytical modeling and
performance evaluation of the state of the art tag singulation schemes. Chapters B and
B address the security and privacy in RFID systems, and Chapters B to B address the
analytical modeling and performance evaluation of the main tag identification schemes.

The contributions of this thesis are as follows.
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o We first study the blocking attack against RFID systems operating based on the
binary tree walking tag singulation mechanism. Using blocker tags was originally
suggested as a solution for the privacy issues of RFID systems. A blocker tag can
simulate all or a portion of the tag IDs in the system and avoid undesired interroga-
tions. However, it was revealed later that blocker tags can also be used by malicious
attackers to interrupt or mislead the normal operation of RFID systems in large
chain stores and warehouses. This attack, called the blocking attack, is very hard to
detect automatically in large RFID systems with thousands of tags. We mathemat-
ically model the blocker attack for RFID systems that operate based on the binary
tree walking singulation mechanism. Using the developed analytical framework, we
propose a probabilistic blocker tag detection (P-BTD) algorithm to detect the pres-
ence of an attacker in RFID systems operating based on the binary tree walking
mechanism. The proposed P-BTD algorithm can detect the existence of a blocker
tag using the information extracted from the interrogations performed by the reader.
Simulation results show that the proposed algorithm has a better performance than
the threshold-based detection algorithm in terms of the number of required interro-
gations. We also study the blocking attack against RFID systems operating based
on the ALOHA tag singulation mechanism. Same as RFID systems which use the
binary tree walking for tag singulation, ALOHA-based RFID systems are also vulner-
able to the blocking attack. An attacker may disrupt ALOHA-based RFID systems
by sending fake IDs to the randomly selected time slots in each frame. The blocker
causes the reader to detect some fake tags by sending some fake IDs to the slots
which would have remained empty in a normal (unattacked) system. Moreover, the
blocking attack reduces the efficiency of the tag identification procedure in ALOHA-

based RFID systems drastically. Based on the above, we need to find an efficient way
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to make sure that there is no attacker in the system and to prevent the reader from
being involved in a loop of endless (or useless) interrogations. We mathematically
model the ALOHA-based RFID systems and find the probabilities that the reader
observes a specific frame structure in the presence and absence of a blocker tag. Using
the analytical framework developed, we propose a probabilistic blocker tag detection
(P-BTD) algorithm for ALOHA-based RFID systems. Simulation results show that
our proposed algorithm has a better performance compared to the threshold-based
detection algorithm in terms of the number of required interrogations. This work has

been published in |20, 79, ED|.

We consider the use of light-weight authentication protocols for increasing the se-
curity and privacy of RFID systems. Using the light-weight authentication has the
advantage of keeping the computational demand and the price of RFID tags very low
while increasing the security and privacy in RFID systems. For this reason, light-
weight authentication protocols have been of interest to both industry and academia.
We perform the security analysis of the standard EPC Gen-2 protocol. We also per-
form the security analysis of five other light-weight authentication protocols proposed
in [@, B, B, @], and show how they can be broken by some simple tricks. We then pro-
pose a new light-weight authentication protocol that takes the hardware limitations
and the manufacturing costs of RFID tags into consideration. The security of the
proposed protocol and its complexity are compared with [@, B, B, @. We show that
our proposed method improves the level of security and privacy by paying attention
to the vulnerabilities of the protocols proposed in [@, B, B, @]. Part of this work has

been published in [l and the rest has been submitted to [E2)].

We propose a new probabilistic tag estimation method for ALOHA-based RFID sys-

tems. For many RFID applications, we need to know or calculate the number of tags
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present in the RFID system at any time. Many tag estimation methods have been
proposed to calculate the number of tags in the system. In [B], a probabilistic tag
estimation method was proposed for ALOHA-based RFID systems. In this method,
the reader estimates the number of remaining tags in the RFID system after each
interrogation based on a posteriori probability, and uses this estimated number to
determine the number of required time slots for the next interrogation. This ap-
proach can improve the performance of the ALOHA-based anti-collision algorithms.
However, there exists a mathematical error in the probabilistic modeling of the prob-
lem. We address this problem and provide the correct probabilistic model and the
correct tag estimation method for ALOHA-based RFID systems. This work has been

published in [E3].

We investigate the standard EPC Gen-2 protocol and model it as an absorbing
Markov chain. We formulate the proposed model and derive the expected num-
ber of queries required by the EPC Gen-2 protocol to identify all tags in an RFID
system. We also derive the expected number of transmitted bits for the EPC Gen-2
protocol. These formulae allow us to provide a measure of the speed of the EPC
Gen-2 protocol in identifying all tags in the system and the amount of data that
should be transferred during this process. Moreover, the proposed model enables us
to compare the performance of the EPC Gen-2 protocol with other schemes using
the accurate formulation provided. Extensive simulations validate and confirm the
accuracy of our proposed analytical model. Without this model, one has to run simu-
lations and average the results to obtain the expected number of required queries and
the expected number of transmitted bits. Using the analytical formulation provided
by this model, there is no need to rely on simulations for studying the behavior of the

EPC Gen-2 protocol, i.e., we are able to calculate the number of required queries and
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the number of transmitted bits directly. Our proposed analytical model is also useful
in studying and comparing other RFID protocols, and in deploying better protocols
for RFID systems. Part of this work has been published in [B4] and the rest has been

submitted to [B3].

We investigate the CDMA-based RFID systems and model them as an absorbing
Markov chain. Recently, some researchers have suggested to replace the dynamic
framed slotted ALOHA technique used in the standard EPC Gen-2 protocol with the
CDMA technique to reduce the number of collisions that happen and to improve the
tag identification procedure. We model the CDMA-based tag identification process as
an absorbing Markov chain, and derive the analytical formulae for the average number
of queries required and the total transmitted data needed to identify all tags in an
RFID system using the CDMA technique. Taking advantage of the proposed Markov
chain and the one we proposed before for the standard EPC Gen-2 protocol, we
compare the two tag identification protocols and show that the standard EPC Gen-2
protocol outperforms the CDMA-based scheme in terms of the total transmitted data
and the average time needed to identify all tags in the system. This work has been

submitted to [Ed].

1.5 Thesis Organization

The rest of the thesis is organized as follows. In Chapter B, we study the blocking attack in

RFID systems that operate based on the binary tree walking tag singulation mechanism.

We develop an analytical model for the blocking attack against the binary tree walking tag

singulation mechanism. Using this analytical model, we propose a probabilistic blocker tag

detection algorithm (P-BTD) to detect the presence of an attacker in this type of RFID
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systems. In the next step, we focus on RFID systems that operate based on the ALOHA tag
singulation mechanism and study the blocking attack against this type of RFID systems.
We develop an analytical model for the blocking attack against the ALOHA tag singulation
mechanism. Using this analytical model, we propose a probabilistic blocker tag detection
algorithm (P-BTD) to detect the presence of an attacker in ALOHA-based RFID systems.
In Chapter B, we investigate the security and privacy issues of the standard EPC Gen-
2 protocol, and study the use of light-weight authentication protocols for increasing the
security and privacy in RFID systems. After investigating the EPC Gen-2 protocol, we
perform a security analysis of five light-weight authentication protocols suggested in [@, B,
B, @) and show their vulnerabilities. Using this security analysis, we propose a new light-
weight authentication protocol which improves the level of the security and privacy in
RFID systems and at the same time considers and complies with the hardware limitations
of passive RFID tags. In Chapter B, we study the probabilistic tag estimation method
proposed in [B] for ALOHA-based RFID systems. In this method, the reader estimates
the number of RFID tags in the system after each interrogation based on a posteriori
probability and uses this estimated number to determine the number of required time slots
for the next interrogation. We show that there exists an analytical error in the probabilistic
modeling of [B]. We address this problem and provide the correct probabilistic model and
the correct tag estimation method for ALOHA-based RFID systems. In Chapter B, we
study the Q-algorithm and the tag singulation protocol used in the EPC Gen-2 standard.
We model the tag singulation protocol used in the EPC Gen-2 standard as an absorbing
Markov chain. Using this Markov model, we derive the analytical formulas for the expected
number of queries and the expected number of transmitted bits needed to identify all tags in
an RFID system. Extensive simulations validate and confirm the accuracy of our proposed

analytical model. In Chapter B, we study the use of the CDMA technique for RFID
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systems. The CDMA technique has been suggested by many researchers in recent years to
increase the efficiency of the tag singulation procedure. We model the CDMA-based tag
singulation protocol as an absorbing Markov chain. Based on this Markov model, we derive
the analytical formulae for the expected number of queries and the total transmitted data
needed to identify all tags in a CDMA-based RFID system. Using the analytical formulae
in Chapters B and B, we compare the efficiency of the EPC Gen-2 and the CDMA-based
tag singulation protocols, and show that using the CDMA technique does not necessarily
improve the efficiency of the tag singulation process. Finally, Chapter [@ contains discussion
of the main results, conclusions, and suggesting future research directions. Each of the
main chapters in this thesis is self-contained and included in separate journal articles or
conference papers. The notations are defined separately for each chapter. A review of the

related work is given for each chapter accordingly.
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Chapter 2

Probabilistic Analysis of Blocking
Attack in RFID Systems

2.1 Introduction

For pervasive deployment of RFID systems, one issue which causes the public concern
is privacy. Some customers are concerned about being tracked by other readers when
carrying items (such as clothes, medicine or currency) embedded with RFID tags. In addi-
tion to tracking individuals, RFID tags may also be used to extract personal information
such as the type of clothes somebody wears, the specific brands that an individual is in-
terested in, or some medical information about the patient carrying an RFID-embedded
container of medicine [[@|. RFID tags may also be used by some malicious organizations
or dealers that sell illegally copied items (embedded with fake RFID tags) and forge them
as valuable items [[@, I¥]. Denial of service is another type of problem which can be
caused by attackers whose aim is to disrupt an RFID-based system [[4, B3, A]. Moreover,
some specific RFID applications demand specific considerations. As an example, Molnar
and Wagner discussed the issues that should be considered for RFID-based libraries [21].
Juels and Pappu explained the security issues concerning the use of RFID technology in
RFID-enabled banknotes [E2]. Xiao et al. discussed the security concerns of RFID-based
telemedicine systems [Z3]. Ma et al. studied the security issues of RFID-based toll sys-

tems [[EH]). Some noticeable work has also been devoted to security issues of RFID-based
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e-passports 8, 24, £3.

In order to cope with security issues in RFID systems, various schemes have been
proposed. These solutions can be divided into two general groups. The first group uses
blocking, jamming and physical solutions to increase the security and privacy of RFID
systems [E3, B3, @2]. The other group uses cryptography to provide the security and
privacy in RFID systems. Cryptographic solutions for RFID systems can themselves be
divided into two main groups, light-weight and complex cryptographic solutions. Most
RFID researchers believe that the industry needs simple and low cost RFID tags (below 5
cents per item) with limited number of logical gates. For this case, many approaches that
are based on the light-weight cryptographic solutions and protocols have been suggested
[B0, BT, B2, B3, B4, B3, B3, B2, BY|. Light-weight cryptographic solutions have the advantage
of keeping the computational demand and the price of RFID tags low. On the other hand,
some researchers believe that it is possible to use more complex cryptographic protocols
in future RFID tags. They suggest the use of public key solutions such as elliptic curve
cryptography (ECC) [B9, £0, B0, B2 and the advanced encryption standard (AES) [E3].
A few approaches that cannot be categorized into these two main groups have also been
proposed. For instance, Holcomb et al. have suggested the employment of the power-up
static random access memory (SRAM) state as an identifying fingerprinting tool to solve
the security problems of RFID tags [E4].

Among the different solutions suggested for RFID security issues, one approach relies
on the use of a blocker tag. A blocker tag is a cheap passive RFID device that can simulate
many ordinary RFID tags simultaneously. When carried by a consumer, a blocker tag
thus “blocks” RFID readers [Ed]. This approach has attracted much attention from both
industrial and academic communities because of its simplicity and ease of implementation.

This makes it an appropriate and inexpensive candidate for many future RFID applications.
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In the blocker solution, when a blocker tag receives a query message from a reader, it can
reply with some fake IDs to prevent the reader from successfully identifying the neighboring
real tags by keeping the reader busy. This approach addresses the case where the tags are
not removed from the sold items. When the customer goes to the checkout counter and
pays for the merchandises, he/she receives a bag with a blocker tag inside it. When
interrogated by a reader, this blocker tag generates and broadcasts fake serial numbers in
response. The customer puts all the purchased items along with the blocker tag in a bag
and leaves the store. On his/her way to home, the customer cannot be tracked successfully
by any reader because of the blocker tag. Moreover, when the customer arrives home and
brings the purchased items out of the bag, the originally attached RFID tags can be used
again. For example, the customer can put a pack of food equipped with an RFID tag in
an intelligent microwave and the microwave starts cooking the contained material based
on the instructions kept by the tag [[2]. A blocker tag is very similar to ordinary tags, and
therefore, its price is acceptable (almost the same as ordinary tags) [[@, E3]. This makes
the blocker tag an ideal candidate and an economic solution for addressing the security
concerns of many RFID applications.

The blocker tag approach, however, can itself introduce a different type of threat to
the system. A malicious attacker can launch a blocking attack in a store or warehouse
by placing a blocker tag inside that store. In this case, the blocker tag generates and
broadcasts numerous serial numbers so as to mislead the legitimate reader and force the
system to be engaged in time consuming and useless interrogation sequences. On the other
hand, blocker tags are inexpensive, easy to implement, and they can solve the tracking and
impersonation problems in passive RFID tags effectively. Briefly, the blocker tag solution
could have played a significant role, probably as the best possible solution for many RFID

applications, if the RFID users were not worried about the blocking attack. To detect the
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blocker tag attack, an approach based on a pre-determined threshold can be used [EG]. This
approach, however, is computationally demanding (time-consuming) and could hinder the
efficiency of the system. The motivation of our work is to design a lower layer algorithm
that can detect the presence of blocker tags in passive RFID systems in a timely manner.

The contributions of this chapter are as follows:

e We mathematically analyze the interrogation process of RFID systems which use the

binary tree walking or ALOHA singulation mechanisms.

e To investigate the behavior of an RFID system in the presence of a blocker tag, we
mathematically model the blocker attack problem using the information extracted

from the queries performed by the reader.

e We propose a probabilistic blocker tag detection (P-BTD) algorithm to detect the

presence of blocker tags in RFID systems.

e We determine the probability of false alarm for the P-BTD algorithm via simulations.
The simulation results also show that our proposed P-BTD algorithm has better per-
formance than the threshold-based detection algorithm in terms of having a shorter

time (or needing fewer queries) to detect the presence of a blocker tag.

The rest of this chapter is organized as follows: In Section 22, we present the system
model and problem formulation for RFID systems that operate based on the binary tree
walking and ALOHA singulation mechanisms. In Section 23, we propose two P-BTD algo-
rithms for detecting the presence of blocker tags in binary tree walking and ALOHA-based
RFID systems. The performance comparison between our proposed P-BTD algorithms
and the thresholding algorithms suggested in [E3] is presented in Section E. The chapter

is summarized in Section Z3.
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2.2 System Model and Problem Formulation

In Section 22, we explain the system models for RFID systems that operate based on
the binary tree walking and ALOHA tag singulation mechanisms. We also explain the
blocking attack in binary tree walking and ALOHA tag singulation mechanisms. In the
next step, we provide two probabilistic models for the binary tree walking and ALOHA

singulation mechanisms in Section PZ33.

2.2.1 System Model

Because of the shared nature of the wireless channel in RFID systems, an RFID reader
cannot communicate with more than a single tag at a time. If more than one tag responds
to a query by the reader (for example, in Walmart’s automated checkout gate), the reader
detects a “collision” and will not be able to read the tag IDs transmitted by the tags
accurately. Thus, the reader and the tags need to engage in a protocol that enables the
reader to communicate with the nearby tags one at a time. Such a protocol is called a
singulation protocol, and enables the reader to talk to each tag singly (one by one) [E3].
Most of these singulation protocols can generally be classified into tree-based or ALOHA-
based algorithms [E8]. The tree-based methods, such as the binary tree walking and the
query tree mechanisms, continuously divide a set of tags into two subsets until each subset
has only one tag [E3, @9, b1, 64, B4, BY]. Then, each tag ID can be obtained successfully by
the reader. In the ALOHA-based mechanisms such as the dynamic frame-slotted ALOHA,
the reader assigns a frame to all tags in the system. The frame consists of a limited number
of time slots. Each tag chooses one time slot at random and transmits its information in
that time slot [0, B3, B3, 57, B3, [[3, §Y, @0, @1, 02).

In Sections 22T and 22T, we explain the system models for the binary tree walking

and the ALOHA singulation mechanisms. The blocking attack is then discussed in Section
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=2T3.

2.2.1.1 Binary Tree Walking-based RFID Systems

The binary tree walking technique uses a tree to represent the existing tags in an RFID
system. In this representation, each leaf of the tree has a unique ID. These IDs show the
possible serial numbers which can be used by the tags in the RFID system. Each existing
tag has its own ID which corresponds to a leaf in the binary tree. The number of the tags
present in the system is less than or equal to the number of leaves in the binary tree. In
other words, each tag in the system corresponds to a leaf in the binary tree but some of
the leaves may not correspond to any tag in the system. The output of the binary tree
walking algorithm yields a list of the IDs of the tags existing in the system. The tree has
(L + 1) levels starting from level 0 and ending at level L, assuming that the ID of each
tag is represented by a binary number of length L bits. The node at level 0 corresponds to
the root node and does not have an address. The nodes located in levels 1 to (L — 1) are
called the interrogation nodes. Any interrogation node at level [, where [ € {1,..., L —1},

can be uniquely identified by a binary prefix b where

Fig. I shows the binary tree corresponding to a system with four-bit IDs (i.e., L = 4).
In this figure, the interrogation nodes at level [ = 2 are identified using the prefixes b = 00,
b =01, b =10 and b = 11. In the binary tree walking algorithm, the reader initiates
the interrogations at the root of the tree. At a given interrogation node at level [ with
prefix b, the reader queries all the tags that correspond to the leaves of the subtree rooted
at the node with prefix b. All other tags should remain silent during this phase. The

queried tags reply to the reader by announcing the (I 4+ 1)th bit in their serial numbers.
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Level
0 O
0 1
1 . . .......... . .....
0 1 0 1
2 (3 ) (3 (2
0 1 0 1 0 1 0 1

0000 0010 0100 0110 1000 1010 1100 1110
0001 0011 0101 0111 1001 1011 1101 1111
Fake Real Fake Real Fake Fake Real Fake Real Real

Figure 2.1: Binary tree walking mechanism for tag singulation.

The subtree rooted at the node with prefix b is composed of two subtrees, the left and
right subtrees. In response to an interrogation, at a node with prefix b, each tag broadcasts
bit 0 if it lies in the left subtree and bit 1 if it lies in the right subtree. Considering this
mechanism, two cases may arise. The first case is when both the left and right subtrees of
the interrogation node have tags present. In this case, the reader observes a collision since
the tags in the left and right subtrees transmit simultaneously. When a collision happens,
the reader first moves to the child node with prefix bi1bsbs ... 5,0, i.e. the left hand side of
the subtree. Starting from the child node with prefix b1bsbs ... 5,0, the reader continues
its interrogation until every leaf in that subtree is covered. Then, the reader moves to the
child node with prefix bybsbs ... 01 on the right hand side of the node b to continue its
interrogations. The second case arises when all the tags at node b reply with only a single
bit ;41 (0 or 1), which means that they all lie in the same subtree. In that case, the reader
moves to the node with prefix bibsbs ... b1 and ignores the other subtree. When the

algorithm reaches a leaf, the corresponding tag transmits its L-bit serial number. At the
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end of this procedure, the output of the binary tree walking algorithm is a list of the serial

numbers of all tags within the reader’s range [E3].

2.2.1.2 ALOHA-based RFID Systems

In recent years, different mechanisms for ALOHA-based tag singulation have been sug-
gested [0, B3, B3, B2, 69, 3, B9, A0, &1, 82]. In the ALOHA-based tag singulation mech-
anisms, the reader interrogates all the tags and orders them to transmit their IDs in a
predefined number of time slots, called a frame. At the beginning of a frame, the reader
sends a query message containing the frame size to the tags. Each tag randomly chooses a
time slot in the frame and transmits its ID in that time slot. If a specific time slot is chosen
by only one tag, then the transmission of this tag is successful and the reader is able to
read its information. If more than one tag chooses a certain time slot, a collision occurs
and the reader is then not able to read the content of this time slot. A time slot is called
empty if no tag transmits in that slot. In the ALOHA-based singulation mechanism, the
reader interrogates the tags and reads the content of the time slots having one ID (single
time slots). The reader continues this procedure repeatedly until it identifies all the exist-
ing tags in the system. In each interrogation, previously identified tags are instructed to
remain silent, meaning that if a tag successfully transmits its ID in one interrogation, it
will not send its ID in the next interrogations.

In the ALOHA model, the reader is responsible for determining the number of required
time slots in each frame. If the number of time slots (in a frame) is too small compared to
the number of tags, then many collisions happen and the reader will not be able to read
the content of these collided time slots. On the other hand, if the number of time slots
is much larger than the number of tags, then the reader observes many empty time slots.
This means that the communication resources are not efficiently used and the reader is

wasting part of its resources. The ideal case happens when the number of assigned time
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slots is equal to the number of tags in the system [@3]. However, the reader might not
know the number of tags and it needs to approximate this value. Different techniques have
been introduced so far to achieve this goal and to optimize the number of required time
slots [, B, B3, B3, [[3, B9, A0, B0, B3]. For example, Kodialam et al. have proposed that the
reader estimates the number of RFID tags in the system using the number of empty time
slots in each frame and then adjusts the length of the next frame based on this estimation

).

2.2.1.3 Blocking Attack

Blocker tags have originally been suggested for the purpose of protecting the privacy of
users and preventing unauthorized readers from successfully interrogating the nearby tags.
It was first designed and introduced by Juels et al. based on the binary tree walking
singulation technique, but it is mentioned in the paper that this idea can be extended for
the ALOHA-based singulation techniques as well [EH]. For RFID systems that use the
binary tree walking mechanism, the malicious blocker chooses some leaves in the binary
tree at random and replies to the reader if these leaves are interrogated as explained in
Section EZZT. If the leaf chosen by the blocker represents a tag which really exists in
the system, the blocker’s response does not affect the final number of detected tags by the
reader. However, if the chosen leaf was originally an empty leaf, the blocker’s response
causes the reader to assume that the leaf belongs to a real existing tag. We refer to this
tag as a fake tag. For RFID systems which operate based on the ALOHA mechanism,
the malicious blocker chooses some time slots at random and transmits some fake IDs in
those time slots as explained in Section EZZTA. If an attacked time slot represents a real
(existing) tag, the reader observes collision in that time slot and cannot read the ID of
the real tag. If the attacked time slot does not correspond to a real tag, it is considered

as a single time slot and the reader considers its content (the fake ID) as the ID of a real
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existing tag. In other words, we assume that the blocker attack does not affect collided
time slots in a frame, but it can change an empty slot to a single slot or change a single
slot to a collided slot.

It should be noted that the blocking attack is not limited to the RFID systems that
use the blocker approach for privacy protection. Any passive RFID system that uses
a singulation mechanism is also vulnerable to this attack. In other words, the blocker
attack is a MAC-layer denial of service (DoS) threat that aims to prevent the reader
from successfully interrogating the RFID tags in the system. A blocker tag can be placed
in a store or warehouse by malicious attackers so as to sabotage or adversely affect the
operation of the legitimate reader. We can assume two types of blocker tags. A universal
blocker tag can simulate all possible RFID tag IDs while a partial or selective blocker
tag can only simulate a selective range of IDs (e.g., the set of serial numbers assigned to a
particular manufacturer) [E3]. Such blocker tags can be used to disrupt business operations
by shielding merchandises from the inventory control mechanism and delaying the whole
procedure by forcing the reader to start a long sequence of useless interrogations. The
universal blocker attack can be detected easily using some simple algorithms, however, it
is not that easy to detect the presence of a selective blocker tag in an RFID system [E3].
To the best of our knowledge, the main approach for detecting the presence of a blocker
tag is based on the use of a pre-determined threshold [E3]. In this approach, the reader
stops its interrogation process after completing a predefined number of interrogations, or
after detecting a specific number of tags. For instance, the reader can be programmed in
such a way that it stops interrogation after detecting (7' + 1) tags, where 7" is the number
of existing RFID tags in the system (if it is known) or it can be a certain predefined large
number (if the actual number of existing tags is not known). The purpose of this chapter

is to develop a more efficient way for detecting the presence of a malicious blocker tag in

31



Chapter 2. Probabilistic Analysis of Blocking Attack in RFID Systems

a shorter period of time.

Many large companies, such as Wal-Mart and Procter and Gamble, currently use RFID
tags to improve inventory accuracy, on-shelf availability and monitoring purposes. For in-
stance, it has been estimated that only in the United States, Wal-Mart tags approximately
250 million men’s jeans annually. The apparel items are tagged at the point of manufac-
turing, and they are read as they arrive at the loading docks, when they move from the
warehouses to the sales floor, and on the shelves [@d]. These tags are read frequently during
working hours. Using this technique, the number of jeans and other items are checked over
time to prevent the theft of items from the shelves. Moreover, the on-shelf monitoring
system is notified if for instance, a specific size or model of an apparel is near to being
sold out or is in high demand. This way, the store is able to keep the balance between
consumer demand and the number of items on shelves. The following example shows the
importance of developing an efficient blocker tag detection method. Assume that a branch
of Wal-Mart orders 2500 jeans of different styles and different sizes. These jeans are tagged,
stored in the warehouse, and moved to the sales floor as the previous items are being sold.
An attacker can put a blocker tag in the warehouse to disrupt the inventory mechanism.
If the universal attack is used in an RFID system which works based on the binary tree
walking, the reader can easily detect this attack after finding a series of successive 1Ds
(500 for instance), or after finding an unexpected ID in the system (some IDs may be
reserved in the system [B, B3], or may belong to other goods or other manufacturers). This
detection is even easier if the ALOHA technique is employed by the universal blocker. The
attacker sends information in all the ongoing time slots, changing the empty slots to single
slots and the single slots to collided ones. In this case, the reader can be programmed
so that it announces the presence of an attacker if it does not observe any empty slot

after checking a pre-defined number of frames. The bottom line for detecting the univer-
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sal attack is counting the number of identified tags in the system and comparing it to a
pre-defined threshold. However, the story is different for a selective attack. In the above
example, the reader can detect the presence of a selective blocker only after identifying at
least 2501 IDs in the singulation procedure (thresholding method). These 2501 IDs are not
necessarily successive, therefore, it takes a long time for the reader to detect the 2501 IDs
before terminating the singulation process. Moreover, some attackers may try to mislead
the on-shelf inventory mechanism of a store. As an example, a malicious user can put a
selective blocker among the apparels of the sales floor to convince the reader that there are
enough jeans of a specific size on the shelf, to steal some items or to prevent the system
from keeping the balance between the demand and the jeans required on the shelf. This
type of attack is harder to detect, comparing to the universal blocking attack, and the
store should be notified as soon as possible. Based on the above, large organizations and
suppliers are vulnerable to blocking attacks, and they are in need of more efficient methods
for detecting selective blocking attacks.

For different RFID applications, we may face two different scenarios. In the first sce-
nario, accurate information about the number of existing RFID tags is not known. For
example, RFID tags can be used to count the number of persons attending a conference
or to have an estimate of the number of attendants in different sessions. In these types of
applications, we do not know the exact number of RFID tags in the system. If a blocker
tag is used by an attacker to corrupt this system, to the best of our knowledge, there is
no efficient approach to make the reader capable of detecting the presence of the blocker
tag. If we do not have any initial information about the RFID system and the attack
model, it is not possible to design an efficient algorithm to detect the blocker attack in
the system. In that case, we can only rely on some predefined thresholds and use them to

instruct the reader to stop interrogation when the number of detected tags or the number

33



Chapter 2. Probabilistic Analysis of Blocking Attack in RFID Systems

of interrogations exceeds the predefined thresholds.

In the second type of RFID applications, the reader has some initial information about
the system. Assume a warehouse or a large store where, for example, the reader knows a
priori how many bottles of wine (equipped with RFID tags) exist in the system (at the
beginning). When a customer buys some bottles of wine, the number of purchased bottles
is subtracted from the total number of bottles in the system. Therefore, the reader has
always the updated information about the number of items equipped with RFID tags in the
system. Another example is a library which uses RFID technology. Here, the exact number
of books in the library is known to the RFID reader. If somebody borrows some books,
then by moving through the RFID gate, the reader subtracts the number of detected books
from the total available books in the library [E]. In these types of applications, the reader
has initial information about the number of RFID items in the system. The question here
is, how can we use a priori information to find an efficient way to reduce the vulnerability
of RFID systems against the blocker attack? In this chapter, we answer this question and
propose an efficient probabilistic approach to detect the existence of a blocker tag in the

system.

2.2.2 Problem Formulation

The use of a pre-determined threshold to detect the presence of a malicious blocker tag
in the system can be very time consuming. This is because the reader is obliged to con-
tinue searching for new serial numbers until a predefined number of interrogations (or a
predefined number of detected tags) is accomplished. To provide a faster and more effi-
cient blocker tag detection method, first we need to find a reliable analytical model for the

blocking attack. In Section 22221 and 2222, we derive two probabilistic models for the

binary tree walking and ALOHA tag singulation mechanisms.
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2.2.2.1 Binary Tree Walking-based RFID Systems

We consider an RFID system in which there are N real (actual) tags. Let B denote the
event that a blocker tag is present and let B denote the event that a blocker tag is not
present. If a blocker tag is present, it can generate F' different fake IDs when queried
by the reader. Assume that the reader uses the binary tree walking algorithm for tag
singulation. The total number of levels is L. We use b = b1b,...b; to denote the prefix
of the interrogation node. Based on the number of bits in b, the corresponding level [ can
be determined accordingly. Let N(b) and F(b) denote the number of detected tags (both
real and fake) and the number of empty positions in the left hand side of the interrogation
node with prefix b, respectively. The reader updates the values of N(b) and E(b) after
each interrogation. For example, assume that the reader reaches the node with prefix
b = 10 in Fig. X0 but it has not interrogated the node b = 10 yet. Thus, the reader
would have observed N(b) = 4 (for RFID tags with IDs 0001, 0010, 0100, and 0101) so
far, and F(b) = 4 (for empty positions 0000, 0011, 0110, and 0111) from its previous
interrogations. When the reader queries a node with prefix b, it observes one of the three
possible responses which we denote by the set = {0, 1, ¢}. The value of 0 or 1 corresponds
to receiving bit 0 or 1, respectively. The value of ¢ corresponds to a collision. For example,
at the interrogation node with prefix b = 10 in Fig. B, the reader observes a collision
because there exist three tags with 1000, 1001 and 1011 IDs under this interrogation node.

Given N(b), E(b), and the presence of a blocker tag (i.e., event B), the probability of
observing r = 0 at the interrogation node with prefix b is the probability that there is at

least one tag in the 0 branch of the subtree rooted at node with prefix b and there is no
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tag in the 1 branch of this subtree. This probability can be written as

oL—(1+1) L—(I+1)\ =1 _
Ps(r=0| N(b), E(b)) = Z ((2 i )H (2[]LV_+]€( )N(b)( s ]+)

i=1
o(L—1) _

Y IN+F-N(@b)—i]*
. (1 “N () E(b) - ) - @3
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where [z]* = max{x, 0}, H (%) is the probability that i leaves in the 0

branch of the interrogation node b are occupied, H2(L V-t (1 — U\I_J;V}?(b)]i(gzb)lm> is the
probability that the remaining (2 x (2£=(*+1) —4) leaves in the 0 and 1 branches of the
interrogation node are empty, and (2L7;l+1>) is the number of ways which we can choose
i leaves out of the (2/-(+1)) leaves in the zero branch. We used the [z]* operator to
guarantee that the number of occupied leaves cannot be more than the number of tags in
the system.

The probability of observing » = 1 at the interrogation node with prefix b in the
presence of a blocker is the probability that there is no tag in the left hand side (left
branch) of the subtree rooted at b and there is at least one tag in the right hand side (right
branch) of this subtree. This probability is equal to the probability of observing r = 0.

Thus,
Pp(r=1|N(b),E(b)) = Pp(r =0 N(b), E(b)). (2.3)

A collision may also occur at an interrogation node with prefix b if there are tags in both

of the left and right hand sides of the subtree rooted at node b. This probability can be
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written as

Ps(r=c|N(b),E(b)) = 1— Pg(r=0]|N(®b),E®b)— Ps(r=1]|N(b),E(b))

= 1-2Pg(r =0 N(b), B(b)). (2.4)

Given there is a blocker tag, the probability of having N(b) and F(b) at the interroga-

tion node with prefix b is

n—1 N e—1
n+e N+ F —1 N+F—n

Pg(N(b)=n,Eb) =¢) = _ 11— 7). 2.5
5(N(b) =n, E(b) =) ( n )11( 2L — )E( 2L—n—j) 29)
In (E3), the first product term is the probability that N (b) specified positions are occupied
in the (N(b) + E(b)) possible positions. The second product term is the probability that

the remaining F/(b) positions are empty.
Given there is a blocker tag, the probability that the reader receives a response r at

node b , and observes N (b) detected tags and E(b) empty positions is
Py(r,N(b), E(b)) = Pp(r | N(b), E(b)) x Pp(N(b), E(b)). (2.6)

Based on the probabilities in (Z22) and (E33), the unconditional probability in (E3) can be
determined. Similarly, given that there is no blocker tag in the system, we can define the
probabilities Pz(r | N(b), E(b)), Pg(N(b), E(b)), and Pz(r, N(b), E(b)). We can obtain

the corresponding values by substituting F' = 0 (i.e., no fake tag in the system) into
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(22)-(2@). Thus, we have

28D oL@y i) N — N(b) — i+
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Pg(r =1[N(b), E(b)) = Ps(r = 0| N(b), E(b)), (2.8)

and

Pg(r, N(b), E(b)) = Pg(r | N(b), E(b)) x Ps(N(b), E(b)). (2.10)

From (EZ4) and (E39), the unconditional probability in (2210) can be determined.

At each interrogation node with prefix b, we call the tuple (r, N(b), E(b)) observed
by a reader as an event. For example, in Fig. P, the event observed at node b = 10 is
(r = ¢, N(b) = 4, E(b) = 4). Based on the observed event, the probabilities in (E4) and
(Z10) can be determined.

2.2.2.2 ALOHA-based RFID Systems

Same as RFID systems which use the binary tree walking as the singulation mechanism,
RFID systems which use the ALOHA singulation mechanism are also vulnerable to blocking
attacks. An attacker may disrupt these systems by sending fake IDs to the randomly

selected time slots in each frame. The blocker causes the reader to detect fake tags by
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Figure 2.2: The empty, single and collided sections of a time frame in our analytical model.

sending fake IDs to the slots which would have remained empty in a normal system.
Moreover, the blocking attack causes some of the singly occupied time slots to be observed
as collided slots. Using this approach, the attacker can reduce the efficiency of the tag
identification procedure drastically. Based on the above, we need to find an efficient way
to make sure that there is no attacker in the system and prevent the reader from being
involved in a loop of endless (or useless) interrogations. In order to do that, we analytically
model the ALOHA tag singulation mechanism and find the probabilities that the reader
observes a specific frame structure in presence and absence of a blocker tag. Then based
on these probabilities, we decide whether the blocker exists or not.

For a query frame with length f in an ALOHA-based RFID system, let k. denote
the number of empty slots, ks, denote the number of slots with single transmission and
k. denote the number of collided slots. We denote the probability of observing k. empty
slots, ks single slots, and k. collided slots in the absence and presence of an attacker with
Pp(ke, ks, k.) and Pg(k., ks, k.), respectively. Consider a frame structure which has three
subframes as in Fig. 2. The first subframe has k. empty slots, the second subframe
has k, single slots, and the last subframe consists of k. collided slots. We first find the
probability of observing such a frame and then use this probability to find Pg(k., ks, k)
and Pg(ke, ks, k).

In the formulation, the frame length is denoted by f while N represents the number of
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real tags in the system. First, the probability of observing k. empty slots at the beginning

of the frame is considered. This probability is denoted by Pg;(k.) and is equal to

Py (k) = (1 - —>N. (2.11)

In the next step, the probability of observing k, single time slots in the second subframe
conditioned to observing k. empty slots in the previous step is obtained. This probability

is denoted by Pgo(ks | k)

N (ks \" ke WM
PB,2<ks’k€) = L k. +k 1_k + k

X <:ZSO(_1)1'(125> (1 — ki)k) ; (2.12)

where the first three terms represent the probability that k, tags out of NV tags choose k;

slots in the second subframe and the remaining tags choose the last subframe. The last
term in (Z12) is the probability that the ks tags which have chosen the second subframe
are assigned to the k, slots with no slot empty. In other words, each of the k, slots only
accommodates one and only one of the k, tags. This is a well-known problem in the
classical urn model and the probability is provided in [E3]. The last term in (E12) can be

simplified as

i(—l)i(k;) (1 - ki)k = :k' . (2.13)
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Based on the above, Pg,(ks | k.) can be written as

N k. \™ ke \W R ko
Ppo(ks | k) = (k) (k n k) (1 T H%) o (2.14)
(N—ks)
_ (MY (e
ky) \ (kg + ko)N

Now, we need to calculate the probability of observing k. collisions in the last subframe

conditional on observing k. empty and k; single time slots in the previous steps. This
probability is denoted by Pg3(k. | ke, ks). Since (N — k) tags and k. slots have left, this
is the probability that (N — k,) tags are distributed in these slots in such a way that all
slots have collisions. For Pp 3(k, | ke, k), it is not that simple to calculate the probability
of observing k. collisions conditional on k. and k, directly. Let gn_y,(ke,2) denote the
number of possible ways of assigning (N — k) tags to k. slots while each slot contains at

least 2 tags. Then, we have

gN—k, (Ke, 2
PB,B(kc | ksa ke) = %7 (215)

in which &%) is the total number of ways we can assign (N — k) tags to the remaining
k. time slots. The work by Riordan [H8] proved two closed form recursive expressions using

the classical urn model for g, (m, s). We use one of the expressions which is

gn(m, s) = Z(_l)k (7:) (s — 1)|k(:‘_ sk + k)!gn—sk+k(m —k,s—1) (2.16)

and 0 < g,(m,s) < co. Using (Z10), we can find the exact number of acceptable events

in (13) by replacing n with (N — k), m with k., and s with 2 for our problem. We can
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simplify (Z8) by replacing s with 2 and write

ol =31 () g onem = k1) .17
in which
Gn-r(m —k,1) = po(n — k,m — k) (m — k)"0 | (2.18)

and po(n — k,m — k) is the probability that we have (n — k) tags and (m — k) time slots

and all the slots contain at least one tag. From [B3], po(n — k,m — k) can be expressed as

po(n —k,m —k) :g(_1)v<m;k> (1— mv_k)(n_k). (2.19)

v=0

Replacing (Z18) and (Z9) in (E12), we have

mim2) =Y S 0s (V) (M) e ket e

which gives us an explicit expression for g,(m,2). Using (E211), (E4), (E13) and (2220),

Pj(ke, ks, k.) can be written as

£l

Pé(ke’ks’kc):<k!k!k!

) Ppa(ke) Poolks | k) Poalhe | kok).  (221)

In (EZ20), (#@) shows the number of ways the three mentioned subframes in Fig. 272
can be scrambled and mixed with each other and make a random structure of k. empty
slots, ks single slots and k. collided slots.

Now, we determine the probability of observing k. empty, k, single and k. collided time

slots in the presence of a blocker. To accomplish this task, we need to model the blocking
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attack. We assume that an attacker exists in the RFID system and leaves each time slot
intact (not blocked) with probability p while it blocks each time slot with probability
(1 — p), and p can be varied between 0 and 1. Considering this model, the probability of
observing k. empty slots, k, single slots and k. collided slots in presence of a blocker is

written as

ZPBQ k |k67 )PB3(k |keaks7 ) N (222)

=0

!
Pg(ke, ks, k) = (W) Pg o (

Here, Pp1(ke), Pp2(ks | ke, 1), and Pps(ke | ke, ks, @) are calculated using (2223), (224) and

(Z28), respectively. For Pg(k.), we have

Y
Pgq(k.) = (1 — f) pPe, (2.23)

N
in which <1 — %) gives the probability that none of the N tags are assigned to the first

k. time slots and at the same time, the attacker does not block these k. time slots in

Fig. Z2. For Pgo(ks | ke, i) we have

, N k. (ks—) ki, N—(ks—i) y
P (ks | ke, i) = (k _Z,> (k s ) (1 i ) ptks=?) (2.24)
_ . (ks—1)
o ks — ) (ks z) k i 7
(ks — i)t

in which (ka l) is the number of ways we can choose (ks — i) tags out of the total N tags

(ks—i) N—(ks—1)
for the single subframe, ( klik) (1 — k’ik) gives the probability that (ks —1)

tags are assigned to the single subframe and the remaining (N — (ks — ©)) tags are assigned
to the collision subframe, p**=? is the probability that none of the (k, —i) time slots in the
single subframe are blocked by the attacker, (k(k)—(,i)l) is the probability that all the (ks—1)

time slots are occupied by only one of the (ks —7) tags, (1 — p)’ gives the probability that
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the ¢ remaining time slots in the single subframe are all blocked by the attacker, (kZS) is the

number of ways we can choose 7 attacked slots out of k, time slots in the single subframe,
 (ks—i)

and (%) gives the probability that (ks — i) tags are assigned to the (ks — i) slots

out of the whole kg time slots in the single subframe. Based on the above, (224) can be

simplified as

, N\ (ko) [ KR (o Z-
PB,2(ks | k?e,@) = <I€ o Z> (Z> <m (k?s — Z)!p(ks )(1 —p) . (225)

For the Pp3(kc | ke, ks, ) part, we have

4

0, ke> N —ko+1

kC!-<]'_p>kca ke=N—ks+1
Ppa(ke | ke ksyi) = 5

ke—1 gN—kgti—j(kc=3,2) (ke\ (N—ks+i i1 AV
Sk it lhead) (i) (Ve (2) (1)

-\ (N—ks+i—j) ,
| X (kﬁc—_]> (1—p), otherwise

(2.26)
where gn_g,+i—j(kc — J,2) is the number of ways we can assign (N — ks + ¢ — j) tags to
(k. — ) time slots and each slot contains at least two tags, (k;c) is the number of ways that

we can choose j slots out of k. for being blocked by the attacker, ( is the number

N—ko+i
i)

of ways we can choose j tags out of (N — ks 4 i) to occupy these attacked time slots,

<jj—;> is the probability that all the j attacked time slots are occupied using exactly j tags,
j J ke—j (N—ks+i—j) . - . . .

<k_c> <T> is the probability that j tags are assigned to j number of the k.

time slots and the remaining (N — ks + i — j) tags are assigned to the remaining (k. — 7)

time slots, and finally (1 — p)’ is the probability that these j time slots are blocked by the

attacker.
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Figure 2.3: Two-dimensional representation of the events and decision making criterion for
tree-based RFID systems.

2.3 Probabilistic Blocker Tag Detection (P-BTD)
Algorithm

In this section, we use the analytical models developed in Sections 22221 and 222232 and

propose two probabilistic blocker tag detection algorithms for RFID systems that operate

based on the binary tree walking and ALOHA tag singulation mechanisms.

2.3.1 Binary Tree Walking-based RFID Systems

After finding the Pg(r, N(b), E(b)) and Pg(r, N(b), E(b)) probabilities in Section ZZZZT,
we can use them to decide whether there exists a blocker in the system or not. In order to
do that, consider the two-dimensional space in Fig. Z33, where the x-axis and y-axis denote

Pg(r,N(b), E(b)) and Pz(r, N(b), E(b)), respectively. Each point (or circle) in this space
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corresponds to a feasible event and its location corresponds to the conditional probabilities
in (E3) and (Z0). Two regions can be defined on the two-dimensional space. The first
region is the blocker region and the second one is the no blocker region. A blocker tag
(or attack) is announced if the observed event resides in the blocker region of the two-
dimensional space. The blocker and no blocker regions are separated using a line with the
angle # = 45 degree as depicted in Fig. E23. Thus, a reader will declare that a blocker tag

exists in the system if

Py(r, N(b), E(b)) > Pg(r, N(b), E(b)). (2.27)

Algorithm P denotes the P-BTD procedure for determining the existence of a blocker
tag in RFID systems which operate based on the binary tree walking mechanism. The
input parameters of the P-BTD algorithm are the total number of levels L, the threshold
T, the number of real tags /N, the number of fake tags F', and the step size h. The step size
h is a positive integer which tells the reader after how many interrogations it should decide
about the existence of the blocker tag. The algorithm begins interrogation at the root of
the tree. In line 2, N; and E; are auxiliary variables used to keep track of the number of
tags and empty slots detected and they are used to update N(b) and E(b). In line 3, the
reader sends a query to all the tags in the system and waits for their responses. Based on
the responses from the tags, the reader will set the response r to 0, 1 or ¢. After that,
the interrogation node b (i.e., the subtree) for the next interrogation is set accordingly.
After every h interrogations, the reader decides about the existence of a blocker (line 9).
Here, MOD shows the reminder of dividing counter by h. In lines 10 and 11, the required
probabilities are determined from (Z8) and (Z10), based on the observed event. If equation
(E=22) is satisfied, the reader announces the existence of a blocker tag and terminates the

interrogation procedure (lines 12-13). Otherwise, the algorithm continues as follows.
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Algorithm 2.1 P-BTD algorithm for binary tree walking-based RFID systems

1: Input L, T,h, N, F

2: Nj:=0, £,:=0

3: Interrogate all tags and set r

4: Move to the next interrogation node and set b
5: Set N(b) =N, E(b) = F

6: counter := 0

7. while N(b) + E(b) < 2L

8: Interrogate at node with prefix b and set r
9: if MOD(counter,h) =

10: Compute Pg(r, N(b), ( )) from Eq. (E3)
11: Compute Pg(r, N(b), E(b)) from Eq. (211)
12: if Pg(r,N(b),E(b)) > Pz(r, N(b), E(b))
13: Return: Blocker exists

14: end if

15:  end if

16: ifref{0,1}andl=L—-1

17: N, :=N,+1

18 elseifr=candl=L-1

19: Ny =N+ 2

20: end if

21: if Ny >T

22: Return: Blocker exists

23:  end if

24:  Fj := decimal(b) x 2L70 — N,

25:  Move to the next interrogation node and set b
26:  counter := counter + 1

27:  Set N(b) := N;, E(b) :=E,
28: end while

In lines 16-20, the algorithm updates the total number of tags detected in the system.
The algorithm checks if the interrogation node is at level (L — 1) or not. Observing a
response r equals to either 0 or 1 at level (L — 1) means that there exists only one tag
in the two positions under that interrogation node. Therefore, /N, is incremented by 1.
On the other hand, observing a collision at level (L — 1) means that both positions under
the interrogation node are occupied. Therefore, N; is incremented by 2. In line 21, the

algorithm also compares N; and T'. If the estimation of the number of real RFID tags N
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is accurate, then 7' is set to (N + 1). Otherwise, we set T to a large value. In both cases,
T is greater than N in Algorithm P In line 21, if N; > T (i.e., the reader has detected
more tags than the threshold T'), then the reader declares that a blocker exists and stops
interrogation. If none of the two conditions in lines 12 and 21 holds, then the reader does
not have enough evidence to conclude that there exists a blocker in the system. In line 24,
the algorithm calculates E; based on the values of N; and b, where the function decimal(b)
converts the binary prefix b to a decimal value. After that, the algorithm moves to the
next interrogation node and goes back to line 7. The algorithm stops by either announcing
that a blocker exists or by checking all subsequent interrogation nodes in the binary tree.

If an attacker wants to disrupt an RFID system severely, it needs to block a large
number of tags in the system. In other words, the larger the number of tags it blocks, the
more severe is the attack. For example, we may expect that a harmful attacker needs to
attack at least 20% of the total possible IDs to interrupt the interrogation procedure of
the legitimate reader severely. In a 16-bit system, this means that the attacker needs to

block at least 13000 IDs to make a severe problem for the legitimate reader.

2.3.2 ALOHA-based RFID Systems

Our approach for designing the P-BTD algorithm for ALOHA-based RFID systems is
exactly the same as that of Section EZX. First, we calculate Pp(ke, ks, ko) and Pg(ke, ks, k)
using Eq. (Z2Z0) and (Z222). Then, we divide the two dimensional space of the events
observed by the reader into two regions as shown in Fig. B, the blocker region and the
no blocker region. Now we need an algorithm which helps the reader to detect a blocker
in the system using the information obtained from the previous queries. This procedure is
explained in Algorithm 2. The reader needs the initial values of N, p, T', and h. Here,

T is a predefined threshold which can be adjusted by the user to determine the maximum

48



Chapter 2. Probabilistic Analysis of Blocking Attack in RFID Systems

A
1
o
o
o
P No Blocker
&b Region
« © O
”y
=~
‘&) o Blocker
e Region ©
~
|| ©
Q_4 o
(e}
o
5 o o o

\4

0 P, (k.. k. k) l

Figure 2.4: Two-dimensional representation of the events and decision making criterion for
ALOHA-based RFID systems.

number of acceptable interrogations, h is the step size and N and p were defined previously.
Using these values, the reader starts interrogating the tags and updates the values of N
after each interrogation. The reader computes the values of Pg(ke, ks, k.) and Pg(ke, ks, k)
after each h interrogations and compares them. If the value of Pg(k., ks, k.) is greater than
Pg(ke, ks, k), then it announces that there exists an attacker in the system and terminates
the interrogation procedure, otherwise, it updates the values of Query, N, k., ks, k. and
Flag, and continues its work. At each interrogation, the reader checks three conditions
and if any of them does not hold, it terminates the interrogation immediately. The first
condition, (N > 0), guarantees that the number of detected tags is not bigger than the
total number of RFID tags in the system. The second condition, (Query < T'), guarantees
that the number of performed interrogations is less than a predefined threshold. Finally,
(Flag = 0) guarantees that no blocker has been detected in the system so far. In line 15,

MOD is used to show the reminder of dividing Query by h.
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Algorithm 2.2 P-BTD algorithm for ALOHA-based RFID systems
1: Input N,p, T, h
2: Flag:=0
3: Query :=0
t ke =0, ks =0, k.:=0
while (N > 0) and (Flag = 0)
f=N
Interrogate all tags
Query := Query + 1
if Query > T
10: Return: Blocker exists
11: Flag =1
12:  end if
13: update k., kg, k.
14: N :=N —k,
15:  if MOD(Query,h) =0
16: Compute Pg(ke, ks, k) from Eq. (2220)
17: Compute Pg(ke, ks, k) from Eq. (2222)
18: if Pp(ke, ks, k) > Pg(ke, ks, kc)

19: Return: Blocker exists
20: Flag =1

21: end if

22:  end if

23: end while

2.4 Performance Evaluation

This section presents the results of the simulation experiments we carried to evaluate
the performance of our proposed P-BTD algorithms. We also present the performance
comparisons between the proposed P-BTD algorithms and the threshold-based detection

method [EF]. All simulations are performed in the MAPLE environment.

2.4.1 Binary Tree Walking-based RFID Systems

In this part, we investigate the performance of the P-BTD algorithm when the interrogation

process is based on the binary tree walking singulation. First, we consider the probability of
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detection error. There are two types of detection errors for the proposed P-BTD algorithm.
The first one is the error of missing the presence of a blocker. This happens when there
exists a blocker in the system but the algorithm does not detect it. This probability is zero
due to the fact that even if the probabilistic approach (i.e., line 12 in Algorithm ) cannot
detect a blocker, the threshold in line 21 of Algorithm P would detect it. Therefore, if a
blocker exists, the algorithm detects its presence with probability one. The second error
is false alarm. This happens when the algorithm declares that there is a blocker in the
system but that is not the case. We find the probability of false alarm via simulations.

We consider an RFID system with 16-bit tag IDs (i.e, L = 16). In Algorithm B, we
set the input parameters as follows: L =16, T = N + 1, h = 1,000 and F' = 1,000, where
N is the number of existing real tags, h is the step size and F' is the number of fake tags
generated by the blocker. N is varied from 1,000 to 5,000 with steps of 1,000. Fig. Z3
shows the probability of false alarm. Simulation results show that the probability of false
alarm decreases as the number of existing real tags N increases. When N = 5,000, the
probability of false alarm is almost zero. This is because as N gets larger than F', the
system becomes less sensitive to a blocker tag.

Next, we investigate the effects of changing the parameter F' on the behavior of the
system. In this experiment, L = 16, N = 5,000, and h = 1,000. We vary the number of
fake tags F' between 1,000 and 5,000. For different values of F', Fig. E8 shows the proba-
bility of observing a collision at the interrogation node with prefix b = 000000111110100,
given N(b) and E(b). Here, N(b) shows the number of tags detected by the reader up to
node b in the binary tree. The number of empty leaves detected by the reader up to node
b = 000000111110100 is given by E(b). Fig. 23 shows that when the number of fake tags
F' increases, the distance between the two peaks related to the system with and without

an attacker also increases. As this distance increases, the level of uncertainty in the de-
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Figure 2.5: Probability of false alarm by P-BTD algorithm in a 16-bit RFID system.

cision decreases. This makes it easier for the algorithm to decide about the existence of
an attacker. In other words, if the attacker reduces the number of fake tags it introduces,
the two peaks in Fig. Z8 merge and this increases the level of uncertainty. On the other
hand, the attacker needs to block a large number of IDs in order to prevent the reader from
identifying the real tags efficiently [E3]. This makes it easier for the algorithm to detect the
presence of the attacker. Although Fig. E@ is plotted for the collision event (i.e., r = ¢),
we obtain similar results for the cases of receiving 0 (r = 0) or 1 (r = 1) by the reader.
We now compare the performance of the P-BTD algorithm with the threshold-based
detection method [E3] for a 16-bit RFID system. First, we set N = 5,000, h =1,000 and
vary the number of fake tags F' from 1,000 to 5,000. This procedure is repeated 1,000
times. Each time Algorithm -0 announces that a blocker exists, we save the binary ID
number of the last detected tag before the algorithm makes this decision. At the end of

the simulation, the saved IDs are averaged to form the average of the last detected ID. The
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Figure 2.6: The effect of changing the number of fake tags on the probability of observing
collision in an RFID system with L = 16, N = 5,000, b = 000000111110100, and h =

1, 000.
performance metric of the system is taken as the average of the last detected ID numbers
before the algorithm declares a blocker exists. The reason this average is considered as an
indicator of how fast the algorithm can detect the presence of a blocker tag is as follows: A
small value for the last detected ID implies that the algorithm is able to detect a blocker
with a few number of interrogations. In other words, the reader needs to perform more
interrogations to find a tag whose ID value is large. Each interrogation takes a specific
amount of time to accomplish, thus if fewer tags were interrogated, then less time is spent
by the reader to make its decision. For ease of understanding, we convert the ID numbers
from binary to a decimal format.

Fig. 74 shows the results of the last interrogated ID numbers averaged over 1,000

iterations (N = 5,000) for the threshold-based detection algorithm [EH] and our proposed
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Figure 2.7: Average of the last detected ID before detecting the presence of a blocker versus
number of fake tags F. (L =16, N = 5,000 and h = 1,000)

P-BTD algorithm. Simulation results show that our proposed algorithm can detect the
presence of a blocker at least 6 times faster than the threshold-based detection protocol [E3]
for different values of F'. From Fig. 74, it can also be concluded that the detection speed of
our proposed algorithm does not depend on F' (for values of F' greater than 2,000). Next,
we present the simulation results when the number of existing tags IV is varied. Again,
the performance metric is the average of the last detected ID numbers. The number of
fake tags F' is set to 5,000. N is varied from 1,000 to 5,000 with steps of 1,000. The
simulation results in Fig. IZ8 show that our proposed P-BTD algorithm is able to detect
the blocker in the system faster (2.5 to 6.5 times) than the threshold-based method and
with fewer interrogations. As can be inferred from Fig. ER, the threshold-based detection
algorithm is sensitive to the number of real tags and its detection capability degrades as
N increases. Our P-BTD algorithm outperforms the threshold-based algorithm in terms
of detection time. Moreover, the performance of our proposed P-BTD algorithm does not

depend on the the number of existing tags in the system. This can add to the value of
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Figure 2.8: Average of the last detected ID before detecting the presence of a blocker versus
number of real tags N. (L =16, F' = 5,000 and h = 1,000)

our proposed algorithm because in practical cases, the algorithm should be able to work
efficiently irrespective of the value of V.

So far, we have assumed that we know the accurate values of N and F' in the binary
tree walking-based P-BTD algorithm. Now, we assume that the reader does not know
the accurate values of these parameters and find the sensitivity of the P-BTD method to
these values. In order to do that, we consider the cases where the P-BTD algorithm uses
inaccurate values of N and F'. Fig. 9 shows the average of the last detected IDs when the
P-BTD algorithm uses inaccurate values of F' with +5% error in the binary tree walking
system. Here, we assume N = 5,000 and h = 1,000. As can be inferred from Fig. 29,
the P-BTD algorithm is capable of detecting a blocker tag faster (1.6 to 2.5 times) than
the threshold-based method even when the reader uses inaccurate values of F' (with 5%
error).

Fig. 10 shows the average of the last detected IDs when the P-BTD algorithm uses

an inaccurate value of N (with £5% error) in the binary tree walking system. Even in this
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Figure 2.9: Average of the last interrogated serial number versus inaccurate values of F
(£5% error) in the P-BTD and threshold-based algorithms for binary tree walking RFID
systems. (L =16, N = 5,000 and h = 1,000)

case, the P-BTD algorithm is capable of detecting a blocker tag faster (1.1 to 1.8 times)

than the threshold-based method.

2.4.2 ALOHA-based RFID Systems

For the ALOHA-based systems, we first investigate the performance of the P-BTD method
in terms of the probability of false alarm. Fig. EZTT shows the probability of false alarm for
different values of N. 'We assume that (1—p) is the probability of blocking any time slot by
the blocker. We assume p = 1 for the case that a blocker does not exist and p = 0.7 for the
case that a blocker exists. We vary N from 100 to 500 and repeat the experiment 10,000
times for each value of N. Then, we count the number of times the P-BTD algorithm
announces the existence of a blocker in the system, when such a blocker does not exist. As

we can conclude from the figure, the probability of false alarm increases as N increases.
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Figure 2.10: Average of the last interrogated serial number versus inaccurate values of N
(5% error) in the P-BTD and threshold-based algorithms for binary tree walking RFID
systems. (L =16, F' = 5,000 and h = 1,000)

The probability of false alarm is zero for the threshold-based detection algorithm. The
average number of queries required to detect the presence of a blocker versus p is shown
in Fig. ZTA. From this figure, we understand that the threshold-based algorithm is more
dependent on the value of p than the P-BTD algorithm in terms of the average number
of queries. Moreover, the P-BTD algorithm is capable of detecting the blocker faster (1.5
to 2.5 times) than the threshold-based method. This difference becomes more obvious in
the region where p changes between 0.9 and 0.99. By increasing the value of p, the system
behaves more similarly to a normal system (without a blocker). Therefore, more queries
are needed to detect the blocker in the system. The average number of queries required for
detecting the blocker versus N is shown in Fig. ZT3. As can be inferred from this figure,
the P-BTD algorithm is able to detect the existence of an attacker using few queries (less

than 3 queries) for different values of N while the threshold-based algorithm, on average,
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Figure 2.11: The probability of false alarm by P-BTD algorithm in an ALOHA-based
RFID system.
detects the attacker close to the 6th query.

So far, we have assumed that the values of N and p are known in the ALOHA-based
P-BTD algorithm. Now, we assume that the reader does not know the accurate values of
these parameters and find the sensitivity of the P-BTD method to these values. In order
to do that, we consider the cases where the P-BTD algorithm uses inaccurate values of NV
and p. Fig. I shows the average number of the required queries for inaccurate values
of p in an ALOHA-based RFID system with N = 500. To model the error, we run the
algorithm twice, using two inaccurate values of p. The error of p in the first run is -0.05
and the error in the second run is 4+0.05. Fig. EZI4 shows the average of the results for
both cases. As can be observed, the P-BTD algorithm is capable of detecting the blocker
tag faster (1.1 to 1.8 times) than the threshold-based method, even when the reader does
not choose the right value for p. Fig. BPT3 shows the average number of required queries
when the reader chooses an inaccurate value for N and p is equal to 0.7. Here, we assume

the reader has +5% error in choosing the right value of N. This situation can be ignored
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Figure 2.12: Average number of the required queries for different values of p in the P-BTD
and threshold-based algorithms. (N =500, h =1 and T' = 21)

in our P-BTD method because this algorithm is designed for applications where the initial
value of N is known a priori and the changes of N over time can be tracked by the reader.
As can be inferred from Fig. EET3, the threshold-based algorithm is not capable of detecting
the presence of the blocker if it does not have the correct value of N. Here, the algorithm
terminates only after it reaches a predefined number of queries (21 in the simulations)
by announcing that there exists a blocker in the system and stopping the interrogation
procedure. On the other hand, the P-BTD algorithm is still capable of detecting the

blocker tag but the number of required queries increases with V.

2.5 Summary

In this chapter, we studied the use of a blocker tag as a malicious tool to attack RFID sys-

tems. We modeled the blocker attack analytically for RFID systems whose interrogation
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Figure 2.13: Average number of the required queries for different values of N in the P-BTD
and threshold-based algorithms. (p = 0.7, h =1 and T = 21)

processes are based on the binary tree walking or the ALOHA singulation mechanisms. Us-
ing these analytical models, we proposed two probabilistic blocker tag detection (P-BTD)
algorithms. These algorithms use probabilistic approaches for detecting the presence of a
blocker tag in RFID systems. The first algorithm is designed for RFID systems based on
the binary tree walking concept and the second one is for ALOHA-based RFID systems. In
the binary tree walking P-BTD algorithm, the RFID reader uses the information extracted
from the previous interrogations along with the observation at the current interrogation
node to make a decision about the existence of a blocker. In the ALOHA-based P-BTD
algorithm, the reader uses the information obtained from each interrogation and updates
the number of empty, single and collided time slots in the frame. Using this information,
the reader calculates the probability of observing each frame structure in the presence and
absence of a blocker and makes its decision based on these probabilities. In order to use the

proposed P-BTD algorithms in simple readers with limited computational capabilities, all
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Figure 2.14: Average number of the required queries with inaccurate values of p (0.05
error) in the P-BTD and threshold-based algorithms. (N =500, h =1 and T = 21)

the probabilities can be calculated once and saved in a look up table (LUT). Basic readers
can use this LUT to prevent the calculations required for the P-BTD algorithms.

We showed via simulations that the probabilities of false alarm are very low, in the order
of 1074, for both the proposed binary tree walking and ALOHA-based P-BTD algorithms.
It was also shown that the probability of missing the presence of a blocker tag in the system
is zero for the proposed P-BTD algorithms. Based on the simulation results, the proposed
P-BTD algorithms expedite the blocker detection procedure by reducing the number of
required interrogations. Our proposed P-BTD algorithms have better performance than
the threshold-based method because they use the probabilistic model of the blocker attack
and continuously update the information about the system. The threshold-based method,
on the other hand, relies on counting the number of RFID tags only and ignores other
useful information such as the probabilistic behavior of the blocker attack. Sensitivity of

the proposed P-BTD algorithms to inaccurate values of the input parameters was also
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Figure 2.15: Average number of the required queries with inaccurate values of N (£5%
error) in the P-BTD and threshold-based algorithms. (p = 0.7, h =1 and T' = 21)
studied and it was shown through simulations that the proposed P-BTD algorithms can
detect the presence of a blocker tag faster than the threshold-based method, even if the
reader does not know the accurate values of N, F' or p.

In order to design the P-BTD algorithms, we assumed that the reader may not have
online access to a central database for checking the validity of the detected tag IDs. This is
a reasonable assumption for many applications and readers. As explained in the example
of the wine warehouse in Section EZXZT3, the reader may not know the ID of each tag
at the beginning, but it knows how many bottles of wine have been transferred to the
warehouse. At this stage, the reader only knows the number of tags present in the system
but does not know their IDs. The reader (or the central database) will know the IDs after
finishing the singulation procedure. Moreover, having online access to a central database
can be a strong assumption for many applications [@]. Based on the above, we designed

the P-BTD algorithms so that they do not rely on any previous knowledge of the tag IDs.
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However, if the reader has online access to a central database and knows the IDs of the
tags present in the system, then one line can be added to the proposed P-BTD algorithms
(as an additional constraint) for checking the validity of each detected tag ID, without
losing the generality of the proposed P-BTD algorithm.

Finally, the proposed analytical models for the binary tree walking and ALOHA sin-
gulation mechanisms were used to design probabilistic blocker tag detection algorithms in
this study, however, these analytical models can also be used for many other purposes such
as estimating the number of tags in an environment or improving the performance of RFID

systems.
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Chapter 3

Toward a Light-weight
Authentication Protocol for RFID

Systems

3.1 Introduction

RFID systems are vulnerable to security and privacy threats. Tracking customers, extract-
ing personal information and selling illegally copied items are only few samples of these
issues. To cope with security and privacy issues in RFID systems, various schemes have
been proposed. These solutions can be divided into two general groups. The first group
uses blocking, jamming and physical solutions for RFID security [E3, B8, E7d]. The other
group uses cryptographic concepts and security protocols. Cryptographic solutions for
RFID security issues can themselves be divided into two main groups, light-weight authen-
tication protocols and complex cryptographic solutions. Some researchers believe that it
is possible to use complex cryptographic protocols in future RFID tags. They believe the
manufacturing costs of implementing cryptographic functions in RFID tags will decrease
gradually and future RFID tags will have more computational power. Therefore, they
suggest using public key solutions such as elliptic curve cryptography (ECC) [B9, B2] and

the advanced encryption standard (AES) [E3]. Most RFID researchers, on the other hand,

64



Chapter 3. Toward a Light-weight Authentication Protocol for RFID Systems

believe that the industry needs simple and low cost RFID tags (below 5 cents per item)
with limited number of logical gates [[2, @4]. For this case, many approaches that are based
on light-weight authentication protocols have been suggested [@, B, B, @, B0, B2, B3, &1.
Light-weight authentication protocols have the advantage of keeping the computational
demand and the price of RFID tags very low. For this reason, light-weight authentication
protocols have been of interest to both industry and academia. In this work, we perform
the security analysis of the EPC Gen-2 protocol as one of the major standards of commu-
nication between the tags and the reader in passive RFID systems. We also perform the
security analysis of five other light-weight RFID protocols proposed in [@, B, B, @], and show
that they are vulnerable to some security attacks. We then propose a new light-weight
authentication protocol that takes the hardware limitations and the manufacturing costs
of RFID tags into consideration. The main goal of the proposed light-weight authentica-
tion protocol is to improve the security and reliability of communications between the tags
and the reader(s) in RFID systems. We show that our proposed authentication protocol
improves the level of security by solving the security issues of the protocols introduced in

[@, B, B, @. Briefly, the contributions of this chapter are as follows:

e We perform the security analysis of the standard EPC Gen-2 protocol, as well as the
light-weight authentication protocols proposed by Henrici and Miiller [B], Lim et al.
[@], Tan et al. [@ and Sun et al. [@], and show how they are vulnerable to simple

attacks by malicious users.

e Using what we learned from the security issues of the above mentioned protocols and
taking advantage of the SQUASH message authentication method [E3], we propose a
new light-weight authentication protocol that increases the security of communica-

tions between the readers and the tags in RFID systems.

e The computational cost and the complexity of the above mentioned protocols are
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discussed and compared.

The rest of this chapter is organized as follows: Section B2 explains the standard EPC
Gen-2 protocol [B] along with five recently proposed light-weight authentication protocols
[@ B, B, @. Section summarizes the security drawbacks of the explained protocols and
shows some simple tricks that can be used by attackers to affect the normal function of
these protocols. In Section B, we propose a new light-weight authentication protocol that
improves the security and privacy of the RFID protocols studied in Section BZ2. Finally,
the security of the proposed protocol and its computational costs are compared with the

discussed schemes in Section B3.

3.2 Related Works

3.2.1 EPC Class-1 Gen-2 RFID Protocol

The EPCglobal class-1 generation-2 (briefly EPC Gen-2) protocol was approved as the ISO
18000-6C standard in July 2006. This protocol was designed based on the specifications
and limitations of a standard class of passive RFID tags called the EPC Gen-2 tags. A
typical EPC Gen-2 tag contains a pseudorandom number generator (PRNG) and takes
advantage of a cyclic redundancy code (CRC-16) to protect the message integrity during
communication [B, @]. An EPC Gen-2 tag gets its power from the reader, therefore, its
computational power is limited. As a result, EPC Gen-2 tags cannot perform complex
computations. In the EPC Gen-2 protocol, the communication process is performed as

shown in Fig. B

1. First, a request message is sent from the reader to the tag (in the form of “Query”,

“QueryAdj” or “QueryRep” commands) to start the session [3, @].
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Figure 3.1: The standard EPC Gen-2 protocol [B, .

2. The tag responds to the request message by generating a random 16-bit string, de-

noted by RN16.

3. The reader sends an acknowledge message, ACK(RN16), to the tag and waits for

its response.

4. After receiving the ACK(RN16), the tag sends its id in plain text to the reader and

the session is terminated.

The above four steps are used for everyday RFID applications and called the “inventory
stage”. To modify all or part of the information stored in the tag, the reader can start
another stage, denoted as the “access stage”, (steps 5 to 7 in Fig. BOl). In order to start
the access session, the reader sends a Req__RN(RN16) message (containing the previous

RN16) to the tag and asks it for another random number. The tag checks if the previous
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RN16 is correct and then replies with a “handle” as explained in the EPC Gen-2 protocol.
Finally, step (7) provides the appropriate memory access commands, such as “Read”,
“Write” and “BlockWrite” [B, H]. The reader needs to provide the same handle as the one
it received from the tag in step (6).

The EPC Gen-2 protocol only relies on the capabilities of EPC Gen-2 tags (PRNG and
CRC-16 circuitries) and does not need additional hardware equipments (which increase the
manufacturing price of RFID tags). Moreover, the reader can query a tag as much as it
wants without worrying about the denial of service (DoS) issue. In addition to the EPC
Gen-2 protocol, several light-weight authentication protocols have been proposed in recent
years. The main purpose of these light-weight authentication protocols is to improve the
security and privacy of the communications between the tags and the readers in RFID
systems. In this section, we explain five recently proposed light-weight RFID protocols.
We will explain how each of these protocols can be attacked by malicious users later in

Section B33.

3.2.2 Henrici-Muller RFID Protocol

The protocol proposed by Henrici and Miiller is a simple communication scheme designed
for RFID systems [B]. It relies on one-way hash functions and aims to prevent the tracking
attack by changing the traceable data at each interrogation. A hash function is generally
defined as an algorithm or subroutine that maps large data sets of variable length to smaller
data sets of a fixed length. In Henrici-Miiller protocol, it is assumed that the singulation
procedure has been accomplished by the reader previously. Singulation is a method used by
RFID readers to identify which tags are present in the system [P0, E3]. The principles of this
protocol are as follows: after the singulation phase, each tag contains its current identifier

id, the current session number 7, and the last successful session number ¢*. Similarly, the
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Figure 3.2: The RFID protocol proposed by Henrici and Miiller [H].

database contains a list of all identifiers, session numbers and the last successful session
numbers for all the tags in the system. In addition to id, i and ¢*, the list contains the
hashed value of id, denoted by h(id), for each tag in the system. In this scheme, both the
reader and the tags are aware of the hash function h. At the very beginning, id and i are
initialized with random values and 7* is equal to i. After initialization, the communication

process is performed as shown in Fig. B2 and consist of the following steps:
1. First, a request message is sent from the reader to the tag to start the session.

2. After receiving a request message from the reader, the tag increases the value of its ¢
by one and calculates h(id), h(i o id) and A7 =i —i*, and sends them to the reader
via the insecure wireless channel. Here, o is a “suitable conjugation function” as

mentioned in [A].

3. The reader sends the above information to the database. The database calculates
the hash functions for all the tags in the system and finds the tag whose id results

in the received hash value h(id). The database extracts i* of the tag and calculates
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i (i ="+ Ai) and i*. The database calculates h(ioid) and checks whether or not it
matches the one sent by the tag. If the tag is confirmed by the database, a random

value r is generated. Then, r and h(r oi oid) are sent to the tag.

4. Since the tag knows ¢ and id and it receives r from the reader, it can calculate
h(r oioid) to make sure that it is communicating with the legitimate reader. If this
is the case, the tag calculates its new identifier using a predefined function of the
received r like f(r,id), and updates the last successful session number i* which is set

to 1.

It should be noted that in this protocol, an entry is not deleted from the database even
after the third step, but a copy of the previous id and i* are kept until the next successful
session. If the third step fails for any reason or the tag cannot receive the random value r

correctly, the database can still identify the tag using the previous ¢d and .

3.2.3 Lim et al. RFID Protocols

Here, we explain two RFID protocols proposed by Lim et al. [B]. These protocols have
been designed to improve the security of communication in RFID systems and to provide
a more reliable solution than [B]. The first protocol proposed by Lim et al. is named
the “challenge-response trigger” and uses a challenge-response mechanism to provide the
required security for RFID systems. After the singulation phase, each tag contains its
current id, and a copy of all the tag ¢ds is kept in the database as well. The communication

process is performed as shown in Fig. B33:

1. First, a request message is sent from the reader to the tag, along with a random

challenge R to start the session.

2. The tag generates a random challenge R’ after receiving the request from the reader
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Figure 3.3: The challenge-response trigger protocol proposed by Lim et al. [B].

and sends it along with the g(id o R) value to the reader. Again, o is a “suitable
conjugation function” like XOR, and ¢ is a one-way hash function [G]. The tag uses
the received R in its response g(ido R) to convince the reader that it is communicating

with the legitimate tag, and not with an attacker.

3. The reader forwards the information in step (2) to the database and the information
is checked there. If g(id o R) is correct, the database calculates h(id o R') and sends
it to the tag via the reader. Like g, h is also a one-way hash function. The new d is

calculated using a function f which is known by both the tag and the database.

It should be noted that in the challenge-response trigger protocol, an entry is not deleted
from the database after the third step, but a copy of the previous id is kept until the next
successful session. If the third step fails for any reason, the database can still identify
the tag using the previous id. After introducing the challenge-response trigger approach,
another protocol was proposed by Lim et al. to improve the security of reader-tag com-
munication in RFID systems. This scheme is named the “forward rolling trigger” protocol

and takes advantage of the Lamport’s one-time password authentication scheme [Ed]. In
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this scheme, the tag only responds to a valid challenge from the reader, otherwise it sends
back some random value [B]. In the forward rolling trigger protocol, the reader stores a
chain of hash functions h(w), h?(w), h3(w),..., K™ (w), where h is a secure one-way hash

function, w is a secret random seed, and max is the length of the chain. For each tag in

i«i+l Request ,i,L,
)] >
Generate Random R’
if (i—i">0) and (A" (L)=L.)
extid = g(id i)
i
L.« L
else
Generate Random extid
R, extid end
(2) <
if extid = g(id i)
rep = h(id ,R")
else
Generate Random rep
end
rep
. . 3) > -
id,,«id if rep = h(id,R")
id<«f(id) i, «id
id < {id)
Reader Tag

Figure 3.4: The forward rolling trigger protocol proposed by Lim et al. [B].

the system, the last successful session (communication with the reader) is stored as i* and
the current session is indicated by 7. The reader uses L; = h™**~‘(w) to authenticate itself
to the tag. The values of i* and ¢ are initialized to 0 at the beginning, and L; is initialized

to h™**(w). The communication process is shown in Fig. B4 and has the following steps:

1. The reader sends ¢ and L; to the tag, along with the request message, to start a new

session with the tag.

2. The tag checks whether (i —i*) is greater than 0 and h*=""(L;) is equal to L. If these
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two conditions hold, it calculates extid = g(id,7), in which 7 is the current session
number and ¢d shows the identification of the tag. It also updates i* to be i, L;« to
be L;, generates a random challenge R’, and sends the extid and R’ to the reader.
The tag replies to the reader’s request with a meaningless random value instead of

extid if any of the two mentioned conditions does not hold.

3. The reader forwards the received information to the database and if the received
extid is correct, rep = h(id, R') is calculated and sent to the tag via the reader.

Otherwise, a meaningless random rep is generated and sent to the tag.

4. After sending the rep to the tag, the current id is stored as the previous identification
idprey and the new id is calculated using f(id) in which f is a one-way function known
by the tag and the reader. At the tag side, id,.e, and id are updated only if the

received rep is equal to h(id, R').

It should be noted that as in the previous three protocols, an entry is not deleted from the
database after the third step, but a copy of the previous id is kept until the next successful
session. If the third step fails for any reason, the database can still identify the tag using

the previous id.

3.2.4 Tan et al. RFID Protocol

The majority of recent RFID protocols such as the EPC Gen-2 standard and the protocols
proposed in [H] and [B] take advantage of a central database to store the RFID tag data. In
these schemes, the reader queries the tags and sends the information to a central database
using a secure line. After authentication, the database returns the tag data to the reader.
In [@], however, Tan et al. proposed a novel server-less authentication protocol that aims

to provide the same level of security as the previous protocols without needing a central
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Figure 3.5: The server-less protocol proposed by Tan et al. [@].

database. In this scheme, each reader has a unique identifier r; and each tag has a unique
identifier and a unique secret ¢;. For each tag, the secret ¢; is only known by the tag and a
central database. A one-way hash function A is known to all the tags and the readers. Let
f(a,b) = h(al|b) in which || is the concatenation operation and a and b are the arguments
of f. Each reader r; is connected to the central database only once at the initialization
step and receives f(r;,t1) for the first tag, f(r;, t2) for the second tag, ..., and f(r;,t,)
for the n-th tag in the system. It should be noted that the reader does not have access
to the secret t; of the j-th tag, but it knows the hash function f(r;,¢;) [@]. Detail of the

server-less protocol is shown in Fig. B3 and it works as follows:
1. The reader first sends a request message to the tag.
2. The tag replies to the request from the tag by sending a random challenge n;.
3. The reader sends its identifier r; along with a random challenge n; to the tag.

4. The tag calculates h(f(r;,t;)) and sends its first m bits, denoted by h(f(r;,t;))m to

the reader. In addition to hA(f(7;,t;))m, the tag calculates h(f(r;,t;)||ni||n;) @ id;
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and sends it back to the reader, where & is the XOR operation.

5. The reader checks its database and calculates the hash function of all of its entries
f(ri,t;), and looks for the candidates that match the first m bits of h(f(r;,t;))m.
If there is a match, the reader uses the random challenges n; and n; to obtain

h(f(r;,t;)||nil|n;), and then, calculates id; using an XOR operation.

This protocol is easy to implement, inexpensive, and does not rely on the back-end
database concept. Moreover, it has been shown that this protocol can resist the DoS,
cloning, replay and physical attacks [@]. However, it has some security issues which will be

explained in Section B33.

3.2.5 Sun et al. Gen-2" RFID Protocol

Here, we discuss the Gen-2* protocol proposed by Sun et al. [@]. As mentioned in Sec-
tion B2, the EPC Gen-2 protocol is inexpensive and easy to implement, however, it does
not provide a secure protocol for communication between the legitimate readers and the
tags. The id is sent in plain text to any reader who queries and sends an acknowledge
message to the tag. This can jeopardize the privacy of the RFID technology consumers.
Based on the above, Sun et al. modified the EPC Gen-2 protocol so as to provide mutual
authentication between the legitimate readers and the tags. The modified version of the
EPC Gen-2 protocol is named the Gen-2" protocol. It uses the PRNG and CRC-16 tools
which are predicted in the EPC Gen-2 standard. Sun et al. assumed that each tag shares
an [-word-long random string, called “key-pool”, with the back-end database. This string
is randomly generated by the back-end database and is written into the tag before deploy-
ment [@]. A threshold ¢ is also set in each tag to tolerate errors in the received bits and
to boost the reading speed. Up to this point, no additional circuitry was needed by the

Gen-2" protocol. However, Sun et al. assumed that it is possible to design and add an
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Figure 3.6: The Gen-2" protocol proposed by Sun et al. [d].

extra Hamming distance calculator to each EPC Gen-2 tag [@]. The Gen-2% protocol is

depicted in Fig. B3 and works as follows:

1. A request message in the form of Query, QueryAdj or QueryRep [B, @] is sent from

the reader to the tag.

2. The tag generates a 16-bit random number RN16 using its PRNG circuitry and
sends it to the tag. It also sends a check message that provides two bits of additional
information about the tag. In this scheme, the 16-bit RN16 is divided into two 8-bit
binary strings, called a and b. The check message is calculated by performing the
XOR operation on the last two bits of @ and b, i.e. ag® bg and a7 @ by, and it is used

to boost the process required for identifying the tag [@].
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3. The reader sends the RN16 (composed of a and b) and the check values to the back-
end database. The database searches the key-pool to find the 16-bit key which is
pointed out by a and b. This key is denoted by ck’ and it is sent to the tag by the

reader.

4. The tag compares this ck’ with its key ck to see if their Hamming distance is less
than the threshold t. The tag accepts the reader as a legitimate reader and sends its
1d if the mentioned Hamming distance is less than ¢, otherwise, it does not send its

id and waits for a new ck’ from the reader which is close enough to ck.

These four steps are usually enough for common RFID applications. However, steps (5)
to (7) can be used by the reader as explained in Section B2, to modify all or part of
the tag’s information or to access its memory [B, @]. This protocol is very similar to the
EPC Gen-2 protocol discussed in Section B2Z1, except that the security of communications
between the readers and the tags is increased in Gen-2% by using an extra circuitry for
calculating the Hamming distance between two binary strings. There is also another cost
for the increased security of the Gen-2% protocol compared to the EPC Gen-2 protocol,
and that is the high number of queries required to identify a communicating tag by a
legitimate reader. It has been shown in [@] that approximately 15 queries are needed (on

average) to identify a tag using the Gen-2% protocol.

3.3 Security and Privacy Issues

Although the protocols discussed in Section B2 are easy to implement and inexpensive,
they are vulnerable to some attacks. We first define these attacks and then show how a
malicious user can exploit them to interrupt each of the protocols discussed in Section B2

Below is a list of some simple and common attacks that can be carried against RFID
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systems:

e Tracking: under this attack, a malicious user who can passively eavesdrop on the
communication between the tags and the readers or can actively interact with the
tags, tries to trace a specific tag or to identify it among numerous tags, using the

information sent by the tag over time.

e De-synchronization: the main goal of this attack is to ruin the synchronization be-
tween a legitimate reader and a tag, in order to prevent them from successfully
communicating with each other. Moreover, this attack can be carried to prevent the
reader from successfully updating the information (identification for instance) of a

tag after a successful communication.

e Replay: under this attack, a malicious user eavesdrops on the communications be-
tween a legitimate reader and a tag and saves the information sent by them. The
attacker uses this information later, i.e., it replays the saved information to commu-

nicate with a legitimate reader or a real tag.

e Denial of Service (DoS): the aim of this attack is not to obtain information about a
specific tag, but rather to ensure that a legitimate reader cannot communicate with
this tag any more. In order to launch this attack, the adversary needs to waste (use)

some resources of the tag (or reader) which are necessary for their communication.

e Impersonation: the objective of this attack is to obtain the information sent by a
tag and a legitimate reader during their communication. This information is then
used by a fake tag to convince the legitimate reader that it is communicating with a

specific real tag, and not a fake one.
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3.3.1 EPC Class-1 Gen-2 RFID Protocol

The main advantage of the Gen-2 protocol is that it only relies on the capabilities of the
EPC Gen-2 tags (PRNG and CRC-16 circuitries) and does not need additional hardware
equipments which increase the price of manufacturing RFID tags. Moreover, the reader
can query a tag as much as it wants without worrying about the denial of service (DoS)
issue. However, this protocol is vulnerable to some security threats. Using the above

definitions, some of the security drawbacks of the Gen-2 protocol are explained below:

1. Revealing the information: any reader who can receive the RN16 message is able
to convince the tag to send its data in plain text by transmitting the ACK(RN16)
message to the tag. Therefore, the Gen-2 protocol jeopardizes the costumers’ privacy

by revealing the information about their tag items.

2. Tracking: it is possible to track a specific tag (and the costumer carrying that item)
as the id is static and does not change over time. Therefore, any malicious reader
can send the request message repeatedly and look for the tag that replies with the

expected id.

3. Replay and Impersonation: any malicious reader can eavesdrop on the communica-
tion between a real tag and a legitimate reader. This information can be stored on
a fake tag and “replayed” so as to mislead a legitimate reader or to “impersonate”

itself as the real one.

4. De-synchronization: if a legitimate reader wants to obtain information about a tag,
it sends the request message to the tag and this should be followed by the RN16
reply from the tag. Now assume that an attacker sends another request message to
the tag after step (2). The attacker forces the tag to generate another RN16 this

way. The legitimate reader replies with the ACK(RN16) containing the previous
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RN16 while the tag is expecting an ACK(RN16) containing the new RN16. This
way, the attacker corrupts the synchronization between the tag and the legitimate
reader. As a result, the tag does not reply to the received ACK(RN16) from the

legitimate reader and the communication fails.

3.3.2 Henrici-Muller RFID Protocol

This protocol is simple, efficient, and can solve many security issues of RFID systems,
however, it is vulnerable to some simple attacks that may jeopardize the privacy of RFID

users. Below, we explain some of the security drawbacks of this protocol:

1. Tracking (type I): In the Henrici-Miiller protocol, every time the tag receives a request
message, it increases the value of ¢ by one, even if the session finally fails. However, *
is updated only if the session is successful and the reader is confirmed. Based on the
above, an attacker can interrogate a tag several times to abnormally increase i and
Ai. As can be seen in Fig. B2, A7 is sent to the reader in the second step. Therefore,
an attacker is able to recognize its target by identifying and tracking the tag which

sends abnormally large values of A7 in response to requests by the attacker.

2. Tracking (type II): An attacker can repeatedly send the request message to the nearby
tags and looks for the h(id) in the received replies. The attacker can track a specific
tag using its h(id) as it does not change over time. The tag remains vulnerable to

the tracking attack until a successful session is accomplished and its id is updated.

3. De-synchronization (type I): After step (2) and before the legitimate reader sends r
and h(r oioid) to the tag, the attacker can send its own 7’ and h(r’ o i o id) to the
tag. The attacker does not know 7 and id separately but it knows h(i o id) from the

tag’s response in step (2). Therefore, the attacker can simply use the null element
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(r" = 0) and send back the " and h(r’ o i o id) to the tag. As a result, the original
r and h(r o i oid) will not be accepted from the legitimate reader and it will be

desynchronized from the tag.

4. De-synchronization (type II): In Henrici-Miiller protocol, when the legitimate reader
is interrogating a tag, the attacker can interrogate this tag before the reader carries
out the third step. After receiving the request message from the attacker, the tag
increases ¢ by one. Consequently, the hash value sent by the legitimate reader to
the tag is conceived as an incorrect response and will not be accepted (since the tag

expects to receive a hash value calculated from the newly increased 7).

5. Replay and impersonation: As mentioned before, a copy of the previous id is kept in
the database, so it is possible for the reader to communicate with a tag whose id has
not been updated for any reason. Using this fact, an attacker can simply save and
then replay {h(id), h(i o id), Ai} to the legitimate reader to impersonate itself as the

real tag.

3.3.3 Lim et al. RFID Protocols

The challenge-response trigger protocol proposed by Lim et al. can be attacked using some

simple tricks. Below, we explain some of the security drawbacks of this protocol:

1. Replay and impersonation: for many RFID applications, it is a reasonable assumption
that a tag may be captured and analyzed by an attacker. The attacker can interrogate
the captured tag for some values of R, and make a dictionary of these challenges and
the corresponding responses from the tag. The attacker can use this dictionary later

to masquerade and impersonate itself as the real tag for the legitimate reader.

2. Tracking: the above mentioned dictionary can be used to track a specific tag. In
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order to do that, the attacker would repeatedly send the request message and a
known challenge R to nearby tags, and look for the corresponding g(id, R) among the
received responses (which is known from the dictionary). The tag remains vulnerable
to the tracking attack in the challenge-response trigger protocol until a successful

session is accomplished and its ¢d is updated.

3. De-synchronization: after sending the request message from the legitimate reader to
the tag in step (1) and before step (3), an attacker can repeat step (1) and send
another request to force the tag to reset the random challenge R’. This new random
challenge would be different from the previous one, which was sent to the legitimate
reader. Therefore, the h(id o R') message which is made from the first challenge
will not be accepted by the tag. The reader wrongly assumes that the id has been

updated using the function f after sending h(id o R') in the third step.

As in the case of the challenge-response trigger protocol, the forward rolling trigger
protocol has some security issues that may affect the privacy of RFID users. Below, we

explain some security drawbacks of this protocol:

1. Limited number of sessions: for each tag, the total number of session requests that
can be issued by the reader is limited to max, due to the fact that any ¢ from the set
{1,2,3,...,maz} can be used only once (for each tag). This limit applies to the case
when the reader knows exactly which tag should be interrogated next. For example,
assume that the reader has used i = 8 and Lg for tag A, and ¢« = 3 and Ls for tag
B, in its most recent interrogations with these tags. If the reader knows that it is
going to interrogate tag A in the next session, any ¢ from the set {9, 10,11, ..., maz}
can be used to start the new session (as it had used i = 8 and Lg in the previous
session with tag A). For tag B, however, any i from the set {4,5,6,7,8,9,...,maz}

can be used if the reader knows it is going to interrogate tag B in the next session
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(as it had used ¢ = 3 and L3 in the previous session with B). This is the best scenario
in which every i from the set {1,2,3,...,mazx} can be used for each tag. However,
the reader does not always know which tag is going to be interrogated in the next
session. For example, in an RFID-based library, the reader should start the session
first and wait for the RFID tag to answer and reveal its id [EI]. For this type of
applications, the reader has to increment ¢ at each interrogation, therefore, the total

number of sessions for all tags (not each tag) is limited to maz.

. DoS attack: the attacker may know the set of acceptable {i, L;} pairs (or a large pair
of this set) from another RFID system or by tampering. In that case, the attacker
can send ¢ = max and L,,,, to a tag and waste its previous pairs. This way, the
tag loses its chance for communication with the legitimate reader in future sessions

because the condition (i — i4,4) > 0 is not satisfied anymore.

. De-synchronization: the (i — 4;,,) > 0 condition makes the protocol vulnerable to
DoS attack as explained above. Moreover, the reader needs to be aware of the tag
which is going to be interrogated next, and this is not a plausible assumption for
many applications. On the other hand, if we remove the (i — 4;,,) > 0 condition,
the protocol becomes vulnerable to de-synchronization and tracking attacks. The
attacker may listen to the communications between the tags and the reader in another
RFID system, eavesdrop and save a valid (i, L;) pair, and use it for an RFID system
somewhere else. For example, a legitimate reader may send a request along with an
acceptable (i1, L;,) pair to a tag and the tag replies with { R}, extid; = g(id,i;)}. At
this stage and before sending the rep message from the reader to the tag, an attacker
can send another request with another acceptable (iy, L;,) pair to force the tag to
reply with { R}, extidy = g(id,i5)} and this way, it ruins the synchronization between

the tag and the reader.
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4. Tracking: if we eliminate the (i — 4;,4) > 0 condition to prevent the DoS attack,
an attacker can eavesdrop on the previous communications between the tag and the
reader and use one of the previously used valid (i, L;) pairs to interrogate the tag
again. The tag replies with extid = ¢(id,i) and the attacker can track the tag
by sending the request message repeatedly and tracking the tag which replies with
extid = g(id,i). In other words, extid = g(id, i) is a static information and it can be
used to track a tag before the third step (in which id is updated and extid = g(id, 1)

is changed).

5. Impersonation: an attacker can eavesdrop on the communication between a legiti-
mate reader and a tag, and extract a valid (i, L;) pair and its corresponding extid.
Using the valid pair of (i, L;) and extid, and considering the fact that a copy of the
previous id and i* is kept by the reader until the next successful session, it is possible
for the attacker to impersonate itself as a legitimate tag if the (7, L;) pair is used

again by the reader (for interrogating other tags for instance).

3.3.4 Tan et al. RFID Protocol

This protocol is easy to implement, inexpensive, and does not rely on the database concept.
Moreover, it has been shown that this protocol can resist the DoS, cloning, replay and
physical attacks [@]. However, it has some security issues which may be exploited by an

attacker as shown below:

1. De-synchronization: a malicious user can send a request message to the tag after
step (3) and force it to generate a new challenge n; At this point, the reader waits
for h(f(ri,t;))m and h(f(r;,t;)||ni||n;) @ id; while the tag is expecting a new n; and
r; as the third step. This way, the synchronization between the tag and the reader

is corrupted and the session ends uselessly.
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2. Tracking: in step (4) of the explained scheme, h(f(r;,t;))n is a static form of data
which can be used by malicious users to track the tag. Using this information,
the attacker can find a specific tag among the other tags by repeatedly sending the

request message with a fixed r; and looks for the tag which replies with A(f(74,t;))m.

3. Impersonation: it is possible that an attacker captures a tag, repeatedly sends the
request message along with fixed values of 7; and n;, and then stores the {h(f(ri,t;))m,
h(f(ri,t;)||nilln;) @id;} responses received for different values of n;. This procedure
is then repeated by changing the value of n;. The attacker can make a table of the
responses for some values of n; and n;, and make a fake tag to impersonate it as a

real one for a reader with r;.

3.3.5 Sun et al. Gen-2" RFID Protocol

The Gen-2% protocol is designed based on the capabilities of the standard EPC Gen-2
RFID tags. Therefore, it does not require any modification in the hardware architecture
of the tags. It is easy to implement and inexpensive. However, the Gen-2" protocol has

some security problems as follow:

1. Tracking: To obtain the id, an attacker needs to be able to provide an acceptable ck’
and check for each RN16 it receives in step (2). It is proven in [@] that if an attacker
records approximately 16,384 failed sessions between a reader and a tag and analyses
them, it may be able to track the tag using the additional information provided by
the check bits during the past 16,384 failed sessions. Moreover, a passive attacker
can listen to the communication between the legitimate readers and the tags, and
notice the presence of a specific tag, as the id is sent in plain text in the Gen-2*

protocol.
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. Impersonation and replay: An attacker can eavesdrop on the communication between
a legitimate reader and a tag, and extract its ¢d, RN16 and check. The attacker can
save this information on a fake tag. The fake tag then accepts any ck’ it receives from
the reader and sends its id in step (4) to impersonate itself. It should be noted that
this attack is possible as long as the key-pool does not get updated by a legitimate

reader.

. De-synchronization: An attacker can wait until a tag is interrogated by a legitimate
reader and sends its RN16 and check in step (2). At this point and before the
legitimate reader calculates ck’ and sends it to the tag, another request message can
be sent to the tag by the attacker. This way, the tag replies with another RN16 (or
equivalently with another a and b) which points to a different location in the key-pool.
As a result, the tag does not accept the ck’ which was sent by the legitimate reader.

In other words, the Gen-2" protocol is vulnerable to de-synchronization attack.

3.4 The New Light-weight Authentication Protocol

In Section B2, we showed that none of the protocols proposed in [@, B, B, @] are completely

secure, and explained how each of these protocols can be attacked. We also discussed

about the hardware limitations of RFID tags, and explained why sophisticated encryption

methods are not appropriate for many RFID applications. After analysing the security

drawbacks of the studied protocols and using what we learned from this study, we propose

a new protocol in this section that provides a higher level of security for RFID communica-

tion. In order to make the proposed protocol appropriate for real RFID applications, the

limitations of the hardware architecture and the cost of implementing RFID tags should

be taken into account as well. To address the hardware limitations of RFID tags, we take
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advantage of the SQUASH message authentication method proposed by Shamir [B8], and
use it as the method of hash function calculation in our proposed protocol. The SQUASH
method not only provides an inexpensive way of calculating the hash functions needed for
our protocol, but also improves the level of security in the proposed protocol, as we will

explain it later in Section B

3.4.1 Why the SQUASH Method?

Most of the recently proposed light-weight authentication protocols (including the proto-
cols discussed in Section B2) use a one-way hash function h to provide the required secrecy
for the RFID protocols. However, there exist some strict limitations on the hardware ar-
chitecture and the price of each manufactured tag that have rarely been considered and
addressed in recent works. It has been suggested that the price of each manufactured tag
should be less than 5 cents to be acceptable for the industry [[], and the final manufactur-
ing price depends on the number of gates used in each tag. There are many hash functions
and security protocols that provide very high level of security, however, implementing these
functions on RFID tags increases the number of required gates and as a result, the price of
the tags increases. As an example, the zero knowledge (ZK) interactive protocols are able
to prevent any leakage of information about the secret data, but they are too complicated
for RFID tags [E8]. In other words, we cannot expect sophisticated calculations from RFID
tags if we want to comply with the limitations on the architecture and the price of RFID
tags. Considering the above facts, many of the current hash functions and cryptography
tools are not suitable for RFID tags. Therefore, we need to design (or use) an RFID spe-
cific one-way hash function that takes the limitations of RFID systems into account and
provides the required security at the same time [[0]. To address the hardware limitations

of RFID tags while providing the required security and privacy, some specifically designed
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hashing and encryption functions have been proposed in recent years. We can mention
Hummingbird [0, M2, [3], GRAIN-128 @], QUARK [[3F] and SQUASH-128 [@3] as
some of the best encryption schemes specifically designed for RFID tags.

For RFID protocols, we need a one-way hash function A which can combine two pieces
of information, the secret S and the non-secret NS information, and protect the secrecy of
S. This function must be able to hide S, but should not necessarily be a collision-resistant
function since the discovery of a collision is not a security threat for challenge-response
RFID protocols. However, most of the standard hash functions, such as SHA-1, have
been designed to resist collision attacks and prevent forgery of digitally signed documents.
This is a very difficult requirement to satisfy and adds a lot of unnecessary complexity
to the hardware implementation of the hash functions, making them too complicated for
RFID tags. Finally, the hash function used for RFID applications should not depend on
an internal source of random bits. Considering the above facts, Shamir proposed a new
hash function, called SQUASH, which is ideal for challenge-response protocols in highly
constrained devices like RFID tags [B8]. The SQUASH function is completely deterministic,
rather than probabilistic. Moreover, it can be easily implemented for different word sizes
and does not need random bit generators. In addition to ease of implementation and
hardware architecture, it has been proven that the SQUASH method is at least as secure
as Rabin’s [@A] public key encryption scheme, which has been investigated for more than
30 years [A8]. A reduced version of the SQUASH method, named SQUASH-128, has been
suggested in [A8] for RFID applications. In SQUASH-128, the hash function has two 64-
bit inputs (as S and N.S), and generates a 32-bit hash value as the output. The public
key which is used in SQUASH-128 is n = 2'2® — 1. We take advantage of the SQUASH-
128 method and use it as the hash function in our proposed light-weight authentication

protocol.
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3.4.2 Reduced Version of the SQUASH

Considering the hardware and price limitations of RFID tags, Shamir modified the general
SQUASH scheme and designed an RFID-based hash function called SQUASH-128 [B8]. In
fact, the SQUASH-128 is a reduced version of the SQUASH method. For simplicity, we use
the word SQUASH to refer to the general SQUASH scheme in this chapter. The SQUASH-
128 scheme does not need any source of randomness and there is no way a legitimate tag
fails to convince a legitimate reader that it is authentic. The SQUASH-128 scheme is
capable of protecting privacy of the secret information S, even if the attacker has access
to h(S, NS;) for many known or chosen N.S;. Below, we explain how the SQUASH and
SQUASH-128 schemes can be implemented.

Actually, the SQUASH method simplifies and speeds up the Rubin’s encryption scheme,
and the SQUASH-128 is a modified and reduced version of the SQUASH scheme. The basic
idea of SQUASH (and of course SQUASH-128) is to calculate a good approximation of the
ciphertext produced by Rabin’s encryption scheme, in a short window of bits (binary
sequence representing the value that we want to calculate its hash). The SQUASH scheme

works based on the following equation:

c=m? mod n (3.1)

where m is the message to be encrypted (hashed), n is the key used for encryption and ¢
is the ciphertext used for authentication. In the SQUASH method, a number of the form
n = 28 — 1 (called a Mersenne number) is used as the encryption key. This form of n can
be stored very compactly because its binary representation only uses k£ bits of 1’s. The
Mersenne number of the form n = 2¥ — 1 is not only easy to store, but also makes the

computation of (B) pretty simple. Since 1 = 2¥ mod n, we can only compute the double
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sized m?, and numerically add the lower half to the upper half of it to calculate (B1). More
precisely, if n = 2 — 1 and

m? =m? x 2% 4+ m?2 (3.2)

where m? indicates the higher half of m? and m? shows the lower half of m?, then

m?* = (mi, +m3) mod n. (3.3)
For example, if m is equal to 5 (binary representation 101), then m? is equal to 25 (binary
representation 011001). Therefore, m? = 011 and m? = 001. Assuming that n = 7
(k = 3), then 4 = m? mod n which can be calculated by adding 011 and 001 in the binary
form which results in 100.

The tag does not really need to send all the bits of ¢ to the reader to authenticate itself.
It has been shown that only 32 bits of ¢ is sufficient for this purpose if the attacker has
no prior information about the expected ¢ [@8]. Another useful point which can be used in
implementing the SQUASH scheme is that the tag can compute the successive bits of m?
without storing all bits of the m sequence from the beginning of calculation. Instead, two
streams of bits can be convolved and generate the final m? bit by bit. The tag calculates
bit j of m? by summing all the products of m, x m;_, for v =0,1,2,...,5 and adding the

carry from the previous bit to this sum as below:

J
m} = va X My + Tj1 (3.4)
v=0

where r;_; shows the carry from the (j — 1)-th bit. To calculate bit j + k in the upper half

of m?, the tag sums the product of m, X mjx_, forv=7j+1,7+2,....,k—1 and adds the
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carry from the previous bit to this sum as below:

k—1
2

mii, = E My X Myjtf—y T Tjrk—1 (3.5)
v=7+1

where 741 shows the carry from (j + k — 1)-th bit [E8]. In order to clarify the process
required for calculating m? and m?, we consider the above mentioned example again

(m=5,k=3,n="7). Bits 0 to 2 of m? is calculated using (Bd) as below:

0
j=0 ; mg:ZmUXm_vE(l—f—ro)modZ (3.6)
v=0
1
jzl;mfzro—l—vaxml,vz(()%—rl)mon (3.7)
v=0
2
j:2;m§:r1+2mvXmg_vE(O+r2)mod2 (3.8)
v=0

where 1o = 0, 71 = 0 and ro = 1. Similarly, bits 3 to 4 are calculated using (B3) as below:

2

j—l—k:S;m%zm—i—vaijJrk,UE(l—i—frg)modZ (3.9)
v=1
2
j+k:4;mizm#—vaXm]-+k_v£(1+r4)mod2 (3.10)
v=2

where r3 = 0 and ry = 0. Therefore, m? = 001, m? = 011 and m? = 011001. When the
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tag wants to calculate m? mod n (where n = 2F — 1), it needs to sum the upper half and
the lower half of m?. In order to do that, the j-th bit ¢; of ¢ = m? mod n is calculated by
adding bits j and j + k of m?, along with the carry bit.

SQUASH-128 is exactly the same as SQUASH, except that it uses n = 2'28—1 (k = 128)
as the encryption key. It gets a 64-bit S (id for example) and a 64-bit NS (challenge for
example) and generates a 32-bit ciphertext. SQUASH-128 is more secure compared to
Robin’s scheme, and no efficient attack on it is known [E8]. The best attack on SQUASH-
128 (if possible) would require exponential time and grows monotonically with the size of
n. Even finding the complete factorization of n = 2!%® —1 (if possible) does not necessarily
make the SQUASH-128 insecure in practice. In other words, even if an attacker can
extract the arbitrary modular square roots mod n, it is not clear for him/her how to apply
this operation when only a short window of bits in the middle of the Rabin ciphertext
is available [E8]. The security of the SQUASH-128 method and its robustness against
common attacks have been studied in more detail in [@8]. More importantly, the SQUASH-
128 can be implemented using approximately 1100 gates [B8], which is almost one third
of the gates required for Hummingbird (3220 gates) [, M2, 3] and half of the gates
required for GRAIN-128 (2133 gates) [[4] and QUARK (2296 gates) [I3], while GRAIN-
128, Hummingbird and QUARK are three of the smallest hardware oriented cryptographic

schemes.

3.4.3 The Proposed Protocol

In this section, we propose a new RFID protocol which solves the security problems men-
tioned in Section B2. This protocol is designed based on the challenge-response mechanism
and uses the SQUASH-128 as the required one-way hash function. The principles of the

proposed protocol is as follows: after the initialization phase, each tag contains its cur-
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Figure 3.7: The proposed light-weight authentication protocol for RFID communications.

rent identifier id, the current session number ¢ and the last successful session number 7*.
Similarly, the database contains a list of all the identifiers and the last successful session
numbers for all the tags in the system. In this scheme, both the database and the tags
are aware of the hash function A. The communication process is shown in Fig. B2 and

follows the steps below:

1. The reader sends a request message to the tag to start a new session. After sending
the request message, the maximum time ¢,,,, that the reader waits for a valid reply
by the tag is t. The reader resends the request message if a valid reply is not received

in time ¢ or if the received reply is not valid.

2. The tag generates a random integer number for ¢ and calculates Ai by subtracting
the last successful session number i* from i. It also calculates h(i o id) and sends it

to the reader along with Ai. Here, o is a suitable conjugation function as in Sections
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B2 and B=2X3, and SQUASH-128 is used for A. The maximum time t,,,, that the

tag waits for a valid reply by the reader is .

3. The reader forwards the information received in step (2) to the database, where 7 is
calculated using the received Ai and the stored i*. The database checks all of the
n entries and finds the tag whose id and ¢ results in h(i o id). It then generates a
random challenge r, calculates h(r o i* o id), and sends the r and h(r o i* o id) to
the tag via the reader. After sending the information in the third step, the reader
waits at most for ¢ seconds to receive a valid reply by the tag. The reader resends
the request message if a valid reply is not received in time ¢ or if the received reply

is not valid.

4. The queried tag calculates h(roi* oid) using the i* and id it knows and the challenge
r it has received from the reader, and compares it with the one sent by the reader.
If they match, the tag changes its previous id using a function f which is known by
both the tags and the database. It then calculates h(r0i*) and sends it to the reader

as the acknowledgement of changing the old id.

5. After receiving the h(roi*), the database calculates the tag’s new id using the known
function f and updates its list. It also updates the last successful session ¢* with ¢

as the final step.

We assume that the tags are close enough to the reader and they receive enough energy
(from the reader) to back-scatter. We also assume that we have ideal communications
environment, meaning that if the reader sends a message to a tag or a tag sends a message
to the reader, the transmitted message is received correctly.

To provide the required security of the communication between the tags and the reader,

our proposed protocol takes advantage of two main algorithms. Algorithm BT is used by
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Algorithm 3.1 The sequence of procedures used by the reader in the proposed light-weight
authentication protocol.
1: Input id and i* for all the tags in the system
: Input n and t,,4.
Send a Request message

2
3
4: for time =0 : ty00

5:  Wait for {h(ioid), Ai}
6.

7

8

if {h(ioid), Ai} is received

forj=1:n

: Calculate i; = Ai; + i
9: if h(ijoid;) = h(ioid) (the received {h(ioid), Ai} is correct)
10: Save j
11: Generate random r
12: Send r and h(i o} oid;) to the tag
13: Break the loop (go to line 19)
14: end if
15: end for
16:  end if
17: end for

18: Go to line 3

19: for time =0 : t,44

20:  Wait for {h(roi*)}

21:  if {h(r o i*)} is received

22: if h(roi}) = h(roi*) (the received {h(roi*)} is correct)
23: idj — f(Zd])

24 it i

25: Update the list

26: Break the loop (go to line 31)

27 end if

28:  end if

29: end for

30: Go to line 3
31: Terminate the algorithm

the reader and Algorithm B3 is used by the tags. In Algorithm BT, n indicates the total
number of tags present in the system, t,,,, shows the maximum waiting time, and index j
refers to the tag whose ¢ and id satisfy the criterion examined by the database.

Having explained our proposed protocol, we now consider the security threats men-
tioned in Section B2 and show the security improvements offered by the new protocol. We
can mention the following improvements compared with the Henrici-Miiller and Lim RFID

protocols:

1. Unlike the challenge-response trigger protocol, it is not possible for an attacker to
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Algorithm 3.2 The sequence of procedures used by the tags in the proposed light-weight
authentication protocol.
1: Wait for the Request message

2: if the Request message is received

3:  Generate a random ¢

4:  Calculate Aj =14 —i*

5:  Send {h(ioid), Ai} to the reader

6: end if

7: for time = 0 : t,42

8:  Wait for a message

9: if the Request message is received

10: Break the loop (go to line 3)

11:  else if the {r,h(r o i} oid;)} message is received
12: if h(roifoid;) = h(roi*oid) (the received {r,h(r o7} oid;)} is correct)
13: id + f(id)

14: Send h(r oi*) to the reader
15: "1
16: Break the loop (go to line 21)
17 end if
18:  end if
19: end for

20: Go to line 3
21: Terminate the algorithm

make a dictionary of the inputs and use it to interrogate the tags, impersonate them
as the legitimate tags or to track an interrogated tag. The reason is that the reader
does not use any challenge in step (1) of Fig. BT, and the response of the tag in step
(2) is changed dynamically over time because of the random nature of ¢ which makes

it impossible for the attackers to track a static h(i o id).

2. Unlike the Henrici-Miiller protocol, the value of ¢ does not increase over time but
changes randomly (it may increase or decrease) for each request message. Therefore,
it is not possible for an attacker to abnormally increase the value of A7 and track the

target tag using this large value.

3. Unlike the Henrici-Miiller and the challenge-response trigger protocols, it is not pos-
sible to track a tag based on the static information it sends. The reason is that ¢

changes randomly after each request message in step (1), therefore, each time the
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h(ioid) and Ai are different from the previous time (after each interrogation).

. Unlike the Henrici-Miiller, the challenge-response trigger and the forward rolling
schemes, it is not possible for an attacker to corrupt the synchronization between
the interrogated tag and the reader after step (1) and before step (3). The reason
is that in the third step, the reply from the reader depends on i*, not ¢ nor the
challenge sent from the tag to the reader in step (2). For example, assume that
the legitimate reader sends a request message to a tag and receives Aiy = 17 — ¥,
but before step (3), an attacker sends another request message to the tag as well.
In this case, Ais = iy — ¥ is generated and sent by the tag but ¢* and id are not
changed. The legitimate reader finds the interrogated tag in its database list using
h(iy oid) and replies with r and h(r oi* oid). The response does not depend on i; or
19 but only depends on ¢*. On the other hand, the attacker cannot send the correct
h(roi* oid) as it does not have access to ¢*. Therefore, the synchronization between
the tag and the reader is not affected by this attack. From another point of view,
the attacker cannot de-synchronize the reader and the tag by sending a fake pattern
of the {h(ioid), Ai} to the reader in the second step. This is because of considering
the t,,4; in the algorithm. After sending the request message in the first step, the
reader waits for a maximum of ¢,,,,, to receive a valid reply from the tag. If the reader
receives a valid {h(i o id), Ai}, it simply goes to the third step and sends back the
{r,h(r oi* oid)}. However, if an attacker sends an invalid {h(i o id), Ai} before the
legitimate tag replies, the reader checks the received information and after finding
that the received {h(i o id), Ai} is invalid, it still waits for ¢,,,, seconds and gives
the legitimate tag the chance to send its valid {h(i o id), Ai} (Algorithm BT line 4).
The same mechanism is used to guarantee that the attacker cannot de-synchronize

the reader and the tag by sending a fake {r, h(r oi*oid)} to the tag in the third step
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(Algorithm B3 line 7) or by sending a fake h(r o i*) to the reader in the fourth step

(Algorithm B line 19).

. Unlike the forward rolling trigger scheme, the number of sessions between the tag
and the reader is not limited in the proposed protocol because this protocol only
uses a simple one-way hash function and does not rely on Lamport’s authentication

method [E].

. Unlike the Henrici-Miiller scheme, the attacker cannot use the null element for the
challenge r in step (3) of the proposed protocol because the attacker cannot obtain

the value of h(i* o id) from h(i o id) in step (2).

. The proposed method is robust against the replay attack. An attacker can capture a
tag and interrogate it, but it can only obtain h(i o id) and Ai. The attacker can use
this information to reply to a request message from the legitimate reader in step (2)
of the proposed protocol, but it cannot impersonate itself to the reader as the reader
waits for the h(r o i*) response from the attacker in step (4). On the other hand,
the attacker cannot obtain any knowledge about ¢* by interrogating a captured tag.
The attacker cannot send the correct h(r o i*) to the reader and the reader does not
update the identification of the tag in the database list. Therefore, the replay attack

cannot affect the proposed protocol.

. In the proposed protocol, only the most recent and updated id is kept and the
previous id is deleted from the database list after receiving the h(r o i*) message
in step (4). Therefore, attackers cannot eavesdrop on the communication between
a legitimate reader and a real tag to use it for misleading the reader. After each
successful session, the id is updated and therefore, the information in step (2) of

Fig. B2 will not be accepted anymore by the database.
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Table 3.1: Security comparison of the proposed protocol and the light-weight authentica-
tion schemes explained in Section B2

Protocol\ Attack Tracking | De-synchronization | Replay | DoS | Impersonation
Standard Gen-2 [@ No No No Yes No
Henrici-Miller (5] No No No Yes No
Challenge-Response Trigger [G] No No Yes Yes No
Forward Rolling Trigger [B] No No Yes No No
Server-less Method (@] No No Yes Yes No
Gen-27" [@] No No No Yes No
Proposed method Yes Yes Yes Yes Yes

In this chapter, we aimed to propose a new RFID protocol which solves the security and
privacy issues of the protocols introduced in [B, @, B, B, @], and to improve the reliability
of the reader-tag communication in the RFID systems. We simply showed that unlike
the previously discussed schemes, our proposed protocol is not vulnerable to tracking, de-
synchronization, replay, DoS and Impersonation attacks. Formal cryptographic analysis
of the schemes introduced in [B, @, B, B, @] and the proposed protocol is beyond the scope
of this chapter, however, there exist many cryptographic frameworks that can be used to

evaluate these protocols [[I2, MR, 9, [10].

3.5 Summary

In this section, we compare the security aspects of the proposed protocol with the standard
Gen-2 method [B] and the five light-weight authentication schemes [@, B, B, [ explained
in Section B2. Besides the security aspects, the complexity and computational costs are
compared. We show that the proposed protocol does not impose too much computational
demand on the RFID tag while significantly improving the security of RFID systems.
Table Bl compares our proposed protocol with the schemes discussed in Section B2, and
confirms the robustness of the proposed protocol against the studied attacks. In this table,

tracking, de-synchronization, replay, DoS, and impersonation are considered as common
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Table 3.2: Complexity comparison of the proposed protocol and the light-weight authen-
tication schemes explained in Section B2

Protocol Complexity
Standard Gen-2 [B] 28
Henrici-Miiller [B] da+2A
Challenge-Response Trigger [B] 3a+542A
Forward Rolling Trigger [B] 4a+p
Server-less Method (@] 3a+[+4A
Gen-27" (@] 28+240
Proposed method da+F43X

RFID threats that may affect the light-weight authentication protocols. These attacks
are defined in Section BX. For each attack, the word “Yes” shows that the considered
protocol is robust against that attack while “No” means that the protocol is vulnerable to
that attack. As can be inferred from Table B, the standard Gen-2 [B], Henrici-Miiller [B],
challenge-response trigger [B], forward rolling trigger [B], server-less method [@], and Gen-
2% [@] protocols are all vulnerable to the tracking, de-synchronization, and impersonation
attacks. The challenge-response trigger, forward rolling trigger and server-less schemes,
however, can resist the replay attack, and DoS is a problem only for the forward rolling
trigger protocol. On the other hand, the proposed method can provide robustness against
tracking, de-synchronization, replay, DoS, and impersonation attacks.

As explained before, the more computationally demanding a protocol is, the less at-
tractive it is for real RFID applications. Therefore, the complexity and computational
demand of the protocol should be considered as an important factor when designing an
RFID communication scheme. The main bottleneck in designing RFID protocols is the
limitation in the computational ability of the tags and not the readers, as the readers can
take advantage of advanced processors. In this study, we only consider the computations
performed by the tags and neglect the computational costs of the reader. Table B com-
pares the computational costs for each of the six RFID schemes, as well as our proposed

protocol. In order to make a fair comparison of the complexity and computational costs,
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we denote the computational cost of each hash function by «, each random generation by
B, each conjugation or concatenation function by A, and each Hamming distance calcu-
lation by 6. No matter which hash function is used, it would be a plausible assumption
that o has the most impact on the total computational costs among «, 5, A and . As an
example, it can be shown that each round of calculating o using the Hummingbird scheme
needs 8 modulo 2'¢ addition, 80 XOR and 80 S-box calculation. As another example, each
round of calculating o using the SQUASH-128 scheme needs one modulo 2'2% — 1 addition.

It should be noted that among all the compared schemes, the proposed protocol is the
only one that takes advantage of the SQUASH-128 method. As a result, it imposes the low-
est computational cost on the tags for hash calculation. In order to have a completely fair
comparison, however, we consider the case where all the discussed protocols are assumed to
have used the SQUASH-128 method. This way, we assume that for each hash calculation,
all the compared protocols have the same computational cost of a. As can be inferred from
Table B3, the standard Gen-2 protocol has the lowest computation demands. Except for
the Gen-2 and Gen-27 schemes, the other protocols need at least three hash computations
and the only scheme that needs an extra circuitry for calculating the Hamming distance
of two binary strings is Gen-2*. Finally, all the protocols except the standard Gen-2 and
the forward rolling trigger need to perform at least one conjugation or concatenation. It
can be inferred from Table B2 that the proposed protocol does not impose a significant
amount of computational costs on the tags. Having an extra simple circuitry (to calculate
a hash function or a Hamming distance) seems to be a plausible and necessary assumption
for increasing the security of communication between the tags and the readers, as discussed
in [@ B, B, @, [, 22, @1). Among the six schemes discussed in Sections B2 to B=Z3 and
the one we proposed in Section B3, only the server-less protocol proposed by Tan et al.

(@ does not depend on the direct access to a central database. Finally, it should be noted
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that except for the new proposed protocol, all the discussed protocols are vulnerable to
tracking, de-synchronization and impersonation attacks.

In the proposed light-weight authentication protocol, we take advantage of the SQUASH-
128 hash function. The main reasons that we choose SQUASH-128 are ease of implemen-
tation (in terms of the number of required gates), suitability for RFID applications and
difficulty of breaking SQUASH-128. However, it should be noted that any other efficient
hash function can be used in the proposed authentication protocol. The use of SQUASH-
128 can also be beneficial to other studied protocols which use hash functions.

We do not claim that the proposed protocol can resist all possible attacks and security
threats, however, it was shown that the proposed protocol improves the security of com-
munication between the readers and the tags in RFID systems, and solves many security

issues of the schemes proposed in [B, @, B, B, [].
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Chapter 4

Probabilistic Tag Estimation Method

4.1 Introduction

An RFID system consists of one (or more) reader(s) and a certain number of tags. The
reader communicates with the tags to retrieved their data. Due to the shared nature
of the communication channel, packet collisions occur when multiple tags simultaneously
transmit their data to the reader. Therefore, an efficient anti-collision protocol is of great
importance to save the bandwidth and energy needed and to reduce the identification delays
in RFID systems. Many anti-collision protocols have been proposed to solve the collision
problem in RFID systems. These protocols can be generalized into two main groups; the
tree-based protocols and the ALOHA-based protocols. The tree-based protocols divide
a set of tags into two subsets in each step until there is only one tag left. In ALOHA-
based protocols, the tags transmit their data at random during the time frames previously
assigned to all tags by the reader. The ALOHA technique has a series of variants such as
pure ALOHA (PA), framed slotted ALOHA (FSA) and dynamic framed slotted ALOHA
(DFSA). Among them, the DFSA technique is the most efficient one since it adjusts the
frame size prior to each query [[M|. For DFSA-based protocols, it has been shown that
the maximum throughput is achieved when the frame size is equal to the number of tags
in the system [B, B3, I, IA]. Therefore, we need to have an accurate tag estimate
method to be able to design more efficient DFSA-based protocols. Estimating the number

of RFID tags (and accordingly the number of objects) in an area of interest is also one
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of the primary tasks in many applications, such as counting the number of conference or
exhibition attendees with RFID badges [B3], verifying the number of products with RFID
labels in cargo shipping at the airport [II3], etc. The problem of estimating the number
of RFID tags can be easily reduced to identifying the IDs of all RFID tags and counting
them. As mentioned before, there are a number of schemes proposed for solving the tag
identification problem and they can be directly borrowed to compute the exact number of
RFID tags when the size of the RFID system is small. Those solutions, however, become
infeasible when the RFID system scales up [[I4].

It is not always necessary to know or count the exact number of tags in an RFID system.
For many application scenarios, knowing the approximate number of tags in the system
is adequate. Moreover, since each tag ID is linked to a specific object or person, it is not
always allowed to use the tag IDs directly for counting the number of tags for security
and privacy reasons. For instance, the attendees of an exhibition may not wish to reveal
which of the service providers they were interested in when visiting the exhibition, or the
attendees of a conference may not like to reveal the name of the sessions they attended
during their visit [[]. Therefore, in many cases we need some alternative approaches to
estimate the number of tags in an area of interest without directly reading all the tag IDs.
In accordance with this need, a set of probabilistic counting schemes have been proposed
to estimate the approximate number of tags in the RFID systems [B, [0, [, B3, T3, [13].

In [B], Chen proposed a novel tag estimation algorithm for the ALOHA-based anticol-
lision protocols. In this approach, the reader estimates the number of remaining tags in
the RFID system after each interrogation based on a posteriori probability and uses this
estimated number to determine the number of required time slots for the next interroga-
tion. This approach can improve the performance of the ALOHA-based RFID anticollision

algorithms. However, there exists an error in the probabilistic modeling of the problem.
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In this chapter, we take advantage of the probabilistic model we developed in Chapter &
and correct the tag estimation method proposed by Chen [B]. Briefly, the contributions of

this chapter are as follows:

e We first show that the probabilistic model proposed in [B] is incorrect. We then

present the correct probabilistic model.

e Our proposed model is validated via simulation. We also compare the simulation
results with the model suggested in [B] and our proposed model. The results from

our probabilistic model closely match with the simulation results.

e The consequences of using the model suggested in [B] are shown and the required

corrections are identified.

The rest of this chapter is organized as follows: Section B2 summarizes the probabilistic
model proposed in [B] and discusses its problem. The correct probabilistic model for the
ALOHA-based RFID systems is presented in Section HEZ3. Some validating simulation
results and the corrections required for the probabilistic model proposed in [B] is provided

in Section B4, followed by the summary in Section E=3.

4.2 Probabilistic Model Proposed by Chen

In this section, we summarize the probabilistic model proposed in [B]. In ALOHA-based
RFID systems, the time frame is divided into time slots. Each tag chooses one of these
time slots randomly and transmits its ID in the reply message. In each time slot, three
events may happen. If only one tag chooses a specific time slot and transmits its ID, then
the transmission is successful. This time slot is called a single time slot. If more than one

tag selects a specific time slot, then a packet collision will occur and the reader will not
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be able to decode the received signal. This is called a collided time slot. Finally, if no
tag chooses a specific time slot, the reader will observe an empty time slot. If the reader
chooses the number of slots in a frame to be much higher than the number of tags, then
the channel capacity is wasted and the reader will observe multiple empty time slots. On
the other hand, if the reader chooses the frame size to be much smaller than the number
of tags, then the chance of collision will increase. It has been proved that for optimal
performance, the number of time slots in a frame is equal to the number of tags in the
system [, @3, [, [T7].

A probabilistic model for ALOHA-based RFID systems was proposed in [B]. In that
model, the reader first selects a predefined number of time slots (128) to be the frame size.
It then transmits a query message. Each tag randomly chooses a time slot and sends its
reply in that time slot. After the first interrogation, the reader estimates the number of tags
n in the system, based on the mazimum a posteriori probability obtained from the number
of empty (E), single (5) and collided (C) time slots. Then, the reader selects the frame
size to be equal to (n — S) and proceeds with the next interrogation. At the end of each
interrogation, the values of n, E, S and C' are being updated. This procedure continues
until all the tags are identified in the system. In each interrogation, the summation of F/|
S and C'is equal to L, which is the total number of time slots in the frame.

In [B], Chen suggested to first calculate the probability of observing E empty, S single
and C collided time slots, P(E, S, C), and then find the 7 which maximizes this probability
for each interrogation. He mentioned that in an RFID system containing n tags, the number

of tags allocated in a time slot is a binomial distribution with n Bernoulli experiments and

1
L

2

as the occupied probability. The probability of finding r tags in a time slot is given by

B(r) - (’:) (%) (1 - %)n C0<r<n. (A1)
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The probability of observing an empty slot, a single slot, and a collided slot can be obtained

respectively as [B]

pf=B®)=<1—%)i (4.2)
Zg:Bﬂ):%<1—%>%i (4.3)

Pe = 1- Pe — Ds- (44)

In the next step, the probability of observing E empty, S single and C' collided time
slots, P(E, S, C), was derived. In [B], the the problem was modeled as a multinomial dis-
tribution with L repeated independent trials (choosing a time slot by a tag), where each
trial can result in an empty, single or collision event. However, these events are not inde-
pendent, that is, the probability of observing E empty time slots affects the probability of
observing S single time slots, and these two probabilities affect the probability of observing
C collisions. Based on the wrong assumption mentioned, P(E,S,C) was calculated in [2]

as

pEs.c)=—2 [(1- )] |~ 117”5
(£:5.C) =Frsici [( _Z) } Z( _Z)
n n—1 ¢
wli—(1-Ly (-1
L L L
After finding P(E, S, C), Chen’s algorithm finds n which maximizes P(E, S, C). That is
n = argmax,, P(F,S,C). This n is considered as the estimation of n, which is the number
of tags remained in the system. The algorithm proposed in [B] is shown in Algorithm .
Although the approach proposed in [B] is rational, the results are inaccurate due to the

mentioned mistake in calculating P(FE, S, C'). Based on the above, a correct probabilistic

107



Chapter 4. Probabilistic Tag Estimation Method

Algorithm 4.1 The anticollision algorithm used in [2]
1: L:=128

2: Initialize E, S and C (C #0)
3: counter := 0

4: while C #0

5:  Interrogate all tags
6: counter := counter +1
7.

8

9

0

update E, S and C
7 = argmax, P(E,S,C)
: L:=n-S8
10: end while

model for ALOHA-based RFID systems is needed. By using the correct model and the
approach proposed in [B], the reader would be able to estimate the number of tags in the
system accurately and assign an appropriate number of time slots in the frame for the next

interrogation.

4.3 Correct Probabilistic Model of the ALOHA
Systems

As explained in Section B3, the formulation proposed in [B] is incorrect because it is
assumed that the events of observing empty, single and collided time slots are independent
from each other. This assumption is not valid and the mentioned events are dependent on
each other. In this section, we take advantage of the probabilistic model we developed in
Chapter B and present the correct derivation of the probability P(E,S,C').

We need to model our system mathematically and find the probability of observing a
specific frame structure (E empty, S single and C collided time slots). We consider a frame
structure which has E empty slots in its first section, S single slots in the second section,
and C' collided slots in the last section, as it is depicted in Fig. BT. In this figure, each
small circle in a time slot represents a single tag which has sent its ID in that time slot.

Therefore, empty time slots are shown without any circle, single time slots are shown with
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o|o| ... [ol©O® ... |&

Figure 4.1: The empty, single and collided sections of a time frame in the analytical model.

one circle, and collided time slots are shown with multiple circles inside them.
In the model, the frame length is equal to L, while n represents the number of remaining
RFID tags in the system. First, the probability of observing E empty slots in the first part

of the frame is considered. This probability is denoted by P;(E) and is equal to

Pl(E):<1_§)n7 0<E<L. (4.6)

In the next step, the probability of observing S single time slots in the second part of
the frame conditioned to observing E empty slots in the previous step is considered. This

probability is denoted by P (S | E)

A58 ()gLSE) (I_LLZZ)(”S)
(Zr()0-9)

(2

0
0<S<min{L— E,n}

S

where (ﬁ)s is the probability that S tags are assigned to the first S slots among the

total remaining (L — E) slots, (1 — %)(n_s) shows the probability that the remaining
(n — S) tags are assigned to the remaining (L — E' — S) slots, and finally the summation

ZiS:O(—l)i (f) (1 — %)S is the probability that the mentioned S tags are assigned to S slots,
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with no basket empty, or in other words, each of the S slots only accommodates one and only
one of the S tags (same as the classical urn model). The summation Zfzo(—l)i (f) (1- é)s

can be simplified as
s

Z(—l)’(f) (1 - %)S = % . (4.8)

=0

Based on the above, P»(S | E) can be written as

B(S | E) — (Z) (%)S(l_%)(nw%
B <Z~) ((L _(5:5)),5n5)) St (4.9)

Now, we need to calculate the probability of observing C' collisions in the last section of

the frame conditioned to observing E empty and S single time slots in the previous steps.

For P3(C' | E, S), it is not that simple to calculate the probability of observing C' collisions

conditioned to E and S directly. Therefore, we define a class of acceptable events which

represents different ways of distributing (n —.5) tags in C' slots such that each slot contains

at least two tags. By defining the number of these acceptable events as g, s(C, 2), we have
_ gn-s(C,2)

P3<G | E: S) - C(n_s) ) (410)

in which C™=5) is the total number of ways that we can assign (n—.S9) tags to the remaining
C' time slots. Now, the main problem is to determine g,_s(C,2). Riordan [E3] suggested
two closed form expressions for g,(m, s) using the classical urn model in which a, m and
s denote the number of balls, the number of urns, and the minimum number of balls in
each urn, respectively. The first closed form expression for g,(m, s) is

a—1

S_1>ga_s(m—1,s), (4.11)

go(m, s) = mga-1(m, s) + m<
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and the second one is

n m a!
ga(m, s) :;(—Dk(k) (s — )F(a — sk + &)!

0 (4.12)

X ga,SkJrk(m — /{, S — 1)

Using Eq. (1) and (ET2), we can find the exact number of acceptable events in Eq.
(E1M) by replacing o with (n — S), m with C' and s with 2 for our problem. The above
recursive equations can be calculated in two different ways. In the first approach, we can
only use Eq. () and combine it with three simple logical constraints, as stated below:
a) if (o #0) and (m = 0), then g,(m,s) =0 ;

b) if (v < ms), then g,(m,s) =0;

c) if (m=1) and (a # 0) and (a > ms), then g,(m,s) = 1.

Using this method, we can start from an initial point and find the exact value for g,(m, s)
recursively. As the second approach, we can simplify Eq. (E132) by replacing s with 2 and

write

o, 2) = S0 () ) i S sl = k1) (413

0
in which

Gaer(m —k, 1) = po(ac — k,m — k) (m — k)@= | (4.14)

and po(a — k,m — k) is the probability that we have (o — k) tags and (m — k) time slots
and all the slots contain at least one tag. From [HH], we have the mathematical expression

for po(a — k,m — k) as

ety = 5 (" F) (12 2T (1.15)

v=0
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By substituting Eq. (ET4) and (E13) into Eq. (ET3), we have

m m—k
ga(m, 2) :Z (—1)0+0) (Z) (m — k>
k=0 v=0 v (4.16)
al
— (a—Fk)
X (a—k)!(m k—wv)
Based on the above, Eq. (E0) can be written as
c C—k
nel e =3 S0 () (1)
h=0 v=0 ! (4.17)
" n—S) (C—k—v)n=5-Hh
(n—8—k)! C(n=9)

Using Eq. (£3), (£9), (E0) and (E18) or (E), we can determine P(FE, S, C), which

is the probability of observing E empty, S single and C' collided slots as

L!

P(E,5,0) = (E! S1Cl

) P\(E) By(S | E) B(C | E,S) . (4.18)

In Eq. (E03), (ﬁ) is the number of ways that the three mentioned sections in Fig. BTl
can be scrambled and mixed with each other and make a random structure of E empty,
S single and C collided time slots. As it can be observed from Eq. (EIR), the probability
P(E,S,C) is a product of three other probabilities which are related to each other. The

correct formula for calculating P(E, S, C) is Eq. (B0R), which is different from Eq. (E3).

4.4 Performance Evaluation

In this section, we show that Eq. (E3) is not confirmed by simulations while Eq. (EI3)
agrees with the simulation results. Based on the new formulation, some of the figures in

[@] need to be changed. These corrections are also provided in this section.
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035 ‘
] — - - Eq. (4.5)
o3l L=10,E=4,5=4,C=2 —&— Eq. (4.18) |
—*— Simulation
il L=10,E=3,8=3,C=4 |

P(E,S,C)
= =
W %]

0.1

0.05

Number of Tags

Figure 4.2: A posteriori probability distributions using Eq. (B33) from [B], Eq. (E3), and
the actual probabilities for a simulated RFID system.

Fig. B2 shows the probability P(FE, S, C') obtained using Eq. (E3) which was proposed
in [@], the correct formula shown in Eq. (EIR), and the actual probability obtained via
simulation. For the simulation, we used MATLAB and obtained the probability P(F, S, C),
using 10,000 iterations. The probabilities are plotted for three cases, (L = 10, £ = 4,
S=4,C=2),(L=10,E=3,5=3,C=4)and (L=10, E=1,5=3,C =6). The
probabilities obtained via simulation are then compared with the probabilities obtained
from Eq. (E3) as well as the probabilities obtained from Eq. (E8). As it can be inferred
from Fig. B2, Eq. (E3) does not match with the results obtained from simulating an RFID
system. The peaks obtained from Eq. (E3) are lower than the simulated system and at

some points, these peaks occur with one unit shift to the right on n axis comparing to the
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simulated system. On the other hand, the probabilities obtained from Eq. (EI8) match
with the simulated system. The peaks of P(E,S,C) happen with the same heights and
without any shift comparing to the simulated system.

We can also conclude that Eq. (E3) is incorrect from Fig. B2 without relying on the
simulated RFID system. If we observe P(FE,S,C) plotted for (L = 10, £ = 4, S = 4,
C' = 2) and obtained from Eq. (E3) at point n = 5, we can notice a positive value which
is logically impossible. This probability should be equal to 0 because it is not possible to
observe £ = 4, S = 4, C' = 2 while we have only n = 5 tags in the system. Logically,
P(E, S, C) should be equal to 0 for values of n less than 8.

As another correction, a table was presented in [B] which showed the estimated number
of tags for an RFID system (TABLE I in [B]). In this table, the number of tags were
estimated based on a posterior: probability scheme for different values of S and C'. We
checked the values obtained from Eq. (EOR) with the values obtained from Eq. (E3).
Although the heights of the peaks for Eq. (EI8) and (E3) are different, the values of n
where the peaks happen are the same in some cases. However, in some other cases, the
values of n where the peaks happen are different for Eq. (EO8) and (E3). The correct

values of estimated n are presented in Table El. The numbers shown in bold red color

Table 4.1: Correct values of the estimated n (number of tags) for the algorithm in [2]
(L = 10)

C
0 1 2 3 4 5 6 7 8 9
2 3 4 5 6 7| 8 9 | 10 | 11
4 5 6 7 8 [ 9 |10 |11 | 12| -
6 7 8 9 (11|12 |13 | 14 | - -

9 |10 |11 |12 |14 [15]16] - | - | -
131416 |17 [19] - | - | - | -
15| 17 |18 |20 |21 - | - | - | - | -
20 (21 [23[25 - | - | - | - | -1|-
26 28 30| - | - | - | -] -1-1-
3538 - | - -1-1-1-1-71-
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(bold gray color in black and white print) are different from those calculated by Chen in [B]
while the numbers in black color are the same for both Eq. (B3) and (EI8) and therefore,

they are the same as the values shown in [B].

4.5 Summary

In this chapter, we showed that the tag estimation proposed by Chen [B] is incorrect.
Using the probabilistic model we developed for ALOHA-based RFID systems in Chap-
ter B, we corrected the probabilistic tag estimation method proposed in [B]. The modified
probabilistic model was verified via simulations and compared with the one proposed in
[@]. Simulation results confirmed that our modified probabilistic tag estimation method
completely matches the results of real ALOHA-based RFID systems.

An ideal ALOHA-based RFID system has been modeled in [B] and modified in this
chapter, however, there exist some other technical aspects that can be targeted for future
works and further contributions. For instance, in our modified probabilistic tag estimation
method and the one proposed in [, it has been assumed that the length of the E, S
and C time slots are all equal in ALOHA-based RFID systems, while the length of these
slots might be different in some specific types of ALOHA-based RFID protocols [E0]. As
another example, it has been assumed that the reader does not make any mistake in
deciding whether a time slot is singly occupied or collided. However, this may not be
always true because of some technical issues. Some of the time slots which are interpreted
as singly occupied can actually be collided slots [IT4, IT8]. Moreover, it has been assumed
that if a tag transmits its data in a single slot, the reader will receive this data for sure.
In other words, the probability of transmission error has been considered to be zero in the
ideal studied model. However, this may not be always true considering the noise and the

interference in wireless channels [[18]. Finally, in the modified probabilistic tag estimation
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method and in [B, it has been assumed that the length of the frame (L) can be any integer
from 1 to 128, however, many protocols have specific constraints on the length of the frame.
For instance, the length of the frame in EPC Class-1 Gen-2 standard should be an integer
of the form L = 29, where @ is an integer value between 0 and 15 [, B]. Finally, the field
nulls effect and its role in losing the power of tags is another technical issue which can be
considered in a non-ideal ALOHA-based RFID system [ITY].

The modified tag estimation method relies on estimating the number of tags that max-
imizes the probability of observing a combination of empty, single and collided slots by
the reader. Although this estimation adds some computational costs to the system, it is
performed in the reader (or database). Therefore, using the proposed method does not

impose any additional computation on the tags.
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Chapter 5

Analytical Modeling and
Performance Analysis of the

EPCglobal Class-1 (Generation-2

Protocol

5.1 Introduction

An RFID reader is able to communicate with a single tag at a time, yet RFID systems
are prone to transmission collisions due to the shared nature of the wireless channel used
by tags. In order to solve the collision problem, the tree-walking and the ALOHA-based
anti-collision protocols have been proposed [P0, B3, b3, B2, B3, BY]. Recently, a framed-
slotted ALOHA-based anti-collision scheme has been standardized by EPCglobal [B]. This
scheme is called the EPC Class-1 Generation-2 (briefly EPC Gen-2) protocol. The EPC
Gen-2 has been accepted as the main standard protocol for inventory checking, supply
chain management and many other applications. Most RFID consumers currently use the
EPC Gen-2 protocol [@]. Although the EPC Gen-2 protocol has been used as the main
standard for supply chain management applications, there are only a few works that have

studied the performance of this protocol from the quantitative point of view [0, B3, [20].
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To address this issue, Wang et al. studied the performance of the EPC Gen-2 protocol
and modeled it as a Markov chain system [M]. This Markov chain interpretation of the
EPC Gen-2 protocol offers a useful way for studying this protocol and helps researchers
to better understand and improve it. Although this Markov chain model is useful in
obtaining a quantitative performance analysis of the EPC Gen-2 protocol, it does not
provide an explicit analytical framework for the EPC Gen-2 protocol. In other words, we
need to run simulations and average the obtained results if we use the model suggested in
(M for studying the behavior of the EPC Gen-2 protocol. Moreover, the accuracy of this
model decreases as the number of tags in the system increases. To solve the accuracy issue,
we modify the model proposed in [[] and propose a new Markov chain model for the EPC
Gen-2 protocol. More importantly, we “formulate” our proposed Markov chain model.
Using our new model and the formulae derived, we are able to directly calculate how many
queries are needed and how many bits are transmitted to identify all tags in a system
that uses the EPC Gen-2 protocol, without needing any simulations. Such a performance
analysis is helpful for RFID system deployment and in designing new algorithms to improve
the tag identification performance. Moreover, this chapter provides an analytical model for
researchers in the field to easily compare their proposed protocols with the standard EPC
Gen-2 protocol. Simulation results confirm that our Markov model accurately represents
the EPC Gen-2 protocol and is more accurate than the model proposed in [@]. The proposed
analytical model outperforms the Markov model in [M] for two reasons. First, the model
proposed in [0 uses an approximation of the EPC Gen-2 protocol while our analytical model
takes advantage of the exact interpretation of the EPC Gen-2 protocol. Second, unlike the
analytical model in [ which relies on simulations, our proposed model uses accurate and
closed form analytical formulae for calculating the expected number of queries and the

expected number of transmitted bits in an RFID system.
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The contributions of this chapter are as follows:

1. We study the EPC Gen-2 protocol and the Markov model proposed for it in [0.
Then we modify this model and propose a more accurate Markov model for the EPC

Gen-2 protocol.

2. The model proposed in [[] does not provide a closed form analytical formulation for
the number of queries and the number of transmitted bits needed to identify all tags
in the system. Instead, it relies on simulations and averaging to do so. To solve
this problem, we formulate our proposed Markov model completely and derive the
accurate analytical formulations for the number of required queries and the number
of transmitted bits in EPC Gen-2 protocol (as a function of the number of tags in

the system).

3. We validate the accuracy of our proposed Markov model and the formulations we
derived using simulations, and compare our Markov model with the one proposed in
(M. Simulation results confirm that our proposed Markov model accurately represents

the EPC Gen-2 protocol and is more accurate than the model proposed in [m].

The rest of the chapter is organized as follows: Section B2 explains the Q-algorithm
and the EPC Gen-2 protocol. Section B33 discusses the state of the art model proposed
by Wang et al. to represent the EPC Gen-2 protocol [M]. In Section B4, we propose a
new analytical model for the EPC Gen-2 protocol based on the absorbing Markov chain
systems and then we formulate this model. Performance evaluation and comparisons are

presented in Section b33 followed by conclusions in Section BA.
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5.2 The Standard Q-algorithm

The EPC Gen-2 protocol provides a standard communication mechanism for transferring
and receiving data between RFID tags and the reader(s). It provides a wireless protocol
including the physical layer and the medium access control (MAC) specifications for passive
UHF RFID tags that operate in the frequency range of 860 MHz to 960 MHz. This
protocol uses the dynamic framed-slotted ALOHA technique to identify the tags, and takes
advantage of an adaptive algorithm called the Q-algorithm to determine the number of time
slots required at each query. In the EPC Gen-2 protocol, the reader starts interrogating
the tags present in its vicinity by sending a query command and a parameter called Q).
Those tags that receive this query randomly choose a slot number (SN) between 0 and
2@ — 1. After this step, any tag whose SN is 0 generates a random 16-bit number called
RN16 and sends it back to the reader. Since each tag randomly chooses a time slot from
the possible 29 slots independently of the others, three scenarios may happen. In the first
scenario, called the idle transmission, no tag selects 0 for its SN and the reader receives no
reply from the tags. In the second scenario, called the single transmission, only one tag
selects 0 for its SN and sends its RIN16 to the reader. The reader receives this RN16 and
informs all the tags that only the tag with this RN16 is allowed to use the wireless channel
and to send its ID to the reader. As a result, this tag successfully sends its ID to the reader
while all other tags remain silent. In the third scenario, called the collided transmission,
more than one tag selects 0 for their SN. As a result, more than one tag sends RN16 to
the reader and therefore collision happens. If collision happens, the transmission fails [3].

As can be inferred from the above, the () parameter plays a significant role in the EPC
Gen-2 protocol. If @ is relatively large and the number of tags is small, the chance of idle
transmission increases. On the other hand, if @) is relatively small while the number of

tags in the system is large, the chance of collided transmission increases. Therefore, the Q
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parameter should be chosen wisely to reduce the chance of idle or collided transmissions.
The EPC Gen-2 protocol uses the adaptive Q-algorithm to change the value of @ (and
therefore the number of available time slots) based on the responses the reader receives
from the tags. Fig. Bl shows how the adaptive Q-algorithm works. Here, () is a parameter
used by the EPC Gen-2 protocol to indicate the number of available time slots to the tags
and @)y, is the floating-point representation of (). There is also another parameter ¢ which
is used to adjust the rate of changing () in the Q-algorithm. The value of ()¢, is initialized
to 4, and ¢ can be selected from 0.1 to 0.5 by the system designer. An integrator typically
uses small values of ¢ when @ is large and large values of ¢ when @ is small [B]. When a
query command is sent to the tags, the value of )¢, is rounded to the nearest integer and
this rounded value is assigned to (). Then, the value of () is sent to the tags along with the
query command. Each tag chooses a random SN according to the value of ) and replies
to the reader. If an idle transmission happens, the Q-algorithm decreases the value of Qy,
by ¢, truncates the new (), to the nearest integer and adjusts the value of ) for the next
query command accordingly. If a single transmission happens, the Q-algorithm does not
change the value of @)y, and uses the previous () for the next query command. However, if
a collision happens, the Q-algorithm increases the value of ()¢, by ¢ and adjusts the new )
accordingly for the next query command. It should be noted that the value of () cannot be
less than 0 or greater than 15. This procedure continues until all the tags in the system are
identified successfully by the reader. Using the above mechanism, the Q-algorithm changes
the number of time slots dynamically and controls the tag identifying process based on the

number of tags in the system and their responses to the reader’s queries.
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Figure 5.1: The adaptive Q-algorithm used by EPC Gen-2 [3].

5.3 The Model Proposed by Wang et al. [I]

In this section, we explain the model proposed by Wang et al. for analysing the performance
of the EPC Gen-2 protocol [M]. The EPC Gen-2 protocol is modeled as a Markov chain
in [I]. We denote this model by the first Markov chain (FMC) model for the EPC Gen-2
protocol. In this model, n shows the current number of unidentified tags in the system,
N stands for the initial number of tags in the system, and @ is the parameter used by
the reader to inform the tags about the number of available time slots as explained in
Section B2. In the FMC model, the pair of ) and n is shown by (@, n) and it is called a
state.

In the FMC model, single transmissions are shown by S. After a single transmission,
the system jumps from state (@), n) to state (Q,n — 1). This is exactly the same as what
happens in the actual Q-algorithm after a single transmission. If the system is in state
(@Q,1) and a single transmission happens, it jumps to state (Q,0) and remains there,
meaning that the query process has finished successfully. However, the story is a little

different for the idle and collided transmissions. If an idle transmission happens, n is not
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changed but ¢, is decreased by c in the actual Q-algorithm. This, on the other hand,
may result in two different events. The () parameter is decreased by 1 if the new @y, is
closer to () — 1 than to (). However, the ) parameter is not changed if @)y, is still closer
to @ than to Q — 1. In other words, the value of () may or may not change after an
idle transmission. On the other hand, there is no @y, parameter in the FMC model and
everything is explained by ) and n. To reflect the effect of changing ()¢, on @), Wang et al.
assume that after an idle transmission, the value of () is decreased by 1 with probability
Pry or it is not changed with probability Pjg, where I shows the idle transmission, 0 shows
that @) is not decreased and 1 indicates that () is decreased by 1. We have the same story
for collided transmissions. Again, a collided transmission may result in increasing the value
of @ by 1 if the new @)y, is closer to @) + 1 than to @, or it may result in the same value of
Q if the new @)y, is closer to () than to @) + 1. However, in the FMC model it is assumed
that after a collided transmission, the value of @) is either increased by 1 with probability
Pcq or it is not changed with probability Pgq [0].

In the FMC model, the probability of single transmission Ps(Q,n) is calculated as

Po(Q.n) = n % (2%) « (1 - QLQ)H (5.1)

and Pro(Q,n) and Pp(Q,n) are calculated as

Pro(Q,n) = Po;1(Q,n) x Pr(Q,n) (5.2)

Pr(Q,n) = Pyr(Q,n) x P(Q,n) (5.3)
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where P;(Q),n) is the probability of idle transmission and it is calculated as below

Pr(Q,n) = (1 - 2%)” (5.4)

As can be seen, the Fy;(Q,n) and Py;(Q,n) probabilities are also needed to calculate
Pro(Q,n) and Pri(Q,n). In order to calculate Py;(Q,n) and Pi;(Q,n), Wang et al. use
the following assumption: “In long run, for each update triggered by an idle transmission,
Q is decremented by 1 with probability ¢ and is not changed with probability (1 — ¢)” [W].

Using this assumption

Pyi(Q,n)=1—c (5.5)

Pyi(Q,n) =c. (5.6)

Similarly, Pog and Pgy are calculated as below

PCO(Q, n) = P0|C(Q, n) X Pc(Q, n) (57)

PCl(Q,n) = P1|C(Q,n) X Pc(Q,n) (58)

where the probability of collided transmission Po(Q,n) is calculated as below

Pe(Q,n) =1— Ps(Q,n) — P1(Q,n). (5.9)

As in the idle scenario, Fyc(@,n) and Py c(Q,n) are needed to calculate Ppo(Q,n) and
Pc1(Q, n). To calculate these probabilities, Wang et al. use the following assumption: “In

long run, for each update triggered by a collided transmission, @) is incremented by 1 with
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probability ¢ and is not changed with probability (1 — ¢)” [M]. Using this assumption

Poc(@Q,n) =1—c (5.10)

Pic(@,n)=c. (5.11)

Details on how Eq. (Bl to (B) are derived can be found in [m].

The FMC model provides a novel way of modeling the EPC Gen-2 protocol. Simulation
results show that this model can predict the behavior of the EPC Gen-2 protocol, and
confirm the usefulness of the FMC model. However, there exist two concerns which can
be noted here and solving these concerns will add to the value and usefulness of the FMC
model. The first concern is the approximation used in this model. In the FMC model, the
EPC Gen-2 protocol is modeled using the () and n parameters but () originally depends
on Qfp, and @y, is not reflected in the FMC model. As a result, the FMC model is always
an approximation of the EPC Gen-2 protocol. The second concern is the mathematical
formulation of the FMC model. While the Markov chain model proposed in [[] can predict
the behavior of the EPC Gen-2 protocol in real RFID systems very well, it does not provide
an explicit mathematical formulation for the number of queries needed to identify all tags
in the system (or similarly the time needed to identify all tags). This model also does not
give an explicit mathematical formulation for the total number of bits transmitted by all
tags in the system. In other words, the FMC model can predict the behavior of the EPC
Gen-2 protocol using simulations, but it does not provide a mathematical formulation to
predict the behavior of the protocol directly. This model depends on simulation results, and
simulations are always time consuming, especially when we want to study a typical RFID

system with thousands of tags. Moreover, we need to increase the number of repetitions
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and averaging to increase the accuracy of the FMC model. We would be able to predict
the behavior of the EPC Gen-2 protocol directly and without needing the time consuming
simulations if we can provide explicit mathematical formulations for the proposed Markov
chain model. Considering the above facts and concerns, we provide a more accurate and

useful analytical model for the EPC Gen-2 protocol.

5.4 The New Analytical Framework

The idea of modeling the EPC Gen-2 protocol as a Markov chain system was first suggested
in [M]. We referred to this model as the first Markov chain (FMC) model for the EPC Gen-2
protocol. In this section, we modify the FMC model and propose a new analytical model
for the EPC Gen-2 protocol. We name our proposed analytical model the second Markov
chain (SMC) model for the EPC Gen-2 protocol. Although we use the same approach
as the one used in [0}, our proposed SMC model has two main differences with the FMC
model. First, the FMC model uses () and n as the two parameters of the Markov chain
system while in our SMC model, )¢, and n play the roles of the two key parameters in
the system as is now discussed. In the EPC Gen-2 protocol, ) originally depends on @y,
but @y, is not reflected in the FMC model [@]. In the FMC model, the () parameter is
always an approximation of the actual ¢) in the Q-algorithm, and the behavior of the FMC
model is always an approximation of the behavior of the EPC Gen-2 protocol. The effects
of this inaccuracy will be shown in more detail in Section BEA. Our proposed SMC model,
on the other hand, uses the @)y, parameter and thus, it can always provide an accurate
representation of the EPC Gen-2 protocol. The second difference is even more important.
The FMC model does not provide any mathematical formulation for the average number of
queries required (or equivalently, the average time needed) to identify all tags in the system

using the EPC Gen-2 protocol. Instead, the FMC model relies on simulations to do so
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Figure 5.2: Our proposed SMC model.

and to predict the behavior of the EPC Gen-2 protocol. We, on the other hand, not only
propose the accurate SMC model for the EPC Gen-2 protocol, but also mathematically
formulate it using the absorbing Markov chain theorem. In other words, we do not need to
simulate the SMC model and average the simulation results to study the behavior of the
EPC Gen-2 protocol. Instead, we can calculate all the required parameters directly using
the mathematical formulation provided.

The proposed SMC model is shown in Fig. B2 as a two dimensional absorbing Markov
chain. In this model, n shows the current number of tags in the system, N stands for the

initial number of tags in the system, @), and c are as defined in Section B2. We also define
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0 as [(1—66) — 1} x N to save space in Fig. B2, Using ()5, and n as the parameters of our
Markov chain, we have [(N + 1) x (12)] states for each EPC Gen-2 RFID system with N
tags. These states are shown by 7; in Fig. 52 where i varies between 1 to [(£2) x (N + 1)].
As can be seen in Fig. B2, n is decreased from left to right, and @), is increased from top
to bottom. The EPC Gen-2 protocol starts from N tags in the system and eventually ends
up to a state with 0 tags. In the actual Q-algorithm, three scenarios of single, idle and
collided transmissions may happen as explained in Section BE2. In Fig. B3, single, idle and
collided transmissions are shown by S, I and C| respectively. After a single transmission,
the system jumps from state (Q s, n) to state (Qr,,n—1). If the system is in state (Qsp, 1)
and a single transmission happens, it jumps to state (Qsp,0) and remains there, meaning
that the query process has finished successfully. These states are called absorbing states.
Our proposed model is an absorbing Markov model because the EPC Gen-2 protocol is
finally absorbed in one of the rightmost states (n = 0). If an idle transmission happens, n
is not changed but @)y, is decreased by ¢, and the system jumps to the corresponding state.
If a collision occurs, n is not changed but @)y, is increased by ¢, and the system jumps to the
state with the same n and the new )s,. Using this model, the EPC Gen-2 protocol cannot
stay in any of the states after a query command. This is exactly what actually happens in
real EPC Gen-2 protocol. This is one of the differences between our proposed SMC model
and the FMC model proposed in [0]. In the FMC model, each state can have two separate
feedback loops corresponding to idle and collided transmissions. Each feedback loop starts
and ends at the same state. In other words, the system may remain in the same state after
an idle or collided transmission in the FMC model. However, in a real RFID system and
in our proposed SMC model, it is not possible that the system remains in the same state

after a query message.
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5.4.1 Expected Number of Required Queries

In order to easily formulate the SMC model, we arrange the order and indices of 7T} states
such that we can divide them into two separate groups, called the transient states and the
absorbing states. In Fig. B2, the first N columns show the transient states, T3 to T< 16) N
and the rightmost column shows the absorbing states, T<%)XN+1 to T(%)X(NH). Using the

SMC model, the probability of a single transmission is calculated as

Po(Q,n) = n x (21@) X <1 _ %)n_l | (5.12)

and the probability of idle and collided transmissions are calculated using Eq. (E13) and

(61a)

P(Q.n) = (1 _ 2%) (5.13)

Po(Q,n) =1— Ps(Q,n) — Pr(Q,n) . (5.14)

Now, we write the transition matrix of the Markov system shown in Fig. B2 as below

R Abs. ~
|
Tr. G i H
P = | L
|
Abs. 0 i I
|
L | _

where P is the transition matrix, p; ; shows the probability of transition from state 7T; to

state T}, G is the matrix of transient states, H is the matrix of the absorbing states, 0 is

16

the zero matrix and I is the identity matrix. Using this notation and assuming that p = <>

and v = (%) x N, the size of P, G, H, 0 and I matrices are (u + v) X (u+v), v X v,
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v X p, X vand p X u, respectively. From the Markov chain theorem, we know that the
probability of the system being in the transient state 7j after z jumps and having started
from the transient state T; is given by g7;, where g7, is the i, jth component of matrix
G”. The following specifications of the G matrix are critical in providing an analytical
framework for the EPC Gen-2 protocol.

Lemma 1: If the number of jumps (transitions) tends to infinity, then lim, ,,, G* = 0.

Proof: From each transient state 7}, it is possible to reach an absorbing state. Let s;
be the minimum number of steps needed to reach an absorbing state starting from 7j. Let
p; be the probability that starting from 7}, the process does not reach an absorbing state
in s; steps. Then, p; < 1. Let s,,,4, be the largest of s; and py,q, be the largest of p;. The
probability of not being absorbed in s,,,, steps is always less than or equal to piaz, in 284
steps is always less than or equal to p?, ., etc. Since ppar < 1, lim, o0 p%,,. = 0. Since the

probability of not being absorbed in n steps is monotone decreasing, lim, .., G = 0.
|

Lemma 2: In the SMC model, (I — G)~! always exists, where I is the corresponding
identity matrix of the same size as G.

Proof: We assume that there exists a matrix 7 that results in (I — G) x v = 0, thus
v = G X 7. By repeating the same procedure, we have v = G* x 7. On the other hand,
we have lim,_,., G* = 0 from the first lemma. Therefore, lim, .o, v = lim, ,, G* x v =0

which is the only obvious solution for (I — G) x v = 0. Thus, (I — G)™! always exists.

Now we can use these two lemmas to formulate our SMC model. Using the second

lemma, we can define a matrix M as below

M=(I1I-G)"'. (5.15)
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We also have
I-GT"=0I-G)x(I+G+G*+G*+..+G"). (5.16)
Multiplying both sides by M, we have

Mx(I-G""H=I-G)*'x(I-G)

xI+G+G*+G*+ ...+ G"). (5.17)
From the first lemma we have lim, ,., G* = 0, so by letting x tend to infinity we have
M=(I+G+G*+G*+..) (5.18)

or equivalently,

mij=go;+ 9+ 905+ (5.19)

Now let T; and T} be two transient states, and «; j(k) be a random variable which equals 1
if the absorbing Markov chain of Fig. B2 reaches state j after exactly k& jumps and starting

from state i, and «; j(k) equals 0 otherwise. According to matrix G we have

Pr(a; (k) =1) = gf’j (5.20)

Pr(a; (k) =0)=1- gf-fj (5.21)

where gfij is the i, jth entry of G*. The expected number of times that the absorbing

Markov chain is in state 7j in the first k steps, given that it starts from state 7} is
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E{a;;(0) + 0, (1) + ;i ;(2) + ... + i j (k) }
= E{o;j(0)} 4+ E{ai (D} + ... + E{ai;(k)}

= gt gt o+t (5.22)
Letting k tend to infinity, we have

E{Oé@j(()) + Oé@j(l) + 0617]‘(2) + }

= 9 ta, e+ (5.23)
Finally from Eq. (E19) and (B223), we have
E{O[i’j(O) + ozi,j(l) + 061'73'(2) + } = my;; (524)

where m; ; is the 7, jth entry of matrix M defined in Eq. (E13). Based on the above, if the
EPC Gen-2 protocol starts from state i, the expected number of times that it visits state j
before all the tags in the system are identified and the EPC Gen-2 protocol is terminated
can be calculated using Eq. (B224). We know that the EPC Gen-2 protocol always starts
with @, equals to 4 [B]. Knowing this fact and using the SMC model shown in Fig. B3,
we can simply conclude that the EPC Gen-2 protocol always starts from state T, (1)xN+1-
Therefore, we can calculate the expected number of queries in the EPC Gen-2 protocol
given the number of tags at the beginning by calculating and adding the number of visits

to each of the transient states. In other words, the expected number of queries in the EPC

Gen-2 protocol is calculated by adding all entries of the (4 x (%) x N + 1)th row in the M
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matrix as below

16 x N

(%
T= 2 Max()avsn)s (5:25)
j=1
where g shows the average number of queries required to identify all of the N tags in the
system.
Using the above formulation, there is no need to run multiple simulations and average
them to obtain the number of required queries as done in [0], instead, we can simply use

Eq. (BE223) and calculate g directly. As we will see in Section B3, the simulation results

perfectly confirm the proposed SMC model and its formulation.

5.4.2 Expected Number of Transmitted Bits

After deriving the analytical formulation for the expected number of queries in the EPC
Gen-2 protocol, we derive the analytical formulation for the aggregate number of bits that
are sent by the tags, before they are successfully identified by the reader. According to (3],
we assume that each idle transmission results in 0 transmitted bits, each single transmission
results in 16 bits for RN16 and 96 bits for the tag serial number (112 bits in total), and
each collided transmission results in only 16 bits for RN16. First, we find the probability
that the EPC Gen-2 protocol starts the interrogation from the transient state 7; and ends
up in the absorbing state 7Tj. This probability is denoted by b; ;. Using the Markov model

shown in Fig. B2 we have
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(5.26)

where h, ; is the probability of jumping from the transient state 7, to the absorbing state

T;, and m;, is calculated using Eq. (B13). Therefore, we can define matrix B as
B=MxH (5.27)

where M is calculated using Eq. (E13) and H is a subset of the transition matrix P which
shows the transition probabilities from the transient states to the absorbing states. In the

EPC Gen-2 protocol, the query process always starts from state T( ax (1) therefore,

XN+1)
we can simply replace i with (4 X (%) x N + 1) in Eq. (B=28).

In order to calculate the expected number of transmitted bits before all the tags are
identified by the reader, we need to calculate the expected number of idle, single and
collided transmissions during the tag identifying process. The aggregation of the expected
number of idle, single and collided queries should equal the expected number of queries,

therefore,

I+S+C=7. (5.28)

In the EPC Gen-2 protocol, the expected number of single transmissions always equals the

initial number of tags in the system. This gives us the second equation needed for deriving
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I, S and C

9!
Il
=

(5.29)

Finally, we always have

44+ (C(i) = 1(1)) x ¢ = Qppli) (5.30)

where [(i) and C(i) are the number of idle and collided transmissions corresponding to

the ith absorbing state. Taking the expected value in Eq. (B530) we have

44+ (C=1)xc=Qy, (5.31)
where pr is calculated as
() x(N+1)
Qpp = Z Qrp(i) ¥ b((%)xN+1),i : (5.32)

i=(18)xN+1

Solving Eq. (B2), (229) and (=) we have

S=N (5.33)

Based on the above, we can calculate I, S and C for each of the 1—66 possible @ ¢,. We know
that the EPC Gen-2 protocol starts from state T( ax(L)xN+1)? and we have calculated the
probability that the EPC Gen-2 protocol ends up in each of the % absorbing states using

Eq. (E28). Therefore, the total expected number of transmitted bits is

TB=112xS+16 x C (5.34)
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where TB shows the expected number of transmitted bits, and S and C are calculated
using Eq. (B233).

The expected number of transmitted bits and the expected number of required queries
can provide us an estimation of the time needed to detect all tags in the system using the
EPC Gen-2 protocol. For example, assuming that each bit of data needs ¢, milliseconds
(on average) to be transmitted by the tag and received by the reader, the average required
time T can be calculated as

T—TB x 1 (5.35)

where T B shows the expected number of transmitted bits calculated from Eq. (E23d). The
same way, assuming that each round of query takes ¢, milliseconds (on average), the average

required time T can be calculated as

el
I
S]]
X
~

. (5.36)

where g represents the expected number of required queries calculated from Eq. (B223).
In order to show the accuracy of our SMC model in calculating the expected number

of required queries and to compare it with the FMC model, we define Dif7 as

Difg = [q — Gsiml (5.37)

where g denotes the expected number of queries calculated using the SMC (or FMC) model
and gs;,, i the number of queries obtained from simulating a real RFID system. We also
define Dif75 as

Dif75 = |TB — T By (5.38)

where T B denotes the expected number of transmitted bits calculated using the SMC (or
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FMC) model and T Bg;,,, is the number of transmitted bits obtained from simulating a real
RFID system. We will use Eq. (B534) and (EZ38) in Section B3 to show the accuracy of the

proposed model and to compare it with the model proposed in [m].

5.4.3 Generalizing the SMC Model for Variable c

So far, we have modeled the EPC Gen-2 protocol based on an invariant ¢ parameter.
However, ¢ might be a variable itself and changes as a function of the ) parameter. The
EPC Gen-2 standard “recommends” using a small value of ¢ when @ is large and a large
value of ¢ when @ is small, however, it does not suggest any criterion (or function) for
changing the value of ¢ based on the value of ) [B]. Fortunately, our proposed SMC model
is a general analytical model for the EPC Gen-2 protocol and does not depend on a fixed or
variable ¢ parameter. In other words, even if ¢ is defined as a function of ), our SMC model
will remain valid and accurate. Here, we explain how the SMC model can be generalized
for RFID systems that use a variable ¢ parameter for their tag identification process.

The Q-algorithm used in our SMC model is exactly the same as the one used by the
EPC Gen-2 protocol during the tag identification process. In other words, for a fixed ¢ in
the EPC Gen-2 protocol we use the same fixed ¢ in our SMC model and for a variable ¢ in
the EPC Gen-2 protocol we use the same variable ¢ in our SMC model. Therefore, using a
variable ¢ parameter which changes over time based on () does not degrade the accuracy of
our proposed analytical model. It should also be noted that the structure of the proposed
absorbing Markov model remains the same even if ¢ changes over time as a function of Q.
Even if ¢ is a function of ), the number of the states in the proposed SMC model is exactly
the same as that shown in Fig. B3 for a fixed c¢. The size of the G, H, I, 0 and P matrices
are also the same as that we calculated for an invariant ¢. Even the Ps(Q,n), P;(Q,n)

and Po(Q,n) probabilities calculated using Eq. (B132), (E3) and (B04) are the same for
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RFID systems which operate based on a variable ¢. The horizontal jumps (when a single
tag ID is read successfully by the reader) are the same for both RFID systems with fixed
and variable ¢ as well. The only difference between the SMC model for RFID systems with
a fixed ¢ and the SMC model for RFID systems that assume c is a function of () is in their
vertical jumps. If ¢ is fixed during the tag identification process, vertical jumps can be from
one state to another state only “one” row below (collided transmission) or “one” row above
(idle transmission), while in the SMC model with a variable ¢, vertical jumps can be from
one state to another state “few” rows below (collided transmission) or “few” rows above
(idle transmission) depending on the function or criterion which changes ¢ according to Q.
The general form of the SMC model considering ¢ as a function of @) is shown in Fig. B33.
It should be noted that not all the vertical dotted arrows started from or ended in a state
in Fig. b23 are used in the SMC model. Only one of the vertical dotted arrows started from
(or ended in) a state happens with probability 1 if collision (or idle transmission) happens
and the rest happen with probability 0. In other words, among all vertical arrows ended
in (or started from) a state, the probability of one and only one of them is 1 and the rest
of the jumps do not happen. To answer which vertical jump happens with probability 1
and which vertical jump happens with probability 0, we need to know ¢ as a function of
Q. If we assume that c is fixed, then the arrow started from one state can only end up
at the state just one row below (above) it if collision (idle transmission) happens. This is
exactly the same as Fig. BA. If ¢ changes over time based on the values of @), then the
arrow started from one state ends up at a state a few rows below (above) the starting state
if collision (idle transmission) happens. Based on the above, the only difference between
the SMC model for a fixed ¢ parameter and the SMC model for a variable ¢ parameter is
in their G matrices, but the Markov model and Eq. (B2) to (B38) remain exactly the

same for both models. Therefore, knowing ¢ as a function of (), we can simply calculate
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Figure 5.3: Generalized form of the SMC model for variable c.

the G matrix and the rest would be the same as that shown in sections BEZ21 and 2.

In Section B3, we use our proposed SMC model for an RFID system which uses the

function shown in Eq. (BE239) for changing ¢ based on @,

0.1, @>8
o= (5.39)
05 Q<8

and compare the average number of queries and the average number of transmitted bits

obtained from simulating the real RFID system with the expected number of queries and

139



Chapter 5. Analytical Modeling and Performance Analysis of EPC Class-1 Gen-2 Protocol

700

—e— Qur proposed SMC model

= = =Wang’s FMC model ,
600 - , B

— Simulated RFID system

500

400

300

200

100

0 | | | | | | | | |
0 20 40 60 80 100 120 140 160 180 200

n

Figure 5.4: The expected number of required queries § for detecting all the tags vs. the
number of tags in the system (¢ = 0.2).

the expected number of transmitted bits calculated using our proposed SMC model.

5.5 Performance Evaluation

This section presents the results of the simulation experiments we performed to evaluate the
performance of our proposed SMC model. We also present the performance comparisons
between the SMC model and the FMC model proposed by Wang et al. [0]. All simulations
are performed in the MATLAB environment.

We simulated an RFID system which works based on the EPC Gen-2 protocol. We

initialized ¢ to 0.2, varied n (the number of tags in the system) between 2 and 200, and
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Figure 5.5: Difference between the g calculated using the FMC and SMC models and the
¢sim Obtained from the simulated RFID system (¢ = 0.2).

repeated the procedure 500 times for each n to see how many queries and how many trans-
mitted bits are required (on average) to detect all tags in the system using the simulated
EPC Gen-2 protocol. In the next step, we calculated the expected number of queries using
Eq. (B223), and the FMC model [@]. Fig. B3 shows the expected number of queries versus
the number of tags for the simulated RFID system, our proposed SMC model and the FMC
model. As can be inferred from Fig. B4, the proposed SMC model estimates the number of
required queries accurately and the plot obtained from Eq. (B223) almost overlaps with the
plot obtained from simulating a real RFID system. The FMC model, on the other hand,
can imitate the behavior of the RFID system, but the accuracy of this model decreases as

the number of tags in the system increases.
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Figure 5.6: The expected number of transmitted bits TB needed for detecting all tags vs.
the number of tags in the system (¢ = 0.2).

In Fig. B4, the two plots corresponding to our SMC model and the simulated RFID
system are very close to each other so the difference between them cannot be observed
easily. In Fig. B3, we used the Dif; defined in Eq. (B533) to better compare our proposed
SMC model with the FMC model proposed in [M]. This figure shows the difference between
the values estimated using our SMC model and the values obtained from the simulated
RFID system, and compares it with the difference between the values obtained from the
FMC model and the simulated RFID system. This figure confirms the accuracy of our
proposed analytical model. It should be noted that the values calculated using Eq. (B23)
are even more accurate than the values obtained from the simulated RFID system, and if

we increase the number of iterations in the simulated RFID system, the solid blue line will
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Figure 5.7: Difference between the TB calculated using the FMC and SMC models and
the T'Bg;,, obtained from the simulated RFID system (¢ = 0.2).

remain on the n-axis for all values of n.

After showing the accuracy of the proposed SMC model in calculating the expected
number of required queries g, the accuracy of the proposed SMC model in calculating the
expected number of transmitted bits TB is shown in Fig. BA. In this figure, the expected
number of transmitted bits is calculated using the SMC model, the simulated RFID system
and the FMC model [M@]. Again, it can be inferred from the figure that the proposed SMC
model calculates the total expected number of transmitted bits more accurately compared
to the FMC model. In order to better show the accuracy of the proposed SMC model, the
differences between the estimated 75 and the number of transmitted bits obtained from
simulations are shown in Fig. b7 for both the SMC model and the FMC model. As can be

inferred from this figure, the accuracy of the FMC model degrades as the number of tags
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in the system increases and it may even have up to 500 bits of error in an RFID system
with 200 tags, while the proposed SMC model remains accurate for any number of tags in
the system. It should be noted that repeating the simulations and increasing the number
of iterations will result in a solid blue line which is indistinguishable from the n-axis for all
values of n. In other words, if we increase the number of iterations, the results obtained
from the simulated RFID system would completely match the results obtained from our
SMC model.

In our simulations, the only parameter that may change from one RFID system to the
other is c. In order to see the effects of changing ¢ on the accuracy of our SMC model and
the FMC model, we repeated the simulations for ¢ = 0.4. Fig. B8 shows the value of §
versus n for the new c¢. As before, the accuracy of the model proposed in [0] decreases as
the number of tags in the system increases. However, Fig. B9 shows that the difference
between the g obtained from the FMC model and the simulated system (error) decreases
a little as the value of ¢ increases. This happens because by increasing the value of ¢, the
rate of changing () increases in the Q-algorithm and the system becomes less dependent
on Qsp. Thus, the FMC model becomes a better approximation of the real EPC Gen-2
protocol as the value of ¢ increases.

Fig. B0 compares the performance of the proposed SMC model with the FMC model
in terms of how accurately they calculate TB when ¢ equals 0.4. Fig. B0 shows the
differences between TB and T B obtained from the simulated RFID system for both the
proposed SMC model and the FMC model. Again, it can be inferred from these two figures
that the proposed analytical model can calculate the expected number of transmitted bits
more accurately compared to the FMC model. However, the performance of the FMC
model improves as the value of ¢ increases. This happens because by increasing the value

of ¢, the rate of changing () increases in the Q-algorithm and the system becomes less
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Figure 5.8: The expected number of required queries § for detecting all the tags vs. the
number of tags in the system (¢ = 0.4).

dependent on @Q)f,. However, it should be noted that our proposed SMC model always
outperforms the FMC model, even for large values of ¢, as it is not an approximation of
the EPC Gen-2 protocol.

We showed the accuracy of the proposed SMC model in estimating the expected number
of queries and the expected number of transmitted bits when ¢ does not change over time
(¢ = 0.2 and ¢ = 0.4). However, as mentioned in Section B43, the ¢ parameter may not
be a fixed value and it can change over time according to (). For instance, the EPC Gen-2
standard recommends using large values of ¢ when (@) is small and small values of ¢ when @

is large [B]. If ¢ changes as a function of @), we can simply use the model shown in Fig. B3

and repeat the same procedure as the one explained in Sections B2 and B4 to calculate

the expected number of queries and the expected number of transmitted bits. We used our
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Figure 5.9: Difference between the g calculated using the FMC and SMC models and the
¢sim Obtained from the simulated RFID system (¢ = 0.4).

proposed SMC model for estimating g and 7B in an RFID system which uses Eq. (E39)
for changing ¢ during the tag identification procedure, and compared the estimated g and
TB with the results obtained from simulating a real RFID system. Fig. EI2 shows the
accuracy of the proposed SMC model in estimating the expected number of queries and
Fig. b3 shows the accuracy of the proposed method in estimating the expected number
of transmitted bits. As can be inferred from Fig. BT2 and Fig. B3, the proposed SMC
model accurately estimates § and T'B even if ¢ is a function of () and changes during the

tag identification process.
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Figure 5.10: The expected number of transmitted bits 7B needed for detecting all the tags
vs. the number of tags in the system (¢ = 0.4).

5.6 Summary

In this chapter, we studied the standard EPC Gen-2 protocol and its tag identifying pro-
cedure which employs the Q-algorithm. Then, the FMC model proposed by Wang et al.
was discussed [@]. We showed that the FMC model can be improved by changing the pa-
rameters of the model. Moreover, the FMC model proposed in [d] provides a novel method
of studying the EPC Gen-2 protocol but it relies on extensive simulations to calculate the
number of queries and the number of transmitted bits accurately.

We modeled the EPC Gen-2 protocol as an absorbing Markov chain and named it
the SMC model. Using the SMC model and the analytical formulation we developed, we

derived the closed form mathematical expressions for the expected number of required
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Figure 5.11: Difference between the TB calculated using the FMC and SMC models and
the T By, obtained from the simulated RFID system (¢ = 0.4).

queries and the expected number of transmitted bits as a function of the number of tags in
the system. These formulae enable us to calculate the number of queries and the number of
transmitted bits needed to identify all tags in the system accurately and without the need
of any simulation. Knowing how long each query takes on average, we can also calculate
the average time needed to successfully identify all tags in the system. Using the proposed
SMC model, we can also predict the values of the ()¢, and ) parameters in the Q-algorithm
when the EPC Gen-2 protocol completes the tag identification procedure for any given c
and N. Simulation results confirm that our proposed SMC model completely matches the
EPC Gen-2 protocol and outperforms the model proposed in [M]. The FMC model, uses

an approximation of the EPC Gen-2 protocol and its accuracy decreases as the number
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Figure 5.12: The expected number of required queries g for detecting all the tags vs. the
number of tags in the system with the variable ¢ shown by Eq. (B239).

of tags in the system increases. Our proposed SMC model, on the other hand, is not an
approximation of the EPC Gen-2 protocol and the values obtained from the mathematical
expressions we derived are accurate, regardless of the number of tags in the system or any
other parameter. Moreover, the FMC model has been designed for RFID systems which
use a fixed ¢ during the tag identification process. Our proposed SMC model, on the other
hand, can accurately estimate the expected number of queries and the expected number
of transmitted bits even if ¢ is not fixed during the tag identification process and changes
over time as a function of Q.

In this work, the proposed SMC model was used to formulate the EPC Gen-2 protocol
and to calculate the expected number of queries and the expected number of transmit-

ted bits. This analytical model, however, can be used for many other purposes such as
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Figure 5.13: The expected number of transmitted bits 7B needed for detecting all the tags
vs. the number of tags in the system with the variable ¢ shown by Eq. (B339).

estimating the number of tags in an environment or improving the performance of RFID

systems.
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Chapter 6

Performance Analysis of RFID
Protocols: CDMA vs. the Standard
EPC Gen-2

6.1 Introduction

An RFID reader is able to communicate with a single tag at a time, yet RFID systems are
prone to transmission collisions due to the shared nature of the wireless channel used by
tags. To solve the collision problem, the tree-walking and the ALOHA-based anti-collision
protocols have been proposed [P0, B3, b3, B2, B3, BY, B3]. Recently, a framed-slotted
ALOHA-based anti-collision scheme was standardized by EPCglobal [B]. This scheme is
called the EPC Gen-2 protocol and allows each tag to randomly select a time slot and
transmit its ID. This protocol has been accepted as the main standard for the inventory
checking and supply chain management applications [0, E3].

Recently, it has been suggested by many researchers to replace the dynamic framed
slotted ALOHA mechanism used by the standard EPC Gen-2 protocol with the CDMA
technique to make the reader able to read more tag IDs at each query and to expedite
the tag identification procedure. For instance, Mazurek suggested to use the DS-CDMA

technique for active RFID tags [BG], and implemented a simple RFID system in which the

151



Chapter 6. Performance Analysis of RFID Protocols: CDMA vs. EPC Gen-2

tags use the DS-CDMA technique for transmission and the reader employs a non-coherent
detector with successive interference cancellation [B0]. Mutti and Floerkemeier suggested to
replace current ALOHA-based RFID systems with CDMA-based RFID systems to prevent
wasting the bandwidth during the singulation process. They focussed on the choice of the
code sets that can be used and the appropriate detector for a CDMA-based RFID system.
They also proposed a method for estimating the number of tags in the range of such a
spread spectrum RFID system [Ell]. Demeechai and Siwamogsatham proposed a new tag
identification protocol by modifying the standard EPC Gen-2 scheme and taking advantage
of the CDMA technique in their proposed model [E2]. Maina et al. studied typical store
and warehouse environments under worst-case scenarios and recommended to employ the
CDMA technique for the tag identification purpose [E3]. There are few other studies
that suggested the use of the CDMA technique instead of the current ALOHA-based tag
identification technique employed in the standard EPC Gen-2 protocol [B4, B3, 63, B4].
Although it has been advised by many researchers to take advantage of the CDMA
technique and to design the new RFID protocols based on it, no analytical proof has been
put forward for this idea so far. We know that the time needed to identify all tags in the
system and the required bandwidth play an important role in commercial and industrial
RFID systems. Therefore, we need to know whether and how the use of the CDMA
technique instead of the current ALOHA-based tag identification technique would affect
the time needed to identify all the tags and the bandwidth of the system. In other words,
we need to know the pros and cons of using the CDMA technique for the tag identification
purpose and to have a fair analytical comparison of the CDMA-based scheme with the
standard EPC Gen-2 protocol before switching to the new system. In order to do that,
we model the CDMA-based tag identification scheme as an absorbing Markov chain and

derive the accurate analytical formulae for the expected number of queries and the total
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transmitted data needed to identify all tags in the system. A similar analytical model was
developed for the EPC Gen-2 protocol in Chapter B. Using the Markov model proposed for
the CDMA-based tag identification scheme and the Markov model developed for the EPC
Gen-2 protocol in Chapter B, we compare these two techniques in terms of the expected
number of queries and the total amount of transmitted data required to identify all tags in
an RFID system. Such a performance analysis is helpful for RFID system deployment and
in designing new algorithms for improving the tag identification performance. Moreover,
this chapter provides an analytical model for researchers in the field to easily compare
their proposed protocols with the CDMA-based schemes as well as the standard EPC
Gen-2 protocol.

The contributions of this chapter are as follows:

1. We study the CDMA-based tag identification scheme and model it as an absorbing

Markov chain system.

2. Using this model, we derive the analytical formulae for the expected number of queries
(7) and the total transmitted data (7'D) needed to identify all tags in the system

using the CDMA technique.

3. We compare the performance of the EPC Gen-2 protocol and the CDMA-based
tag identification schemes and show that the EPC Gen-2 protocol outperforms the

CDMA-based scheme in terms of the total transmitted data (TD).

The rest of this chapter is organized as follows: In Section B2, we propose an absorbing
Markov model for the CDMA-based tag identification schemes. We derive the analytical
formulae for the expected number of queries and the total transmitted data required to
identify all tags in the CDMA-based RFID systems. In Section B33, we compare the

performance of the CDMA-based tag identification schemes and the standard EPC Gen-2
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tag identification protocol in terms of the total number of required queries and the total

transmitted data. The conclusion and further discussions are presented in Section G4.

6.2 CDMA-based Tag Identification

As discussed earlier, the CDMA technique has been widely suggested for the RFID systems
recently. In traditional spread-spectrum (SS) systems such as CDMA systems, each user
encodes its data using a spreading code which is orthogonal (or as close to orthogonal
as possible) to the spreading codes of other users. This allows the successful decoding of
data sent by two or more users simultaneously [El]. Using this idea, it has been suggested
that several spreading codes are stored in each tag in an RFID system. Each spreading
code consists of a predefined number of rectangular pulses, called the chips. Therefore, the
lengths of a spreading code is defined by the number of its chips. Each tag randomly selects
one of these codes to spread (encode) its ID, and then sends its coded ID to the reader.
This technique has been shown in Fig. . Using the CDMA technique, multiple tags
can be read simultaneously in each frame and thus the number of collisions is reduced.
Although using the CDMA technique can reduce the number of collisions and increase
the number of identified tags at each query, the assumption that it speeds-up the whole
tag identification procedure may not necessarily be true and should be investigated more

carefully.

6.2.1 Tag Identification Procedure

In order to use the CDMA technique, each bit of the tag ID should be first spread by
the user specific code and then transmitted to the reader. This means that the length of
the coded tag ID becomes longer after being encoded by the tag’s spreading code. As an

example, if the tags use spreading codes of length [ in a CDMA-based RFID system, each
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bit of the binary tag ID would be represented by a sequence of [ binary chips. As a result,
two different scenarios may happen. In the first scenario, the transmission rate should
be increased to compensate for the increase in the number of chips (data) that should be
transmitted for each tag ID. In the second scenario, the tag simply transmits all the chips
of the spread tag ID one by one with the same transmission rate as the one recommended
by the EPC Gen-2 standard. In other words, the transmission rate does not change in the
second scenario. The first scenario does not seem to be a good option since the frequency
band and the transmission rate in RFID systems have been standardized and most of the
current RFID systems have been designed and operate based on the EPC Gen-2 standard.
Moreover, changing the transmission rate would require significant changes in the hardware
architecture of the RFID tags. In the second scenario, on the other hand, we do not need
to significantly change the hardware architecture of RFID tags and the old system can
still be used. The only modifications required are adding a cheap and small memory to
each tag to store the spreading codes, and to update the readers in a way that they read
a longer sequence of binary data and decode the tag IDs from the CDMA sequence.

As an example, in Fig. B it has been assumed that a tag whose ID is 01 needs to
send its ID to the reader in a CDMA-based RFID system, and it randomly selects the
1010 spreading code. Therefore, the spread data that should be transmitted to the reader
is 01011010. In the second scenario, the transmission rate of the tag is not changed for
using the CDMA technique, so the time needed to transmit an information bit is the same
as the time needed to transmit a chip. Therefore, assuming that the transmission rate of
the tag is 1 bit per second and using the second scenario, it takes 8 seconds for the tag to
transmit all the 8 chips to the reader. The received data (chips) is then multiplied by the
spreading code in the reader and the 01 (ID) is detected.

Although the amount of transmitted data increases using the CDMA technique (both
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Figure 6.1: The CDMA technique, the bit and the chip concepts we used for RFID systems.

the first and the second scenarios), the number of collisions decreases for sure and more
tag IDs are identified at each round of query compared to the ALOHA-based technique
used by the EPC Gen-2 protocol. In other words, using the CDMA technique results in
fewer queries but at each query more data should be transmitted by the tags. Therefore,
we need to find (calculate) the expected number of queries and the total transmitted data
for both the standard ALOHA-based and the CDMA-based tag identification protocols to

be able to have a fair comparison between them.

6.2.2 Proposed Absorbing Markov Chain Model

As in the case of the EPC Gen-2 protocol in Chapter B, we model the CDMA-based tag
identification technique as an absorbing Markov chain. This model is shown in Fig. B2.
For an RFID system with n tags, the proposed model has n + 1 states starting at state n
on the left and ending at state 0. The number assigned to each state shows the number
of tags in the system that have not been identified yet. We assume that d codes of length
[ are also used by the tags to encode their IDs. Using the CDMA technique, each tag

chooses one of the d codes stored in its memory at random, encodes its ID and transmits
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Pa-10

Figure 6.2: Our Proposed Markov chain model for the CDMA system.

the result to the reader. In the reader, all d codes are examined one by one to decode
the information sent by the replying tags. In this tag identification technique, a tag is
forced to be silent after it has been successfully identified by the reader. Using the above
assumptions, two scenarios may happen. First, the tag chooses a spreading code which
is not used by any other tag. As a result, the reader successfully decodes the ID sent by
this tag. In the second scenario, two or more tags choose the same spreading code. As
a result, a collision happens and the reader cannot read the information sent by the tags
and identify their IDs.

In order to formulate the proposed Markov model, first we need to calculate the proba-
bility of jumping from state y to state z. In this model, p, . means there were y tags in the
system, and after being queried by the reader, y — z tags were identified successfully while
z tags remained unidentified in the system. In other words, y — z spreading codes (out of
the total d codes) were only chosen by y — z separate tags, so the transmission of these y— z

tags was successful while the other d —y+ 2z spreading codes were chosen by more than one
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tag. We can consider this problem as putting n balls (tags) in d baskets (spreading codes)
and calculating the probability of having y — z baskets occupied by one and only one tag.
This is a well-known problem in the classical urn model and the probability is provided
in [@3]. Assuming that C baskets were chosen by more than one ball, E baskets were not

chosen by any ball and S baskets were chosen by S balls (one ball in each basket), we have

d=E+S+C. (6.1)

First, the probability of having E empty baskets is derived. This probability is denoted

by Pi(F,n,d) and is equal to

E n
Pl(E,n,d):(l—E) ., 0<FE<d. (6.2)

In the next step, the probability of having S baskets each occupied by one ball only,

conditional on having E empty baskets in the previous step is derived. This probability is

denoted by P (S ,n , d| E)

. (;—n"(f) (1 - %>S> | (6.3)

where (d_iE)S is the probability that S balls are assigned to the first S baskets in the

total remaining (d — E) baskets, (1 — &)(n_s) is the probability that the remaining

(n — S) balls are assigned to the remaining (d — E — S) baskets, and the summation

Zfzo(—l)i(f) (1 — %)S is the probability that the mentioned S balls are assigned to S

baskets, with no basket remains empty (in other words, each of the S baskets only accom-
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modates one and only one of the S balls). The summation Zfzo(—l)i(f) (1- %)S can be

i(—l)@'(f) (1- g) S (6.4

=0

simplified as

Based on the above, P»(S ,n, d| E) can be written as

n S \°

By(S.n, d E) = (S> <m)
S\ s
x(1- -2 2
(-77%)

_ (g) <(d —(5_—5))2”_5)) 3l (6.5)

Now, we need to calculate the probability of observing C' baskets with more than one

ball in each of them conditional on having E empty and S singly occupied baskets. For
Py(C ,n, d| E,S), it is not easy to calculate the probability of observing C' conditional on
E and S directly. Therefore, we define a class of acceptable events that represents different
ways of distributing (n — ) balls in C' baskets such that each basket contains at least two
balls. We define the number of these acceptable events as r,,_g(C,2). We have

7”“,5(0, 2)

P3(Ovn7 d|E7S):Wa

(6.6)

in which C=9) is the total number of ways by which we can assign (n — ) balls to the
remaining C' baskets. Now, the main problem is to determine r,,_g(C,2). Riordan [EG]
suggested two closed form expressions for r3(d, A) using the classical urn model in which
5, 0 and A denote the number of balls, the number of baskets, and the minimum number
of balls in each basket, respectively. The first closed form expression for 75(J, \) is

ra(0,\) = r_1 (5, A) + 5@ - Drﬁ_m —1,\), (6.7)
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and the second one is

ra(0,A) = ;(_”k (k) (O — D)8 — M+ k)|

0

(6.8)
X Tﬁ—)\k+k(5 — k, A— 1)

Using Eq. (B50) and (B3), we can find the exact number of acceptable events in Eq. (E8)
by replacing 8 with (n —.5), § with C' and A with 2 for our problem. The above recursive
equations can be calculated in two different ways. In the first approach, we can only use
Eq. (B22) and combine it with three simple logical constraints, as stated below:

a) if (8 #0) and (6 = 0), then rz(6,\) =0 ;

b) if (8 < 0A), then rz(6,\) =0 ;

c)if (0 =1) and (8 # 0) and (8 > 6)), then r3(5,\) = 1.

Using this method, we can start from an initial point and find the exact value for rg(d, A)

recursively. As the second approach, we can simplify Eq. (B3) by replacing A with 2 and

write
i L8\ B
ra(6,2) = %(—1) (k> T (6.9)
in which
ro_u(6 — k,1) =po(B—k,0 — k) (6 — k)P, (6.10)

and po(8 — k,d — k) is the probability that we have (5 — k) balls and (6 — k) baskets and
all the baskets contain at least one ball. From [HH], we have the mathematical expression

for po(B — k,0 — k) as

po(B— k.6 — k) = H(—l)” (‘S - k) (1 - k)(“). (6.11)
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By substituting Eq. (B10) and (E) into (B9), we get

5 ok
(02 =) > (=) (Z) (6 - k)
T ’ (6.12)
k (B—k)
Gk
Based on the above, Eq. (B8) can be written as
c C—k
Py(C ,n, dl E,S) :Z (—1)@+) (i) (C’ — k)
k=0 v=0 v (613)
X n—=S)" (C—k—v)n=95Hk
(n—S—k) )

Using Eq. (B32), (B3), (B8) and (B12) or (B), we can determine P(E,S,C,n,d) as

d!

P(E,S,C,n,d) = <—E! ENe

) P (E) Py(S ,n,d|l E)
(6.14)

x Py(C',n, d| E,S) .

In Eq. (B33@), (%) is the number of ways by which the empty and singly occupied
baskets and the ones containing more than one ball can be scrambled and mixed with each
other and make a random structure of £/, S and C' baskets.

After deriving the analytical expression for P(E, S, C,n,d), we use it to calculate the
Dy,- Probabilities needed to complete the Markov model shown in Fig. BE2. Using this
Markov model and the technique we used for the EPC Gen-2 protocol in Chapter B, we
derive the accurate closed form expressions for the expected number of queries and the

total transmitted data in the CDMA-based RFID systems.
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6.2.3 Expected Number of Required Queries

As done in Chapter B Section b2, we arrange the order and indices of the states so
that they can be divided into two separate groups, the transient states and the absorbing
states. In Fig. B3, the first N circles (shown by NV to 1) are the transient states, and the
rightmost circle (shown by 0) is the absorbing state. Now, the transition matrix of the

Markov system in Fig. B2 can be written as below

Tr. Abs.
_ , -

|

Tr. G i H

P = | L

|

Abs. 0 i I
|

where P is the transition matrix, p; ; denotes the probability of transition from state 7 to
state 7, G is the matrix of transient states, H is the matrix of the absorbing states, 0 is
the zero matrix and I is the identity matrix. From the Markov chain theorem, we know
that the probability of the system being in the transient state j after x jumps and having
started from the transient state ¢ is given by g7;, where gf; is the ¢, jth component of
matrix G*. The following specifications of the G matrix given by Lemma I and Lemma 2
are critical in deriving the analytical expressions for the expected number of queries and
the total transmitted data.

Lemma 1: If the number of jumps (transitions) tends to infinity, then lim, ., G* = 0.

Lemma 2: In the proposed Markov model, (I — G)~! always exists, where I is the
corresponding identity matrix of the same size as G.

The proofs of the above two lemmas are exactly the same as Chapter B. We use these

two lemmas to derive a closed form expression for the expected number of queries and the
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total transmitted data. Using the second lemma, we define a matrix M as
M=(1I-G)*'. (6.15)
We also have
I-G"'=I1-G)x(I+G+G*+G*+...+G") . (6.16)
Multiplying Eq. (E03@) by M, we get
Mx(I-G"™=I-G)'xI-G)xI+G+G*+G*+..+G"). (6.17)
From the first lemma we have lim, ,., G* = 0, so by letting = tend to infinity we get
M=(I+G+G*+G’+..) (6.18)

or equivalently,

mij = gz('],j + gil,j + 91‘2,]' +o (6.19)

Now let ¢ and j be two transient states, and o ;j(k) be a random variable which equals 1 if
the absorbing Markov chain of Fig. B2 reaches state j after exactly k jumps and starting

from state 4, and «; ;(k) equals 0 otherwise. According to matrix G we have

Pr(o;;(k) =1) =g}, (6.20)

Pr(o (k) =0)=1-gF, (6.21)
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where gf’j is the i, jth entry of G*. The expected number of times that the absorbing

Markov chain is in state j in the first £ steps, given that it starts at state 7 is

E{Oéi’j(O) + Oé@j(l) + Oéz"j(Z) + ...+ Oé@j(k?)}
= E{ai(0); + E{ai (1)} + ... + E{ai;(k)}

= g9ttt (6.22)
Letting k tend to infinity, we get

E{ai,j(o) + Oéihj(l) + ozm-(Q) + }

= gt ai+... (6.23)
Finally from Eq. (B09) and (E23), we have
E{am-(O) + Oéi,j(l) + O{Z'J'(Q) + } =Mmy; (624)

where m; ; is the 4, jth entry of matrix M defined in Eq. (E13). Based on the above, if a
CDMA-based tag identification protocol starts from state i, the expected number of times
that it visits state j before all the tags in the system are identified can be calculated from
Eq. (B24). We know that the CDMA-based protocol always starts from state N (i = N).
Knowing this fact and using the Markov model shown in Fig. B2, we can simply conclude
that the expected number of queries in the CDMA-based protocol is calculated by adding

all entries of the Nth row of the M matrix, i.e.,

N
q=>_mn, (6.25)
j=1
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where ¢ is the average number of queries required to identify all of the N tags in the
system. Using the above formulation, there is no need to run multiple simulations and
average them to obtain the number of queries needed to identify all tags in the system,

instead, we can simply use Eq. (B223) and calculate g directly.

6.2.4 Expected Number of Transmitted Chips

After deriving the closed form expression of the expected number of queries, we need to
derive the closed form expression of the aggregate number of chips that are sent by the
tags, before they are successfully identified by the reader. According to [B], we assume that
each tag ID is 96 bits long. Assuming that each tag selects a spreading code of length [ out
of the total d codes at random, the total number of transmitted chips in the CDMA-based

system is
TC =qx1x96 (6.26)

where TC shows the total expected number of transmitted chips, § is the expected number

of queries calculated from Eq. (E229), and [ is the length of spreading codes used by tags.

6.3 Performance Comparison

This section presents the results of the simulation experiments we carried to evaluate the
performance of the CDMA-based tag identification schemes and to compare it with the
standard EPC Gen-2 protocol. To compare these schemes, we use the Markov model
proposed for the EPC Gen-2 protocol in Chapter B as well as the one we developed in
this chapter for the CDMA-based tag identification procedure. Using these analytical

models, we calculate the expected number of queries required to identify all the tags in
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Figure 6.3: The expected number of required queries g for detecting all tags vs. the
number of tags in the system for both the EPC protocol (¢ = 0.2) and the CDMA-based
tag identification scheme (I = 16,31, 64).

the system for both the EPC Gen-2 and the CDMA schemes. We also use these analytical
models to calculate and compare the total number of bits transmitted using the EPC
Gen-2 protocol and the total number of chips transmitted using the CDMA-based tag
identification scheme. All simulations have been performed in the MATLAB environment.

We first consider an RFID system which operates based on the EPC Gen-2 protocol.
We initialize ¢ to 0.2, vary n (the number of tags in the system) between 0 and 200, and
calculate the number of queries needed to identify all tags in the RFID system. Then, we
consider a CDMA-based RFID system and calculate the number of queries required when
it uses spreading codes of length 16, 31 and 64 chips, respectively. Performance comparison
of the two systems (in terms of the expected number of queries) is shown in Fig. B3. As

expected, the CDMA-based scheme outperforms the EPC Gen-2 protocol in terms of the
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Figure 6.4: The total transmitted data T'D for detecting all tags vs. the number of tags
in the system for both the EPC protocol (¢ = 0.2) and the CDMA-based tag identification
scheme (T'Dgpc =TB, TDepya =TC, and | = 16, 31,64).

number of required queries. It is obvious that the more spreading codes the tags can choose
from, the less chance there is for collisions and therefore, fewer queries are needed.
Although the expected number of required queries in the CDMA-based tag identifica-
tion schemes is fewer compared to the EPC Gen-2 protocol, it does not necessarily mean
that the CDMA schemes can identify the tags more efficiently. As mentioned in Section G,
the total transmitted data is another factor (and probably the more important one) to judge
the efficiency of the CDMA-based scheme and the EPC Gen-2 protocol. Assuming that
each chip (bit) needs ¢ seconds to be transmitted, the total time needed to identify all tags
in the system is t x TD. Therefore, it is a plausible assumption that the total time needed

to identify all tags in the system is a function (multiple) of the T'D calculated in Chapter B
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and Chapter B. It should be noted that for the EPC Gen-2 protocol, TDgpc = TB and
it is calculated using Eq. (E234), and for the CDMA systems, TDepaa = 1TC and it is
calculated using Eq. (B228). Fig. B4 shows the total transmitted data for the EPC Gen-2
protocol and the CDMA-based tag identification technique, assuming that the parameter
c is set to 0.2 [B] and the CDMA scheme uses the spreading codes of length 16, 31 and
64. Interestingly, it can be observed from the figure that the standard EPC Gen-2 pro-
tocol outperforms the CDMA-based scheme in terms of the total transmitted data (and
equivalently the total time needed to identify all tags). In other words, for all values of n,
the EPC Gen-2 protocol detects all tags in the system using fewer number of transmitted
bits compared to the number of transmitted chips in the CDMA-based tag identification
scheme.

As explained in [B], the value of ¢ in the EPC Gen-2 protocol can be chosen from 0.1 to
0.5 by the designer based on the system requirements and the applications. Therefore, we
set the value of ¢ to 0.4 and repeated the above procedure again. The results are shown
in Fig. B3 and 6B3. The expected number of queries is shown in Fig. B3 for both the
EPC Gen-2 protocol and the CDMA-based tag identification scheme. As expected, the
CDMA scheme needs fewer queries to identify all the tags in the system. It is obvious
that the more spreading codes the tags have to choose from, the fewer is the number of
collisions and therefore, the fewer queries are needed. However, Fig. B8 reveals that the
EPC Gen-2 protocol still outperforms the CDMA-based tag identification scheme in terms

of the transmitted data needed to identify all tags in the system.

6.4 Summary

In this chapter, we studied the CDMA-based tag identification protocol and modeled it

as an absorbing Markov chain. Then, we formulated the model and derived the closed
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Figure 6.5: The total transmitted data T'D for detecting all tags vs. the number of tags
in the system for both the EPC protocol (¢ = 0.4) and the CDMA-based tag identification
scheme (I = 16, 31,64).

form analytical expressions for the expected number of queries and the total transmitted
data needed to identify all tags in the system. We also used the absorbing Markov model
proposed in Chapter B for the EPC Gen-2 protocol. Using these two analytical models,
the CDMA-based tag identification procedure was compared with the standard EPC Gen-2
protocol in terms of the total expected number of queries and the total transmitted data
required to identify all tags in the RFID systems.

It was shown that the expected number of queries decreases if the CDMA technique
is used for the tag identification purpose instead of the EPC Gen-2 protocol. This is
because the number of collisions decreases when the CDMA technique is used. It is obvious
that the more spreading codes used by the tags, the less chance for collisions and the

fewer the expected number of queries. However, the story is different for the amount
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Figure 6.6: The total transmitted data TD for detecting all tags vs. the number of tags
in the system for both the EPC protocol (¢ = 0.4) and the CDMA-based tag identification
scheme (TDEPC’ = TB, TDCDMA = TC, and [ = 16, 31, 64)

of data that should be transmitted, and for the time needed to identify all tags in the
system. Our study revealed that the EPC Gen-2 protocol outperforms the CDMA-based
tag identification scheme in terms of the total transmitted data (and of course the total time
needed) to identify all the tags in the RFID systems. Reducing the total transmitted data
(and consequently reducing the required tag identification time) was the main idea behind
proposing the CDMA technique for RFID applications. However, this study revealed
that the CDMA technique cannot beat the EPC Gen-2 protocol in terms of the total
transmitted data and the required time. Therefore, changing the current standard protocol
and modifying the hardware architecture of the current passive RFID tags (to make them
capable of performing CDMA transmission) may not be a better solution. It should be

noted that we did not design our analytical model based on the first or second CDMA
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scenarios mentioned in Section BZZ1. Therefore, the proposed analytical model and the
performance evaluation results are valid for both the first and second scenarios.

It should also be noted that in the proposed analytical model, it was assumed that we
have complete synchronization between the reader and all the tags. This means that all the
tags transmit their IDs concurrently and in complete synchronization with the reader. It
was also assumed that the spreading codes used by the tags are orthogonal codes (like Walsh
codes) with zero cross-correlation [, 2. In reality, however, complete synchronization
is a hard condition to achieve. Therefore, it has been suggested to use PN sequences like
Gold and Kasami codes instead of orthogonal codes [El]. PN codes have better cross-
correlation specifications compared to orthogonal codes, and therefore, can better tolerate
poor synchronization situations. However, more queries would be needed if PN codes are
used instead of the orthogonal codes, due to the autocorrelation characteristics of the PN
codes. In other words, we modeled and formulated the CDMA-based tag identification
scheme under ideal conditions (assuming complete synchronization and using orthogonal
codes). The expected number of queries and the total transmitted data would increase if
any of the two mentioned conditions is not satisfied. Fig. B3 to Fig. B3 show the best
possible (the ideal) performance of the CDMA-based tag identification system. This work
can be extended by considering the synchronization problem and the autocorrelation issue
of the PN codes in our Markov model as a future work.

In this chapter, the proposed Markov model was used to formulate the CDMA-based
tag identification scheme and to calculate the expected number of queries and the total
transmitted data. This analytical model, however, can be used for many other purposes
such as estimating the number of tags in an area of interest or for improving the perfor-

mance of RFID systems.
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Chapter 7

Conclusions and Future Work

In this chapter, we conclude the thesis by summarizing our results and highlighting the

contributions of this dissertation. We also suggest several topics for further research.

7.1 Research Contributions

The four analytical models we developed for RFID systems are the most important contri-
butions of this thesis. We developed an analytical model for RFID systems that operate
based on the binary tree walking technique. We also developed an analytical model for
RFID systems that operate based on the ALOHA technique. To the best of our knowledge,
the probabilistic analysis of the binary tree walking-based and ALOHA-based RFID sys-
tems has been accomplished in this thesis for the first time. In this thesis, we modeled the
tag identification process of the EPC Class-1 Gen-2 UHF standard as an absorbing Markov
chain, and developed an accurate analytical model for it. The tag identification process
used by the EPC Class-1 Gen-2 UHF standard is exactly the same as the one used by
the EPC Class-1 HF standard. Therefore, the analytical model we developed for the EPC
Class-1 Gen-2 UHF standard can be directly applied to the EPC Class-1 HF standard.
Prior to our Markov model, there was only one other analytical model for the EPC Class-1
Gen-2 standard [@]. We also modeled the CDMA-based RFID systems as an absorbing
Markov chain, and developed an accurate analytical model for these systems. To the best

of our knowledge, the use of a Markov model for the CDMA tag identification technique
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has been proposed in this thesis for the first time. The four analytical models developed
in this thesis can be used in multiple areas and for different purposes, as explained in
Chapter 0.

In this thesis, we considered two challenging areas in RFID systems. First, we studied
the security and privacy of RFID systems in Chapters B and B, and proposed several
solutions to improve the security and privacy of RFID systems. In the second step, we
focused on the efficiency of the tag singulation schemes in RFID systems. We performed
analytical modeling and performance analysis of the tag singulation schemes in Chapters @,

B and B. Below is the detailed list of our contributions in each chapter.

e In Chapter B, we first studied the blocking attack in RFID systems that operate
based on the binary tree walking tag singulation mechanism, and developed an an-
alytical model for this attack against the binary tree walking-based RFID systems.
Using the analytical model developed, we proposed a probabilistic blocker tag detec-
tion algorithm (P-BTD) to detect the presence of an attacker in this type of RFID
systems. Then, we focused on RFID systems that operate based on the ALOHA tag
singulation mechanism, and developed an analytical model for the blocking attack
against the ALOHA-based RFID systems. Using this analytical model, we proposed
a probabilistic blocker tag detection algorithm (P-BTD) to detect the presence of an
attacker in this type of RFID systems. Simulation results revealed that the proposed
P-BTD algorithms expedite the blocker detection process in both the binary tree
walking and ALOHA-based RFID systems.

e In Chapter B, we investigated the security and privacy issues of the standard EPC
Gen-2 protocol, and studied the use of light-weight cryptography for increasing the
security and privacy in RFID systems. We performed the security analysis of several

light-weight RFID protocols recently proposed for RFID applications, and showed
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their vulnerabilities. Using this security analysis, we proposed a new light-weight
authentication protocol which improves the level of security and privacy in RFID
systems. In designing the new light-weight protocol, the hardware limitation of

passive RFID tags was taken into consideration.

In Chapter B, we used the analytical model we derived in Chapter B to develop a
probabilistic tag estimation scheme. First, it was shown that the tag estimation
method proposed in [B] is incorrect. Then, using the probabilistic model derived
in Chapter B, we modified the model in [B] and proposed a new probabilistic tag
estimation scheme for ALOHA-based RFID systems. In the proposed scheme, the
reader estimates the number of RFID tags in the system after each interrogation
based on a posterior: probability and uses this estimated number to determine the

number of required time slots for the next interrogation.

In Chapter B, we studied the tag singulation mechanism in the EPC Gen-2 protocol
and modeled it as an absorbing Markov chain. We formulated the proposed model
and derived the expected number of queries required by the EPC Gen-2 protocol
to identify all RFID tags in the system. We also derived the expected number of
transmitted bits for the EPC Gen-2 protocol. These formulae allow us to provide a
measure of the speed of the EPC Gen-2 protocol in identifying all tags in the system

and the amount of data that should be transferred during this process.

In Chapter B, we focused on the tag singulation process in CDMA-based RFID
systems. We modeled the CDMA-based RFID systems as an absorbing Markov
chain, and derived the closed form analytical expression for the average number of
queries required and the total transmitted data needed to identify all tags in the

CDMA-based RFID systems. Taking advantage of the Markov model proposed in

174



Chapter 7. Conclusions and Future Work

Chapter B for the CDMA-based RFID systems and the one we developed for the
EPC Gen-2 protocol in Chapter B, the two tag singulation schemes were compared.
It was shown that the EPC Gen-2 protocol outperforms the CDMA-based scheme in
terms of the total transmitted data and the average time needed to identify all tags

in the system.

7.2 Suggestions for Future Work

In the following, we consider several interesting possibilities for extension of the current

work.

1. Finding an Analytical Model for the Probability of Error in the Proposed
P-BTD Algorithms. In Chapter B, we determined the probability of error for
binary tree walking and ALOHA-based P-BTD algorithms using simulations. How-
ever, a better way is to use an analytical model to find the closed form expression
of the probability of error. This is not a straightforward task, but it is a worthwhile
study as it will enable us to perform the sensitivity analysis and determine the effect
of using inaccurate values of N, F' and p on the final performance of the proposed
P-BTD algorithms. Moreover, the performance of the proposed P-BTD algorithms

can be improved by modifying the decision criterion we used in Fig. EZ3 and Fig. 2.

2. Extending the P-BTD Algorithm for the EPC Gen-2 Protocol. We de-
veloped two P-BTD algorithms for detecting the presence of blocker tags in RFID
systems that operate based on the binary tree walking or ALOHA mechanisms. How-
ever, it seems that the tag singulation mechanism proposed by the EPC Gen-2 pro-
tocol is dominating the binary tree walking and the ALOHA mechanisms in recent

years. On the other hand and to the best of our knowledge, no solution has been
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proposed so far for detecting the presence of blocker tags in RFID systems which
use the EPC Gen-2 protocol. We have developed an absorbing Markov model for
the EPC Gen-2 protocol in Chapter B. This absorbing Markov model can be used
along with the probabilistic blocker tag detection approach we used in Chapter B to
provide a P-BTD algorithm for RFID systems that operate based on the EPC Gen-2

protocol.

. Reducing the Security Issues of RFID-based e-Passports. In 2006, the US
Department of State started embedding RFID chips in US passports to increase their
security. Some European countries such as Germany and the Netherlands as well as
some Asian countries like Malaysia also started issuing RFID embedded e-passports
[E4]. Starting on July 1, 2013, all newly issued Canadian passports will be e-Passports
[C]. Although using the e-passports can make it harder for unauthorized persons to
forge them and expedite the check-in process at airports, it can add serious threats
and put the security, personal information and even the life of an e-passport holder
into great risks [, 24, Z3]. The security of RFID-based e-passports has been a great

concern for many countries and this is considered as an open problem today.

. Improving the Q-Algorithm Using Probabilistic Tag Estimation. In Chap-
ter @, we introduced a new probabilistic method to estimate the number of tags in
ALOHA-based RFID systems. We also developed an analytical model for the Q-
algorithm and the tag singulation process of the EPC Gen-2 protocol in Chapter B.
These two techniques can be combined to provide a more efficient tag singulation
process for RFID systems. In the traditional Q-algorithm used by the EPC Gen-
2 protocol, the values of @), are changed heuristically based on the responses the
reader had received from the tags during its previous query. We can design a more

advanced Q-algorithm which uses a probabilistic tag estimation method (similar to
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the one proposed in Chapter @) to first estimate the number of tags in the system
and then change the value of @y, for the next query accordingly. This technique
adds some computational costs to the system, however, these computational costs
are added to the reader only, and not to the tags. In return, the tag singulation

efficiency will increase using the advanced Q-algorithm.

. Synchronization and Orthogonality Issues in CDMA-based RFID Sys-
tems. In the analytical model proposed for CDMA-based RFID systems in Chap-
ter B, it was assumed that we have complete synchronization between the reader
and all the tags. This means that all the tags transmit their chips concurrently
and in complete synchronization with the reader. It was also assumed that the
spreading codes used by the tags are orthogonal codes (like Walsh codes) with zero
cross-correlation [2, T20). In reality, however, complete synchronization is a hard
condition to achieve. Therefore, it has been suggested to use PN sequences like Gold
and Kasami codes instead of orthogonal codes [E]. PN codes have better cross-
correlation specifications compared to orthogonal codes, and therefore, can better
tolerate poor synchronization situations. However, the autocorrelation of the PN
codes is not as good as the orthogonal codes, therefore, more queries would be needed
if PN codes are used instead of the orthogonal codes. We modeled and formulated the
CDMA-based tag identification scheme under ideal conditions (assuming complete
synchronization and using orthogonal codes). The expected number of queries and
the total transmitted data would increase for sure if any of the two mentioned condi-
tions is not satisfied. This work can be extended by considering the synchronization

problem and the autocorrelation issue of the PN codes in our Markov model.
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