MAIDS for VoIP: A Mobile Agents-based
Intrusion Detection System for Voice over
Internet Protocol
by
Christian Chita

DEC, College de Maisonneuve, 1999
B.Sc., The University of British Columbia, 2004

A THESIS SUBMITTED IN PARTIAL FULFILLMENT OF
THE REQUIREMENTS FOR THE DEGREE OF
MASTER OF SCIENCE

in
The Faculty of Graduate Studies
(Computer Science)
THE UNIVERSITY OF BRITISH COLUMBIA
(Vancouver)
May 2008
© Christian Chita, 2008

Abstract
Compared to traditional (PSTN) voice networks, a Voice over Interne
t Protocol
network is a convergence of a signaling network and a data networ
k using Internet
Protocol (IP). The use of shared media by VoIP systems opens the
door to some
uncertainty as to the source of a call. While in the traditional voice networ
ks one has to
tap into a specific circuit to eavesdrop, in an IP network any equipment
connected to the
target LAN can identify, store and playback the VoIP packets that travers
e that LAN.
Unlike traditional voice networks which have only “dumb” end nodes
(i.e. simple
telephone receivers), VoIP must, by its very nature, deploy intelligent
end point devices
such as computers andlor IP phones, which are connected to open public
networks. An
unprotected, unauthenticated IP network makes VoIP susceptible to hostile
use, such as
call hijacking, connection tear down, denial of service, or sending computer viruses
over
the network.
In this thesis, we perform a series of attacks against a commercial VoIP
application, and prove that they succeed with nothing more than a couple of identit
y
tokens captured from the network traffic as prerequisites. We then leverage the mobile
agent-based framework introduced by APHIDS to design an Intrusion Detection System
implementing a gradual attack-response procedure, destined to inform and protect the
End-Users of the Application Under Test when specific, internet telephony attacks do
occur, and ultimately to block the capability of the attack perpetrator to induce further
damage.
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Chapter 1

1. Introduction
The widespread access to the World Wide Web, combined with the growin
g need
for better, less expensive, and less hardware requiring interpersonal comm
unication has
given Voice over Internet Protocol a very strong momentum in recent years.
With the
—

advent of voice communication over the internet however, one must ask:
are we opening
the door to the known internet threats into the Voice over Internet Protoc
ol world? Or
will Voice over Internet Protocol (VoIP) become the target of unique, specifi
c attacks?
Will both scenarios become true? None?
This thesis describes a series of VoIP-specific attacks, as exhibited via
a
Commercial Off The Shelf (COTS) VoIP application deployed in a laboratory contro
lled
environment, and a mobile-agent based Intrusion Detection System (IDS) design
ed to
warn and protect legit Users of the COTS VoIP application when an intrusion is detecte
d,
as well as to identify, and ultimately deny access to intruders perpetrating specific, VoIP
attacks against the COTS VoIP application.

—I—

1.1. Motivation
This section will describe the motivation behind our thesis work, by presenting
points arguing in favor of the need for internet security in general, and VoIP security in
particular.
Over the last decade, the computing experience has changed for both business and
private users, mainly due to the advent of powerful, yet affordable computing machines.
In addition, a significant amount of data has migrated from shelved hard copies to the
World Wide Web (WWW), engendering a frenzy of Internet activity all over the world.
Moreover, interpersonal communication equally migrated in a significant proportion over
the WWW. As a consequence, always on, high speed internet connections have become
common in the western world households, and a plethora of service providers has
flourished to answer the new, Internet-related needs of the population. One such need is
Internet Telephony. Unfortunately, it is an emerging technology and has a number of
technological and evolutionary issues. The technological issues are mainly because the
Internet was not designed for real time traffic such as voice and video. However, the
benefits of using IP as a generic platform for both data and real time applications are
compelling enough to encourage resolution of these issues.
In VoIP networks, the vulnerability issues become more prominent. Compared to
traditional voice networks, a Voice over Internet Protocol network is a convergence of a
signaling network and a data network using Internet Protocol (IP). The use of shared
media by VoIP systems opens the door to some uncertainty as to the source of a call.
While in the traditional voice networks one has to tap into a specific circuit to eavesdrop,
in an IP network any equipment connected to the target LAN can identify, store and
playback the VoIP packets that traverse that LAN. An unprotected, unauthenticated IP
network makes VoIP susceptible to hostile use, such as prank calls, sending computer
viruses or flooding the network. Finally, unlike traditional voice networks which have
only “dumb” end nodes (i.e. simple telephone receivers), VoIP must, by its very nature,
deploy intelligent end point devices such as computers and/or IP phones, which are
connected to open public networks. The public, always-on exposure of the latter devices
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will affect the security of the LAN they belong to, by undoubtedly increas
ing the number
of vulnerabilities that LAN will be exposed to.
The following examples illustrate the effect of certain vulnerabilitie
s on VoIP
services.

1. The eavesdropping may cause decreased quality of service, as VoIP
must
obey strict real-time packet-delivery requirements. We infer that repeate
d
dropping of random payload amounts during audio connections or
voice
conferences will induce personal or enterprise customers to find alterna
tive
solutions to VoIP. In addition, the VoIP carrier will also reduce its revenu
e,
thus

negatively

impacting

further

development

of the

technology.
Furthermore, an attacker can sniff the packets to monitor or record
a
conversation, and thus gain access to confidential information.
2. The theft ofservice mostly happens when an attacker steals the user name and
password of a legal user. The attacker could perform the theft either by doing
a replay action at an IP phone, or by data-mining the cache when he gains
access to a legal user’s browser at the end of his/her call. Since there are no
unified standards for VoIP protocol security, vendors have implemented the
different protocols according to “in house” knowledge of the current threats.
As a case in point, certain vulnerabilities could happen at the terminals during
the call setup procedure. For example, during the SIP “register” requests,
although authentication will be required in some cases, there are a number of
ways to extract the username and password from a Pingtel Sip-based IP
phone [1]. Moreover, a malicious party will be able to extract the registration
information or call information during the IP phone boot-up or call placing
operations.
3. The (distributed) denial of service can cause the server or router (media
gateway controller, media gateway, or soft switch) to shutdown the service.
Since encrypted packets may bypass the firewall or intrusion detection
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systems, the malicious message may reach the destination port and
cause the
break down of the service.

We argue that security vulnerabilities lead to loss of confidentiality, integri
ty, or
availability of the information resources, and consequently, affect wide
deployment of
VoTP technology.
In this thesis, we attempt to provide a solution to some of the problems prone
to
plague the expansion of VoIP usage. Namely, we propose a Mobile
Agent Based
Intrusion Detection System which we design to inhabit a specifi
c commercial
implementation of the VoIP technology, and destined to protect its Users
from specific
intrusions. We expose the nature and extent of the attacks the VoIP Applic
ation Under
Test (AUT) is prone to by performing such attacks in a controlled,
laboratory
environment, and showing that they succeed. We then deploy our IDS with the
declared
intent of protecting the VoIP application’s Users from these intrusions, and demon
strate
the increased level of protection our system offers without interfering with the inhabi
ted
application, nor hindering its usage by the legit parties.

-4-

1.2. Thesis Contributions
The main contributions materialized in this thesis are as follows:
1. Successful performance of specific internet telephony attacks
against a
commercial VoIP application.
2. Successful implementation and deployment of a mobile agent-b
ased IDS
destined to monitor the VoIP commercial application under test.
3. Design of a heuristic algorithm implementing a gradual attackresponse
procedure, destined to inform and protect the Users of the AUT
when
specific, internet telephony attacks do occur, and ultimately to block
the
capability of the attack perpetrator to induce further attacks.
4. A prototype implementation’ of our mobile agent-based IDS for
VoIP
solution, which we name MAIDS for VoIP (A Mobile Agent-based Intrusi
on
Detection System for Voice over Internet Protocol).

‘The prototype was successfully presented at Industry Canada’s Ottawa headquarters during a University
Demo Day organized May 10, 2005

-5-

1.3. Thesis Outline
This thesis is structured as follows:
Chapter 2 is dedicated to the presentation of our work’s backgr
ound. In particular,
we detail the Intrusion Detection technology, its metaphors,
and advantages and
disadvantages. Then, we proceed to introduce the VoIP techno
logy, its two main
protocols, and underline its increased potential for malicious intrusi
on. Last, we introduce
the Mobile Agent technology, its concepts, as well as advantages and
disadvantages.
In Chapter 3, we briefly present the Components off the Shelf used
in our project;
namely, the VoIP component, the mobile agent platform, and the firewa
ll component.
Chapter 4 represents the core of our thesis; it is the chapter where we presen
t and
detail our MAIDS for VoIP system. In particular, in Section 4.1 we presen
t the genesis of
our project, and we follow in Section 4.2 with its mission statement. Next,
in Section 4.3,
we outline the vulnerabilities the JUT is prone to, as exposed by us under
controlled
laboratory conditions. We proceed next by explaining our system’s algorithm
and state
machine in Section 4.4, we detail its implementation in Section 4.5, and we
present an
experimental evaluation in Section 4.6. We close, in Section 4.7, by outlining MAID
S for
VoIP’s computational cost.
Finally, Chapter 5 presents the conclusion of our work, whereas Chapter 6 closes
with our proposed future work.
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Chapter 2

2. Background
2.1. Intrusion Detection Systems
An Intrusion Detection System (IDS) is a software (or combination
of software
and hardware) product designed to automate the monitoring of events
occurring either on
a specific computer system, or on a network of such systems. Ultima
tely, its goal is to
detect malicious actions performed on a computer system, or several networ
ked systems.
Two aspects of an IDS’s functionality are important to mention: first,
is that an IDS is
designed to (at least) detect actions that are not flagged by a regular firewa
ll. Second, is
that IDS ‘s have branching topology insertion points: some are designed
to use network
traffic as input; thus, they are predicated upon the notion of computer networ
ks. Others
are designed to act locally at a specific host, regardless of whether the host in questio
n is
part of a corporate network or not. Yet others evolved as a hybrid of the two
former
approaches. Overlapping these three categories, IDS’s operate according to an anoma
ly
or a misuse detection operating metaphor.
Since our main contribution is in the form of an IDS for a VoIP application, we
would dedicate this section to introducing and detailing the various IDS technologies,
presenting both their advantages and drawbacks, and extracting their most empowering
features.

2.1.1. Timeline
It is agreed in several forums ([2], [3]) that the first document establishing the
importance of monitoring system logs, the gaps in auditing created by access to data by
individuals with elevated privileges, the relevance of security audit trails, and ultimately
the birth of Intrusion Detection System was James Anderson’s 1980 paper [4], which was
actually a study he wrote while under contract for a governmental organization. Among
the most important contributions made in this paper, we enumerate: the formal definition
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of threats, types of users and of hostile penetrations, and the structure
of a surveillance
system. Then, a classification of attacker types, and the background
work and theoretical
foundations of actually implementing an IDS on the system he was hired
to monitor.
Just three short years later, SRI
2 International designed an IDES (Intrusion
Detection Expert System), utilizing statistical anomaly detecti
on and a rule-based
signature analysis procedure [5]. It was perfected (by the same organization)
in the 1 990s
to become NIDES (Next-Generation IDES). As a major novelty we note
the concept of
intelligent user profiles: the system not only utilizes user profiles, but also
manages them
in a way allowing the system to learn new, or modified behaviors of a
legit user of the
inhabited system.
Further theoretical groundwork in the modern evolution of IDS ‘s was publish
ed
in 1987 by Dorothy Denning [6]. In her paper, the author presents the
theoretical model
of a real-time intrusion detection expert system; once implemented, the
system is
completely independent of the operating system platform, types of vulner
abilities the
monitored system is prone to, or whether the intruder is an external attacker or an
insider.
As such, the model becomes a framework for intelligent IDS’s, and its main strengths
are
the leveraging of known user behavior in a mathematical model to infer intrusions.
We conclude this subsection by highlighting pioneering work in the area of
network-based IDS ‘s: the work by Heberlein et al [7]: it is the first system to use network
traffic as audit source. In their paper, the authors present the formal underpinnings of
various network attacks, and use security audits to implement a historical data, user
profile-based IDS. The system uses a hierarchical model in the data analysis process: we
note a packet, a thread, and a connection layer(s), whose goal is to gradually combine the
low level captured traffic into abstracted-out logical streams. At the end of the processing
chain, a specific security state of the monitoring system emerges. Last, we note that the
prototype IDS developed by the authors was successful in detecting a significant number
of network attacks, when compared to the rate of success of sole system administrator
3
monito
.
ring

2

The initials stand for Stanford Research Institute, but the organization formally separated from Stanford
University in 1970, and adopted the current name in 1977
The observation was made while the system was monitoring UC Davis’s network.
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2.1.2. IDS Operating Metaphor
We can easily view the theoretical foundation of the intrusi
on detection (as
applied to computer systems) as a specific instance of the signal
detection problem. The
overall problem is exposed in various published works on Statist
ics [8], [9], and the
interested reader is encouraged to browse these references for a
detailed analysis of this
topic. As to its application in the Engineering field, the reader is
referred to the various
academic papers published on this topic; we provide two for referen
ce: [10], [11]. For the
purpose of this thesis, we will refer to the particular application of
detecting signal from
noise. An outline of its gist is as follows:
•

Let the null hypothesis H
0

be that the signal of interes
4t is absent from the

data to be analyzed
•

Let the alternative hypothesis H
1 be that the signal of 5
interest is present in the
data to be analyzed

•

A hypothesis test is developed, over the entire data space, to infer which
hypothesis stands

•

If H
0 is erroneously rejected, then a type I error occurs [12]. In ll)S terms,
this would be a false alarm: the system raises an alarm when in fact, there
were no signs of intrusion in the analyzed data.

•

If Ho is erroneously deemed to stand, then a type II error occurs [12]. In IDS
terms, we arrive at the false dismissal situation: the system does not raise an
alarm, when in fact, the signs of intrusion were present in the analyzed data.

Thus, as McHugh et al explain [13], if a given IDS focuses on the presence or
absence of the signal in the data, then it is classified as misuse-based. Conversely, if an
IDS focuses on the analysis of the noise (rather than the signal), then it is classified as
anomaly based. And we can easily infer that a hybrid operating metaphor is also possible.

i.e. a sign of intrusion
Ibid.
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2.1.3. los Sensing Metaphor
McHugh et a! also distinguish IDS ‘s based on the phenomenology
that they sense:
• network-based systems analyze network packets. Usually “listening”
on a
network segment, this type of device is designed to protect several
hosts.
•

host-based systems analyze information available at an individual
host.
Carefully inspecting specific audit data, this type of system is
designed to
protect a single host (typically a critical system such as a web server,
etc).

In this space as well, we can infer that some IDS’s can be
designed to function
based on a hybrid approach.

2.1.4. Network Based Intrusion Detection Systems
A Network IDS (NIDS) predicates its actions on the concept of network.
That is,
its data collection sensors are placed at various points along the physical
links between
the hosts (or network segments) of the monitored system. Its main components
are a
series of sensors (or hosts), which are to be placed at key points within the monitored
network. Different configurations thus result, but the main advantage remains
the ability
of the sensors to become ubiquitous, yet “stealth”-like when it comes to being detected.
By monitoring (mainly) incoming traffic, a basic NIDS is able to detect major
attacks such as denial of services (DOS), port scans, buffer overflow and various probing
attacks. In its more sophisticated incarnations, NIDS ‘s are geared towards detecting shell
code payloads

segments of machine code whose execution will result in granting an
attacker administrative access to a target host. In the following table, we briefly outline
the advantages and disadvantages of this type of IDS [14]:
—

-
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.

NIDS Advantages
Highly adaptable to cross- .
platform environments
Little impact on monitored •
network
Easy to harden against attack •
against_self
Easy to upgrade
•

.

Afford central management

•
.

•

•

NIDS Disadvantages
High rate of failure once a certain
traffic level has being reached
Severely limited capability on
switch-based networks
Cannot analyze encrypted traffic
No access to specific hosts to
pursue investigation; this results
in little feedback with respect to
extend of damage of a given
attack
Difficulty in dealing with
fragmented packets

Table 1: Advantages and Disadvantages of NIDS

As Table I shows, NIDS have in their favor the ability to monitor multiple hosts,
while disclosing little, if any, about their presence. However, as McHugh et al [13]
point
out, keeping state for an extended period of time on a high throughput network is
one
major challenge. A second, arises when we consider the fact that more and more of
today’s networks are switch-divided into smaller segments. And even when the (main)
switch features a monitoring port, it cannot or simply does not (by design) mirror all
traffic traversing the switch [14].
One option for dealing with the first drawback is to use a “slicer” NIDS
component [16] to split the very fast (say Gigabit, or some form of optical link) traffic
into more real-time-manageable streams. The challenge here however is to keep the
overall context at the assembly station. To deal with the second drawback, the NIDS can
be configured with a large number of sensors, which can be strategically placed such as
to mitigate the switch-based network partitioning. Managing the resulting sensor-array
becomes then a self-inflicted problem, and the same stands for the resulting reduced, or
increased processing complexity to maintain, equivalent capability to detect specific
routing and spoofing based attacks [17].
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Lastly, we discuss the topic of monitoring sensor placement,
and we begin by
pointing out two drawbacks of the up-scale, 6
stealth-like monitoring sensors [20]: first
and most significant is lack of reflex 7
responses and second is inability to monitor traffic
,
in both directions. At the other end of sensor placement complexity,
we have hub-based
sensors. They are much favorite for their low-cost and drop-in
installation but are
,
8
collisions prone, and most importantly, constitute a single point of failure
.
As main examples of NIDS, we highlight the following open source
9 systems.
We begin with the SNORT system [18]; a highly popular, open
source NIDS
capable of performing a comprehensive series of protocol analysis
activities. SNORT’° is
a real-time, 1
signature-based traffic analysis tool. It has become almost the
’
de facto
standard within the NIDS community, to the point where full books
are solely dedicated
to it [19], [20]. Snort can perform

—

in real time

—

protocol analysis and also pattern

matching. Important to note is that the product features a highly custom
izable rule based
language [21]. Lastly, we mention its ability to accept by design
a wide variety of
specific plug-ins. Among its attack-detecting abilities, we enumerate: CGI
attacks, SMP
—

—

probes, buffer overflows, and various port scan attempts. Upon such detecti
ons, SNORT
can be configured to initiate a variety of 2
SysAdmin’ notifications: mailing, (syslog)
logging, UNIX sockets, and finally various messaging options in the Windo
ws
environment via Samba’s smbclient [13].
We continue the open source examples of NIDS with SHADOW [22]. Entirely
based on other available open source libraries, SHADOW has, at its core, and in a highly
simplified rendering, a Pen’
3 engine processing output from the tcpdump and 14
libcap
libraries. As with any NIDS, there exist a wide variety of possible configurations for the
number and placement of monitoring sensors. Of note here is that sensors are by
definition un-trusted, even by the IDS itself. They run only a handful of software
6

Devices connected to the network but which to not have an Internet Protocol address.
Ability to take a predetermined action in response to a rule being triggered.
8
Do not require special installation procedures.
Managed under the Open Source Initiative (OSI); for details see [151.
We note here for completeness that there exist a SNORT-based commercial application: Sourcefire
Intrusion Management System.
This specific IDS operating metaphor was introduced in 2.1.2, and will be detailed in 2.1.8.
12
Security Office; common position in corporate environments
13
Pen programming language created by Larry Wail
14
(Ul’lIX) Libraries developed at Lawrence Berkeley Laboratory

-
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components, and communicate exclusively with the analyzing engine via SSH’
, thus
5
accomplishing the design goal of hardening the IDS against attacks targeting it. Finally,
its reporting capability is accomplished via an HTML’
6 report page driven by a series of
7 scripts. Like SNORT, SHADOW is a very popular IDS for the UNIX platform and
CGI’
its various clones.
We conclude the open source-based NIDS enumeration with Bro [23]. The Bro
LDS functions according to a three-layer, closed feedback ioop metaphor: each layer
processes data provided by its (lower) predecessor, does its own processing, and forwards
the results to the next layer up. It can, in turn, generate events that will alter the
processing operations of its immediate predecessor. The bottommost layer, libcap,
“listens” to the raw network traffic and does a limited amount of initial processing via the
tcpdump library. The middle layer, the event engine, separates legal packets
18 form the
rest, and instantiates specialized handlers for each connection. The uppermost layer, the
policy script interpreter, generates highly specialized event handlers, which are written in

Bro’s own scripting language. This provides the added ability to extend, in a plug-in-like
manner, Bro’s capabilities by writing additional event handlers to suit specific needs. The
Bro IDS also sets a major precedent by featuring built-in capabilities to handle specific
attacks against self: overload, crash, and subterfuge attacks. Briefly, an overload attack is
a specific incarnation of the known

attack, a crash attack is one in which the

attacker attempts to find a flaw in the IDS’s implementation, and a subterfuge attack is a
highly sophisticated attack-avenue which attempts to mask malicious traffic as benign.
Bro handles the first attack via built-in thresholds, the second via an inner timer guarding
the per-packet process time and which upon firing forces a shift in the system’s state, and
finally a complex decision-tree logic and software implementation attempts to mitigate
the third
.
20

15
Secure Shell a network protocol affording a secure communication channel between two remote
computer hosts.
16
Hyper Text Markup Language current de facto standard for markup language.
17
Common Gateway Interface standard protocol for interfacing external applications with a local web
server.
A TCP/IP packet can have a malformed header (i.e. not conform to standard)
19
Denial of Service
20
We infer its similarity with chess-playing programs, where the program writer takes into account an ascomprehensive-as-possible set of possible next moves
—

—

—

-
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2.1.5. Host Based Intrusion Detection Systems
As opposed to a NIDS, a host based IDS (HIDS) is installed at
specific hosts, and
its sensors monitor core files or specific objects; generally,
they are compared to
fingerprints from a secure database. Alternatively, the HIDS creates
such a database upon
installation on the target host, either by recording the attributes and
access lists associated
with core files, either by using a checksum technique (MD5
’ is a common standard) to
2
fingerprint files of interest. One main challenge in designing such
systems resides in the
fact that a large proportion of the artifacts of interest are dynamic in
nature, and as such,
unsuitable for checksum techniques.
In the following table, we briefly outline the advantages and disadvantage
s of this
type of IDS [14]:

.

HIDS Advantages
Negligible network overhead

•

•

Can detect attacks invisible at
network level

.

Not affected by switch-based •
subdivisions of a given network

•

Lower cost of deployment and
ownership (compared to NIDS)

•

•

Capable of detecting various
Trojan and BackDoor intrusions
as an artifact of analyzing
operating system core logs

•

•

HIDS Disadvantages
Usually
operating
platform
dependent
Overload of local resources:
CPU,
memory footprint, and
often local storage of logs and
data
Need to be deployed at every
host to be monitored; also needs
to be managed separately at each
host
Cannot tell whether a given
attack is also targeting other hosts
on the same network
By comparison with NIDS, easy
to attack and even disable

Table 2: Advantages awl Disadvantages of HIDS

2!

Invented in 1991 by MIT Professor Ronald Rivest to replace MD4
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We distinguish thus as one of their main advantages the fact that
by design, such
systems can detect attacks who do not generate externally visible
behaviors [13]. Yet
another resides in their ability to audit a host with unsurpassed
precision: a thorough
mapping between logged-in users and running processes can be
obtained; a feast outside
of the NIDS ‘s reaches. HIDS ‘s have two main data sources [14]:
operating system audit
trails and system logs. The former provide a much detailed trail
of ongoing activities, and
they are also better protected. The latter however are much less
cryptic, and also have a
significantly smaller footprint. HIDS’s have two main disadv
antages: first, they tap into
the monitored host’s processing power, and all depending upon
the host’s hardware
design and HIDS’s complexity, performance can suffer dramatically.
Second, HIDS’s
cannot conceal their presence as NIDS’s do, and thus can be targete
d by very specific
attacks, and ultimately 22
disabled
.
On the topic of monitoring sensors, we point out pioneering work by Kersch
baum
et a! [25] which suggest embedding the sensors into the operating system
kernel as
opposed to the traditional, stand alone running process technique. The main
advantages
behind this novel approach are native resistance to tampering and not overlo
ading the
monitored host’s resources with one, or more extra processes which have to run whethe
r
there is an intrusion in progress or not. Perhaps the most important advantage resides
in
this type of sensor’s ability to greatly reduce false positives: the sensor is coded to trigger
—

on a specific attack pattern (no difference here as compared to traditional ones), but it is
embedded in the specific 23
UNIX kernel layer responsible for handling the specific
system calls the attack targets. Not negligible is also the fact that such a sensor does not
rely (nor needs to) on log data or other audit trail. The authors however also carefully
point out that by their very nature, such sensors can become serious performance
bottlenecks if they are poorly implemented, or even bring the entire system to a halt.
As main examples of HIDS, we highlight the following commercial or open
source systems.
24
We begin with NADIR [27], originally developed at the Los Alamos National
Laboratory for internal use. As such, it is not surprising that one of its main design goals
22

Specific, kernel level rootkits are known to accomplish such actions [24].
The authors used a UNIX clone for their implementation: OpenBSD [26].
24
Managed under the Open Source Initiative (OSI); for details see [151.
23
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was protection against internal security policies violations,
mostly by an internal external
attacker. From the onset, we mention that since NADIR
was designed with very specific
security goals in mind, its designers and operators had a very
precise idea as to what sort
of intrusions they want the system to handle, which events
should be logged, and what
actions should be taken for each identified intrusion. This stands
to a much lesser extent
in the case of typical corporate environments, where the local
culture does not have to
comply with a highly structured and rigid discipline.
We equally draw attention to
NADIR for its introduction of user profiles: they contain
static, granular information
about a user’s behavior, such as log-ins, terminals used, all
predicated on a specific time
line. Furthermore, the profiles are refreshed on weekly basis.
On the other hand, a master
security profile was built taken as input the set of internal securit
y policies, other audit
trails, and interviews with security experts. The master profile
is then partitioned into a
set of expert rules, and the single user profiles are mapped agains
t it. As Hochgerg et all
point out, though the system was very effective in detective policy
violations, it also had
a high rate of false positives which however were not a problem given
the particular
environment where it was deployed. We infer that it remains thus unclea
r how the system
—

would perform, and how it will be tolerated in a regular organization enviro
nment.
We close our survey of HIDS’s with IDIOT [28]. Its main governing princip

le
revolves around the use of colored Petri 25
nets to perform state transitions leading to
intrusion detection. From an architectural point of view, IDIOT features three distinc
t
layers: information, signature, and matching. The information layer’s role is to preprocess
the audit data, in an effort to increase the platform indecency of the system itself. The
signature layer provides a text-based description of the intrusions the system can detect,
and the matching engine provides the processing power for a match between a unit
produced by the signature layer into one produced by the information layer. To enable the
functioning of the Petri nets automaton, the user must insert a significant number of code
segments in the kernel, and hook a majority of system calls with custom wrappers; we
infer this as the major drawback of IDIOT. Once that is accomplished however, the
automaton functions flawlessly: for every pattern of attack, a token is placed in each
starting state. Then, when the appropriate guarding condition becomes true, a transition
25

See [29] for an introduction
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occurs, moving the token to the next state, until the final,
alarm-generating one is
reached. One of the system’s highlights is its ability to spawn a
matching engine from a
given information layer unit, and attach it to a running instance
of the parent system (via
the user interface). Yet another stems from the additional work the
authors have done to
classify intrusions and to capture them in the signature layer’s units.
In all, the system
appears to have very solid theoretical foundations, which increase
the confidence in its
performance. We infer as its main deployment difficulty the fact
that on every target
platform, the operating system must first be instrumented with
the code instructions
affording the functioning of the information layer.

2.1.6. Hybrid Intrusion Detection Systems
Hybrid

—

from a sensing phenomenology perspective

—

IDS’s (HYIDS) combine

the data gathering methods characterizing the two formerly mentioned IDS
types to
create a highly specialized intrusion detection system. More specifically,
the IDS
becomes highly focused in auditing and monitoring a particular application residin
g on a
host (its host-based arm) whilst placing its information-gathering sensors at variou
s
points along the network the monitored host is active on. This type of IDS is thus
operating in protocol enforcing mode: for example, a very common implementation
would be the protection of an HTTP server, whose protocol is well known and followed
by the World Wide Web oriented applications.
As main examples of HYIDS, we highlight the following commercial or open
26 systems.
source
We begin with RealSecure [30]. RealSecure is a commercial application, targeting
corporate environments. As such, it provides for complex auditing trails, affording the
gathering of proof required to formally accuse someone (say an employee) of breaching
the company’s access and usage policies. From a low level perspective, RealSecure
feature a two layer architecture: the bottom layer is composed of sensors, which in turn is
composed of network, sen’er, and operating-system sensors. The workgroup manager
composes the upper layer. From a high level perspective however, RealSecure presents a
26

Managed under the Open Source Initiative (OSI); for details see [15]
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rather three layer architecture [13]: a network-based engine, a host-based
engine, and an
administrator module. The two engines complement each other, in an attemp
t to mitigate
the shortcomings of 27
NIDS’s it is rather trivial for a logged in, legal user, to undertake
:
hostile actions undetected by the network-based sensors. In addition, the
outcome of an
attack cannot be inferred based on network-based sensing phenomenolog
y. It is to be
noted however that the extra features come with a price: the authors explain that
the hostbased sensors consume between 2% and 4% of the host processor for single
a
user
system, and though they mention that the impact will be greater on a multi user
system,
they do not provide specific data. Lastly, we found interesting that the implem
enters of
the system rely on accruing the weight placed on host-based sensors to mitiga
te for the
“blindness” of the network-based ones when forced to work on a switched networ
k.
Our last example in this category is DIDS [31]. The system leverages its hybrid
architecture to mitigate for hosts which are not monitored by its host-based sensor their
s:
actions are scrutinized via the network sensors. Of note, is that DIDS incorporates two
other IDS’s in its making: NSM [7], which we introduced in Section 2.1.1, and
Haystack These two stand-alone IDS ‘s proxy for the two obvious architectural layers
.
28
of DIDS: the host monitor and the LAN monitor. A DIDS director composes the third
layer, and its role, as its name implies, is to process the flow of data generated by the
sensors part of the two sensing layers. The host monitor is the more elaborate sensing
device among the two: it actually incorporates signature matching processing power. In
addition, it features an events processor which decides which of the observed events
29 is
to be forwarded to the DIDS director. A similar director-forwarding function is
performed by the Haystack-based element, only this time for session profiles the latter
builds. The LAN monitor (an instance of NSM), accomplishes its director-forwarding
task at the network event level. Finally, the DIDS director has a communication and a
decision-taking arms.

27
28
29

Tables 1 (Section 2.1.4) and 2 (Section 2.1.5) provide a summary
For an overview, please see [32].
Log-in attempts, etc
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2.17. Misuse Detection Operating Metaphor
As explained in Section 2.1.2 (IDS Operating Metaphor),
a misuse-based system
underpins its operating metaphor on a very specific task:
while analyzing the audit data,
find the event (or superset of events) matching a known
“criminal fingerprint”.
Obviously, the system must carry with it a database of offend
ing fingerprints at all times.
The most common type of such fingerprints is a text-fo
rm pattern capturing, say, a
specific section of a particular network packet [13]. Such
patterns are commonly known
as °
3
sign
atures [14]. A next, medium complexity level of signature
is one encompassing
a family of attacks [14]. Meaning, a common packet structu
re core belonging to more
than just one attack can be identified and extracted, such that one
signature will detect the
entire family. This type of automated reasoning is known as forwar
d-chaining reasoning
[33]: the system deduces a known, multi-step scenario has occurr
ed based on a series of
asserted-facts and rules one-to-one mapping. In its most intelligent
form, misuse-based
IDS s can build and maintain a complex state machine or neural networ
k mapping sensor
data to abstract attack representations [13]. One such system is STAT
[34]: a novel model
for representing intrusions, based on the analysis of a state machine where
the final state
is the compromised-host state. However, as McHugh et al point out [13], the
state
machine technique often has the drawback of requiring training on labeled sensor
data,
‘

but has the significant advantage of rendering the system capable of detecting previously
unseen attacks as long as they are abstract equivalents of known patterns.
In the following table, we briefly outline the advantages and disadvantages of this
type of IDS [14], [16]:

°

We will be using this term thereafter.
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Misuse Detection Advantages
Misuse Detection Disadvantages
. Highly
effective
sensor . Can only detect attacks it know
technology
about
. Fast attack pattern recognition
•
Continuous signature updates are
required
• Independent
of
operator • Except for state-based systems,
experience level
variants of known attacks can be
detected
• Very low rate of false positives
• Signature development requires
highly skilled personnel
. Possibility to fingerprint normal • State-based
systems
have
(i.e. legal) behavior as well
prohibitive development costs
and logistics
Table 3: Advantages and Disadvantages of Misuse Detection

As mentioned in Table 3, the main drawback of this type of intrusion detection
resides in the rigid mapping between a given signature and the forensic data it applies
to.
This implies that the slightest variation in a given attack for which a signature exists
will pass unnoticed. It is precisely this shortcoming that state-based systems are trying
—

—

to

address, albeit there exists a non-trivial price to pay in increased operational complexity.
We close the introduction of the misuse intrusion detection operating metaphor by
pointing out that IDS ‘S operating under this aura can be built around any of the sensing
architectures we already 31
presented
.
We begin our mini-survey of misuse detection implementations with ASAX [35].
The system revolves around two cornerstone computing arms: a first, named NADF by
Habra et al, has the role of converting the raw audit trail data into a canonical format.
Next, a second enables performing all required data processing in one pass, via the novel
RUSSEL language used by the authors to express queries on audit trails. One of the main
design reasons behind NADF was, as its name implies (Normalized Audit File Format),
to increase the portability of the system such that the IDS can run on virtually any
platform whereas maximizing efficiency was a second. Thus, to enable ASAX to run
,
32
Sections 2.1.4, 2.1.5, 2.1.6.
A co-sponsor of the project is a private corporation (Siemens Nixdorf Software S.A.) marketing its
proprietary flavor of operating systems: BS2000 and SINIX [35].
32
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on a given platform, a required implementation step would be to
write a format adaptor
translating the native operating system’s audit trail data into NADF
. The format adaptors
also produce a set of auxiliary files preserving the mapping the two data
formats. Finally,
the authors make the case for the analysis being performed via the
specially designed
RUSSEL language. The authors draw on evidence from similar, distinc
tive languagebased implemented systems that the data-analyzing power of such
systems increases
dramatically. RUSSEL in particular, is a declarative rule-based langua
ge specifically
written to process NADF’s digest of inhabited system native audit
data. In the authors’
own words, “RUSSEL could be viewed as a procedural language includ
ing a particular
predefined control structure which is suitable to make reasoning about
sequences of
records” [35]. Among other things, the language affords a regeneration of
rules where for
each processed record, the application of current rules database genera
tes new mappings
which the system stores for future use. The authors recognize however that
RUSSEL is
assuredly too cryptic for the average potential user, and thus envisage the creatio
n of a
higher level abstraction (dubbed RUSSEL2) and empowering SysAdmin’s
with the
ability to better converse with the system. Lastly, we will mention that no
formal
evaluation of ASAX has been perform by Habra et al, though the paper features enough
detailed examples to leave no doubt as to its potential.
We continue our mini-presentation of IDS’s utilizing a policy-based approach
with USTAT [36), [37]33 Among the first things we note is that USTAT is that it is
based on the original STAT design [34], which we briefly introduced at the beginning of
this section. What USTAT is trying to address, is two of the main shortcomings of audittrail based IDS’s: the fact that only a highly skilled technician can write rules that
correctly map an intrusion to the raw audit data, and the fact that a new rule is required
for even the slightest attack-variation. 34
USTAT thusly bases its foundations upon the
concept of state transition: a system starts in a known safe state, and, via transitions
composed of various hostile actions arrives in a final, compromised state. USTAT was
implemented on a SunOS 4.1.1 featuring the C2-BSM (Basic Security Module) add-on
package. Architecturally speaking, USTAT is predicated upon the following components:

Our presentation is based exclusively on [36).
For brevity, we will not differentiate between contributions made by STAT [34] and USTAT [36].
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a preprocessor. Then, a knowledge-base, with the following
subcomponents: a fact-base
(comprising a fact-base initializer and a fact-base updater),
and a rule-base (comprising
a state description table and a signature action table).
Next, an inference engine, and
finally a decision 35
engine Briefly, the role of the preprocessor is to parse,
.
filter, and
process the audit data for the inference engine’s consumption;
it accomplishes a mapping
of the raw audit data to a set of actions known to the system
. The first component of the
knowledge-base, the fact-base, consists of sets of files with the
identified characteristic of
being vulnerable to specific attacks; it is created by
the fact-base initializer, and
maintained by the fact-base updater. The second component,
the rule-base, is basically a
state-transitions repository: it defines artifacts accurately describ
ing an attack based upon
audit data and the fact-base as inputs. The inference engine
constitutes the brain of the
IDS: it can be abstracted to a conglomerate of algorithms fetching
and executing the rules
in the database at every inference step, without caching any matche
s for future use.
However, partial matches encountered during an in-progress examin
ation are stored in
the fact-base such that it can be used throughout, until the system reache
s a conclusion.
Lastly, the decision engine represents the vehicle used to commu
nicate with the
SysAdmin. One of its implemented features is a decision-table, where specifi
c messages
are inserted for each successful transition to a new state. Otherwise, the decisio
n engine
boosts the same set of SysAdmin-interaction actions as the majority of IDS’s: variou
s
warnings, notifications, but also suggestions as to how human intervention could preven
t
the system to reach the next state, and recover from the current one. The work by Ilgun et
al stands out also due to the fact that the authors proceeded to formally evaluate the
system for both completeness and performance. Performance-wise, and not at all
surprising for a host-based ,
implementatio
3
6
n the system had a very small footprint under
a light load, but degraded to 13% processor usage under a more intensive one. We
characterize USTAT however as one of the most complete works we surveyed for our
thesis.
We conclude by introducing the work of Chari et a!: the BlueBoX system [39]. In
designing their system, the authors use the method of system call introspection to create a
Which incidentally constitute the backbone of a typical expert system [38].
We have introduced this shortcoming in Section 21.5.
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blue print of the core capabilities of the inhabited kernel
. The blue print is then used to
37
control access to system resources, via a set of policies expressed
in a textual language.
The authors do acknowledge as the main drawback to the
overall approach the fact that
intensive, time-consuming, and highly pertinent expertise
is required to instrument the
native kernel with the calls the IDS will trigger upon. To mitigate
this, they suggest using
a ptrace-based kernel monitoring infrastructure, such that only
the processes of interest
are monitored and altered as demanded by the IDS’s logic.
As for the rules themselves,
they are defined as policies governing which system resources
a given process may
access or not. In a nutshell, the system uses the concept of a white
list, whereas what is
hard coded in the policies is what is specifically allowed.
From an architectural
standpoint, BlueBox features a two layer structure: in the user
space resides a rules
parser, converting human-specified text rules into binary files. In the
8 space, at
kernel
system call level, resides a policy enforcer. Its role is to intercept core
system calls, and
cross-reference their parameters against the white list. We consider
as a major
contribution of this paper the fact that the authors took extra steps to minimize
the impact
on the kernel. In particular, the enforcer is written as an independent module,
except for
“about 10 lines of assembly and 20 lines of C code” [39]. As for the rules
themselves,
they are founded on a straight forward principle: “Since system resources must
be
accessed through system calls, disallowing invocation of a system call disallows access to
resources” [39]. Chari et a! distinguish three types of such core resources: file system
objects, uid/gid lists, and signals; they consequently produce rules mapping against these
types of resources. The authors fully instrumented the Apache 2.0 httpd server for this
purpose, and proceeded to a formal evaluation, where the impact on performance was
measured as well. Overall, the authors estimate a performance degradation in the range
8%

10%, while noting that for the case of dynamic content web hosting this penalty will
increase observably, due to the spawning of new processes (by the monitored server)
-

whose rules must be thusly loaded. Nonetheless, we retain the work done by Chari et al
as significant, due to the novel manner in which the system calls are hooked in order to

38

The authors implemented their system on a Linux platform.
Linux 2.2.14 kernel was used for evaluation.
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minimize kernel impact. Furthermore, the authors identif’ a series
of optimizations that
will further diminish the performance impact.

2.1.8. Anomaly Detection Operating Metaphor
By contrast with a misuse detection metaphor, an anomaly based
technique is
predicated upon the IDS learning the protected system’s normal behavi
or, such that it can
immediately flag anomalous one without the need to cross referen
ce its patterns into a
signatures 39
database As Ilgun et al explain [34], the roots of this approach
.
have being
seeded by Anderson in his ground-breaking report [4], where three
classes of malicious
users are identified: the masquerador an attacker impersonating a legal
system user, the
misfeasor a legal user engaging in malicious activity, and the clande
stined user an
attacker employing various techniques to hide the audit traces of his or
her activity. What
is more, Anderson infers that activities performed by the first two catego
ries of illicit
users can be detected via audit trail monitoring. Obviously, this becomes possib
le once
the legit audit trail is known, and can be used for cross reference; then, the IDS’s
task is
—

—

to continuously monitor the inhabited system’s logs for deviations. In Table 4, we detail
a
few of the specific techniques used in anomaly detection IDS’s [14], [34]:

We have provided more theoretical insight in Section 2.1.2.
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Technique
•
•

•
.

Threshold-based
•

•
•
.

•

.

.

Statistical (Profile)-based

•
Rule-based
.

•

Novel techniques

•

Description
The simplest technique.
Encompasses specific attributes as hardcoded counts. Once reached, an alarm is
triggered.
Example: the number of files a user can
access or delete in one session, the
number of processes he or she can
launch, the number of allowed failed
login attempts, etc.
It need not be static; it can be designed to
change weekly, or according to some
other heuristic.
Inferring the correct threshold for a
specific system is a non trivial exercise.
This technique uses statistical measures.
We distinguish two kinds:
the
measured
o Parametric:
attributes are assumed to comply
with a particular pattern
o Non-parametric: the measured
attributes are inferred from
historical data
Similar with statistical profiles in the
sense that the acceptable usage is
defined.
Instead of quantifiable values, this
approach uses rules.
We encounter here ([40], [41]):
o Neural networks
o Genetic algorithms
o Immune system models
—

Table 4: Techniques Used in Anomaly Detection

As inferred in various forums ([14], [16],

[34])40,

anomaly employing IDS’s are

fundamentally based on the assumption that all intrusive activity is anomalous. However,
since we know that there exist intrusive activities which are not anomalous (or can be

°

And analyzed in Section 2.1.2
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presented as such to the IDS), we thus infer the main drawba
cks of this approach: false
negatives. We consider them far more dangerous than false positiv
es, as the latter case is
more or less of a nuisance when compared to the danger of treatin
g intrusive activity as
normal. In the following table, we briefly outline the advantages
and disadvantages of
this type of IDS [14], [16], [34], [39]:

Anomaly Detection Advantages
Detect attacks unseen before
Produce information that can be
used in the creation of signatures
for the misuse-based IDS’s
More accurate than humans
experts when learning the
behaviors of a category of users

Anomaly Detection Disadvantages
Unacceptable number of false
positives, in most cases.
• Require training data and training
time before they can be put to use
on a real
’ network
4
• The
circumstances of real
network implementation often
result in high difficulty in
inferring “legal” patterns of
usage
• Knowledgeable attackers can
gradually train the system to
accept their actions and treat
them_as_legal
. The set of statistical parameters
to be measured and monitored is
often specific to a given network.
As such, it is hard to infer a blue
print applicable across several
network and user configurations
• When the usage patterns of a
given network change, the system
must be trained again to
incorporate these new behaviors
in its knowledge base of legal
actions
•

Table 5: Advantages and Disadvantages of Anomaly Detection

41

We mean by that outside of a laboratory environment; at a customer’s site.
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Last, it is important to understand that the fundamental difficu
lty in implementing
an anomaly-based IDS resides in defining what normal
behavior is for a given system.
Furthermore, this definition must continuously update
itself at the same pace as the
inhabited system changes its hardware configuration, its
usage pattern, or both. Forrest et
al [42] for example, point out a main shortcoming of previo
us work: the focus used to be
towards an overly encompassing definition of normal behavior,
and this opened the door
to this logic breaking at the smallest variation in the inhabited
system’s configuration. As
such, Forrest et a! attempt the opposite approach, whereas
the definition of normal is
predicated upon a core set of short system call sequences
(translated into signatures)
which the authors prove have low variance over a wide
range of normal operating
conditions, while still exhibiting noticeable perturbations when
anomalous behavior
occurs.
We close the introduction of the anomaly intrusion detection operati
ng metaphor
by pointing out that IDS ‘s operating under this aura can be built
around any of the
sensing techniques we already .
prese2
4
nted
As main examples of IDS’s employing the anomaly detection metaph
or, we
highlight the following commercial or open 43
source systems.
We begin our mini survey with “Wisdom and Sense” (W&S, hereafter), an IDS
written by Vaccaro et al [43]. W&S is a rule based anomaly detection IDS, as outline
d in
our introduction to this section, Table 4. It is important to note that the system does
not
employ built in templates at time zero; rather, starting point rules are created from audit
data prior to the system going “live”. The latter term is otherwise not a casual insertion,
as W&S is a real time IDS. The rule-building process consists of an initial pass over a set
of audit logs whereby a rule-creation program transforms the audit records in an inmemory data structure containing the rules. We infer this as a major flaw of W&S: the
data used to construct the rules defining “good” behavior are likely, if not bound to
contain traces of intrusions (“bad” behavior). The authors specify that
“[...] these are
heuristically filtered out of generated rules” [43], but fail to detail how this is achieved.
Likewise, the authors do not explain the heuristic used to infer the alarm threshold for a
42

Sections 2.1.4, 2.1.5, 2.1.6.
Managed under the Open Source Initiative (OSI); for details see [15]
W&S is implemented on a specific hardware and software platform, both made by IBM.
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specific user thread (detailed hereafter). These two details aside, W&S pushes the rules
approach one step further by providing an aggregation algorithm (whose end product the
authors call threads), such that discrete observations related to a given user (or host) can
be combined. In action, if the arrival of a new audit record pushes a given thread’s score
over its critical threshold, an alarm is raised. As in-memory data structure, Vaccaro et al
leverage forests, which are refreshed on a recommended two-week cycle. From an
architecture standpoint, W&S is build around three components: a data processor, a rule
base generator, and a transaction analyzer. The transaction analyzer is responsible for
the matching process; this is mapped around the structure of a rule: a left-hand-side
(LHS) rule-component contains a (numeric) threshold and the sequence of events
required to achieve it, whereas a right-hand-side (RHS) term contains the rule’s
conclusion. An incoming record will trigger the rule if the LHS component is satisfied,
and a RHS matching process will follow (we note here that in the absence of a RHS
component, the behavior is considered “normal” even for a perfect LHS match). We find
worthy of mention the efforts Vaccaro et al underwent to keep the rules’ forest memory
footprint low, for allowing the SysAdmin to view and edit the current set of rules, and
even create new ones which the IDS will incorporate, and for insuring the matching
process is reasonably fast for an average rule-load
. Last, we mention that the system
45
was thoroughly tested in a laboratory environment, though under a very specific
application umbrella
.
46
We continue our presentation of the anomaly intrusion detection metaphor with
IDES [44], one of the pioneering works involving the use of statistical measures
predicated upon the concept of profiles

—

for both users and hosts. Its authors present

IDES as “intended to provide a system-independent mechanism for real-time detection of
security violation, whether they are initiated by outsiders who attempt to break into a
system or by insiders who attempt to misuse their privileges” [44]. It accomplishes that
goal via the use of profiles, for both users and hosts; in the latter case, remote hosts are
likewise profiled to detect unusual activity originating from outside the protected system.
If such a profile does not exist yet for a specific user, then IDES will start one from a

‘

20-40 transactions per second, for a 100,000 rules forest [43].
The IDS is proprietary, developed at the Los Alamos National Laboratory.
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default template. The IDS mines specific audit data for the purpos
e of updating the user
profiles on an ongoing basis. To achieve this, all hosts must install
a data-collection tool
whose goal is to transform raw audit data into a digest the system
can use; a typical
inconvenience of host-based IDS’s. A specially crafted aging
process is build into the
profile updating routine, such that for a typical period of thirty days,
the last half of the
month weights significantly more than the first. From an architecture
standpoint, IDE S’s
mass is divided into four components as follows: the target domai
n, the realm interface,
the processor, and the user interface. In IDES terms, a realm is
a logical grouping of
monitored hosts. Thus, a target domain consists of the set of realms
IDES monitors at a
given point in time. IDES’s processor, as the name implies, is
the computing engine
where the collected information is analyzed. The user interface compo
nent is self
explanatory, and the realm interface is an entity saddling the target
domain and the
processor components, respectively. As such, it features two modules:
a realm client
geared at the protected hosts, and a realm server geared at the processing
entity. The
realm interface’s main role is data collection and transfer. We close our presen
tation of
IDES with a brief overview of its brain: the statistical processor. The major parts
of the
processor are: the interprocess manager, the activity processor, the anomaly
detector,
—

—

and the profile updater. The interprocess manager plays a center role, insuring the
communication flow between the other components; it is chiefly a dispatcher. Also, upon
the initial start, it loads the required statistical parameters from the system’s permanent
storage. The activity processor the data received from the realm interface into an activity
vector, containing the statistical parameters the systems uses as numeric measures. Once
the vector is constructed, it is send over to the anomaly detector, whose role is to perform
the specialized computation required for each of the parameters stored in the activity
vector. The profile updater, as its name implies, is in charge of updating the user profiles
with the relevant data collected during the day, and for integrating the aging algorithm
before saving the profiles to permanent storage. Last, a presentation of the statistical
computation required to infer whether an observed activity is within the normal bounds
for a given user (or host) is beyond the scope of this thesis; we retain that the SysAdmin
has the ability to revert a decision made by the system if he or she considers that a
specific activity was misclassified as normal by the system.
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We close our anomaly based intrusion detection survey with
the work by Sekar et
al [45], which build on the groundbreaking, system call
sequence-based redefinition of
the normal behavior concept we introduced above (Forres
t et al [42]). Sekar et a!
significantly improve its implementation however, by develo
ping a superior state keeping
mechanism: a compact FSA
. The IDS build by Sekar et a! bases its underpinning
47
functionality on the fact that anomalous behavior produc
es system call sequences not
otherwise generated by legal iterations over the operating
system’s built-in capabilities.
Both works predicate thus their work upon first obtaining the
chain of calls characterizing
normal system usage. Sekar et a! stay away from the classic
method of modifying the
kernel instead an available library for process 49
;
48
tracing was utilized. Likewise, both
works leverage the concept of N-grams, whereby a given chain
of system call sequences
is represented as string of fixed length N. Sekar et al improve
not only on the classic Ngrams algorithm developed by Forrest et al which limits both the
length of the N-grams
and their number, but also on previous work employing FSA’s
by first providing an
automated process for FSA construction, and second by incorporating
a program counter
in the state information, which ultimately enables Sekar et al’s FSA
to detect attacks
missed by all previous work leveraging N-grams or manually constructed
FSA (Sekar et
al provide references to such works, and we encourage the interested reader to follow
the
respective pointers). As a last noticeable improvement, Sekar et al’s IDS was
enhanced
—

—

by mitigating the typical difficulty arising when the currently running program makes
external library calls which in turn make system calls. This is achieved by “record
[ing]
the location from where the library function was called, rather than recording the locatio
n
within the library code from where a system call was made.” [45]. Among
the
achievements of their solution (when compared with previous work), Sekar et
al
enumerates: faster learning time, better detection rate, reduction in the false positiv rate,
e
and a faster detection. Furthermore, Sekar et a! proceeded to a formal testing of their
system, and the IDS under test was instrumental in detecting almost all buffer overflow,
Trojan Horse, maliciously crafted input, and Denial of Service attacks. We note that
despite the paper’s focus on the formal analysis of the theoretical underpinnings of the
48

Finite State Automaton [46].
We introduced this techiiique in Section 2.1.5; also featured in our presentation of IDIOT [28].
strace is a classic example for UNIX systems
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presented system, Sekar et al did build a full featured anomaly-base
d IDS, which in the
case of the HTTP protocol, was tested on a live web server (FTP
vulnerabilities were
evaluated in a laboratory environment).

2.1.9. Hybrid Detection Metaphor
A Hybrid IDS in this category is designed with the goal
of addressing the
shortcomings characteristic of the two operating metaphors
outlined above
. In
50
particular, such a system attempts to mitigate the chief drawback of
anomaly-based IDS ‘s
the high rate of false positives, and the misuse based contra part
the inability to detect
anomalous activity for which a signature does not exist in the IDS’s
database.

—

—

One such example of IDS is NIDES [47], a natural extension
of 51
IDES Its
.
underpinning idea is straightforward: detect the “unknown” via the statistical,
user-profile
based component, and the “known” via the misuse based component.
For the latter’s
implementation, NIDES ‘s authors leveraged Lindqvist et al’s P-BEST
(Production-Based
Expert System Toolset) rule set
. We remind our readers that P-BEST uses a forward52
chaining rule-based matching technique, whereby an audit trail is analyzed
via increasing
stepping through the rules, and whose subsequent matching allow the system
to infer the
occurrence of a multi-stage intrusion scenario. As an enhancement over Lindqv
ist et al’s
implementation, NIDES affords the modification of the rules data set in real time, as
well
as turning specific rules on or off as desired, equally in real time. Furthermore, Anderson
et al significantly augmented the rule-set with signatures for the FTP protocol and several
remote-user specific exploits. Aside from the two mentioned building blocks (statist
ical
and rule-based analysis), NIDES features a resolver, an archiver, a batch analysis, and a
user interface components. In a manner similar to IDES’s, historical profiles are
maintained, and constantly updated for all registered users. All its parameters are now
customizable via the user interface, including the parameters affecting the profile’s aging
capability. Regarding the latter, NIDES enhances the profile update mechanism, which
governs the IDS’s ability to adaptively learn a user’s behavior. In turn, this results in
°
‘
52

See Table 3, Section 2.1.7 and Table 5, Section 2.1.8.
Introduced in Section 2.1.8 [44).
Introduced in Section 2.1.7 [33).
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accurate detection of intruders posing as legitimate users of the protect
ed system. A
similar, user customizable approach has been applied to the rule-ba
sed analysis
component as well, such that the rule database can be augmented with
signatures
pertinent to the environment where NIDES runs. The role of the resolve
r is to act as a
buffer between the alarms generated by the two analysis components
and the user
interface. Its role is to aggregate and filter redundant alarms, presenting the User
with
only the relevant alerts. A operationally similar component exist at the input side
of the
statistical and rule-based analysis block: the arpool. Its role is to gather the
incoming
audit data flow from the monitored hosts, and channel it towards the analys
is block.
Various other software engineering and performance enhancements distinguish
NIDES
from its predecessor. We retain its architectural acknowledgement that a rule-ba
sed
component is best suited for the detection of known intrusion types and offensive traffic
patterns, augmented by environment specific usage policy rules.
Yet another example is EMERALD, written by Porras et al [48]. Typical for
hybrid IDS’ s in this category, EMERALD features both a statistical analysis and a misuse
component. However, the key highlight of its implementation seems to be its distributed
architecture. This is driven by the intended target environment for EMERALD: large
corporate enterprises. Such environments are characterized by the presence of
administrative domain conglomerates: truly independent, albeit interconnected network
clouds providing various services to their registered users, while interacting in a peer-topeer or hierarchical manner with each other. Among the difficulties in securing such
environments Porras et al enumerate: inappropriate centralized storage of audit data, the
need to use highly specialized signatures which limit the scalability of the IDS via their
express need to maintain state, and the resource exhaustion occurring at the host in
—

charge of the centralized audit processing. These difficulties are all addressed via the
hierarchically layered architecture of EMERALD. In particular, EMERALD implements
analytical operations on three hierarchical layers: first, a service analysis, covering
malicious activity within the boundaries of a single domain, then a domain-wide analysis,
covering malicious activity across multiple components, and lastly, an enterprise-wide
analysis, corroborating analysis activities across multiple domains. The first service
—

—

layer has as its workhorse a service monitor: an analysis component capable of accepting
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flexible inputs, such as simple audit log files, live traffic feeds, other
service monitors, or
input from additional, third party sensors (provided they
observe EMERALD’s
grammar). Correspondingly, a domain monitor is responsible for perform
ing analysis at
the domain layer. They provide one extra level of abstraction, wherea
s enterprise
monitors provide the highest level of analysis, aggregating inform
ation originating from
all lower layer monitors. We note thus that the central processing
unit of EMERALD is
the monitor. Its architecture is generic: it features any number of compo
nents performing
both misuse (signature engine) and anomaly (profiler engine) detecti
on, and provides for
runtime insertion or deletion of such components. The component insurin
g independence
from the inhabited system’s native audit data format is the resourc
e object. It is
constructed as a pluggable library, and it interfaces with the engine
s part of the same
monitor, providing them with the required audit data for mining. The
role of the two
engines is to analyze the raw stream of input audit data, and genera
te a digest that is
forwarded to EMERALD’s resolver. The latter component is the “brain”
of the IDS: it
processes and correlates information flowing from any number of monito it
rs subscribe
to, and has the ability to manage the subscribed engines. On the anomaly detecti
on side,
EMERALD further deliver upon its decentralizing goal by separating the user
profile
management from the theoretical algorithms used to infer the anomalous nature of events
.
Furthermore, a one-to-one map exists between engines and data sources; meaning, an
engine is instantiated for every event stream to be processed, in an effort to improv
e
efficiency. On the misuse analysis side, EMERALD enhance the classic (patter
n
matching) approach by postulating the need for state keeping, such as to accurately infer
whether a given sequence of malicious actions result in transitioning the protected system
into a compromised state. Moreover, since a large number of signatures is a known
performance bottleneck, EMERALD further divides the misuse engines into specialized
sub-components, each responsible for analyzing a particular data stream. Finally, a
complete separation between the data analysis and decision making arms of the IDS is
implemented via the resolver. These components are unique in the IDS architecture field
in their ability to accept input from third party analyzers, and incorporate their input into
their correlation efforts. We retain EMERALD’s distributed architecture as a major
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contribution to the field, and commend its efforts to provide for
transparent integration
into the protected system’s topology.
Finally, we present JiNao [49], where Jou et al present a hybrid
IDS focusing on
the protection of the routers supporting the internet backbone. Thoug
h essentially host
based, JiNao also features a remote management subsystem where
the conclusions
inferred locally are aggregated so as to infer threats or attacks of
a distributed nature, or
who are hard to detect with a limited, local perspective which it
gains via its local
subsystem. JiNao however is not to be confused with a simple host-p
rotecting IDS: its
role is to monitor neighboring OSPF
53 routing entities, and infer large scale routing
infrastructure disruptions due to hostile network activities. JiNao accom
plishes this via a
two-layer traffic analysis procedure: a misuse based prevention modul
e, and an anomaly
based detection module. JiNao’s sensors are actually stand alone modul
es
interception
modules directing incoming traffic to the prevention module. If so directe
d, interception
modules can also temporarily hold packets when a remote correlation proced
ure requires
it. The prevention module’s role is to perform a quick, rule-based analys
is of the
incoming traffic, and drop any packets featuring clear protocol anomalies or securit
y
threats. The designers kept its signature database light, to avoid performance penalti
es.
Traffic deemed “clean” by the prevention module is handed over to the detection modul
e
—

—

—

for statistical analysis, but unlike other IDS’s in this category, it is simultaneous
ly
forwarded to the protected router’s protocol execution engine. Again, it is clear that Jou
et a! favored router performance in their design, and implemented the ability to disable
compromised routers should worse come to happen. The detection module features two
components: a statistical analysis module and a protocol analysis one. The former
functions in typical manner, comparing current traffic patterns with historical data to
infer statistically-significant deviations. The latter module goes one step further by
executing the traffic patterns in a sandboxed router engine, and observing potential
occurrences of corrupted states. The decisions made by the two statistical analysis
components are forwarded to JiNao’s decision module, which correlates the data and
determines if a compromised state has been reached by the monitored routers. In
addition, the decision module forwards the analysis results to the remote management
Open Shortest Path First routing algorithm. See [50] for details.
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subsystem, where broader, global-view conclusions can be inferred, and rule enabling or
disabling decisions are taken and forwarded back to the local subsystems. We retain
JiNao ‘s novel approach in protecting the actual backbone network as opposed to only
—

the end points, its capability to correlate analysis results from multiple local subsystems
to infer global-scale attacks, and its implemented mini-protocol for determining if a given
router has being compromised.
We close our mini-survey of prior work in intrusion detection by pointing our
interested readers towards the following comprehensive surveys of IDS products: Stefan
Axelsson’s Technical Report [51], and the listings [52] for NIDS’s, and [53] for HIDS’s.

2.1.10.

IDS Complementary Tools

The network security array of products is not limited however to the various
flavors of Intrusion Detection Systems. Not substituting for them by any means, but
rather complementing them, we distinguish: Vulnerability Analysis Systems (VAS’s in
what follows), File Integrity Checkers (FIC’s in what follows), and Honey Pots (HP’s in
what follows) and Padded Cells (PC’s in what follows).
Vulnerability Analysis Systems’ main goal is, as their name implies, to assess the
health state of a system from the perspective of known attacks. Their mission is thus not
to detect when an attack occurs, but rather to assess if the system will be compromised
should the attack happen. We do emphasize the fact that such a tool can only infer
responses to known attacks; hence, any pretense of IDS-like capability is pointless.
Nonetheless, it is a fact however that for small deployments, where the owners either
cannot afford the costs of running an IDS, or where it is not possible to have an IDS
deployed, a Vuinerability Analysis System provides significant input in maintaining a
healthy state for the deployment in question. The input of a typical VAS is two-fold: the
tool needs first the audit data to be analyzed most often a set of core system files, and
—

second, a database of attack outcomes. The latter detail further distinguishes the
capability of a VAS versus that of an IDS: a VAS cannot detect the signs of in incoming
attack; it can only detect the artifacts of a successful known one. Far from being a
limitation, this capability renders any VAS into a highly effective forensic analysis tool.
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As Bace and Mel! describe in their report [14], VAS’s also help SysAd
min’s the
thoroughly verify a system for configuration errors, compliance with local
security
policies, and successful deployment of system-wide patches. This is achiev
ed via a set of
successive snapshots of a core set of system attributes, which are then matche
d at
runtime against a master baseline [14]. We consider the creation of the referen
ce set to
be a delicate step, as extreme care must be taken so as to insure no corrupted (i.e.
already
—

—

compromised) system files are allowed into the baseline. Bace et al actually point
out that
the reference set can be partially, or even entirely artificially constructed from
an “ideal
configuration template;” approach which will mitigate this risk in its entirety.
In a manner similar to IDS’s, VAS’s can be either host or network based from
a
topology perspective, and operate in credentialed or non-credentialed mode
from an
operating metaphor perspective [14]. When host-based, a VAS has direct
access to
—

—

protected system status files

hence it is also credentialed. In this configuration, it is very
effective in detecting when a particular application (or user) attempts to modify
system
files

—

a typical case of privilege escalation. When network-based, a VAS mostly
resembles an actual attacker. That is, in its most proactive implementation, the VAS
will
execute a known exploit against the protected system, and then assess its succes
s. A
—

similar effect can also be accomplished in a more passive manner: the VAS will launch
non-threatening queries against the protected system, and will analyze the answers for
evidence of successful (past) attacks. Since in both cases, the VAS does not have access
to the system, this implementation enters under the non-credentialed heading [14].
We estimate the chief advantage of VAS’s to be its ability to reliably spot a
change in the protected system’s state, and all depending upon the sophistication of the
tool, specify the nature of the change. This ability can be used not oniy in read-only (i.e.
scanning mode), but also in write-only mode: immediately after every major patch
application (or significant composition or topology change), the tool can be run to
fingerprint the system, and thus refresh the baseline set to be used as future reference.
Nonetheless, VAS’s do have disadvantages: for once, they can trigger a false alarm when
enacting an exploit (in the network-based configuration) against a system already
protected by an IDS. Even worse, repeated use of the VAS can ultimately train an
anomaly-based IDS to accept VAS’s hostile probing as part of the normal traffic [14].
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Last, but definitely not least, network-based VAS ‘s are as prone to false alarms as their
IDS contra parts, whereas the host based ones must be, by their very nature, operating
system specific

accessing system-state files is radically different on Windows-based
systems versus Unix-based ones.
—

As an excellent example of Vulnerability Analysis System we cite the work by
Ko et al [54], a host based approach. In particular, the VAS built by Ko et al proposes a
close monitoring of any programs with a high security risk: though this is a rather all
encompassing category, on a Unix clone, it encompasses programs which have readaccess to system files, or which spawn shells during their execution. Furthermore, in the
fingerprint-creation phase, the VAS also takes into account the sequence of operations a
monitored program undertakes, such that an abnormal behavior can be readily detected.
The VAS becomes thus more general in its operating metaphor, as it is not limited to
detecting a specific attack pattern. The authors introduce thus the concepts of trace and
trace policy, to define the normal execution path of a monitored program. Then, to
specifSi the valid sequence of operations, the authors developed specific grammars whose
alphabets are a given system most primitive operations, titled parallel environment
grammars (PE-grammars). The end result is a VAS that can also detect attempts to
exploit race conditions amongst privileged programs, or improper synchronization
between distributed applications. This is accomplished via the system’s leveraging a set
of pre-defined heuristics. First, the authors enumerate access to system objects. That is,
the series of objects (i.e. system files) a privileged program needs to access is always
finite, and it can be easily enumerated (on a Unix system), which makes enforcing it
achievable. Then, Ko et al substantiate sequencing. That is, in addition to the specific set
of objects a privileged program can access, the order in which these objects are read or
written to is, in several cases, pre-defined, and must be enforced. Third, the system takes
into account synchronization; and the authors use the example of a potential concurrent
modification
by regular user and system administrator
of the password file to
exemplify this aspect, and the need to insure all accessed objects are left in consistent
—

—

state. Last, the VAS Ko et al built has provisions to mitigate race conditions, since it is
known that many exploits are targeting privileged programs suffering from this problem.
From a topology perspective, the system is host-based, and runs in credentialed mode.
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However, it is designed to run concurrently on severa
l connected hosts, and has
components that can be shared by them. One such is the comm
on repository for holding
the trace policies, or the white list of allowed operations for a
given privileged program.
At host level, the following components are required: an analyz
er (the monitoring
engine), a trace dispatcher (sends the merged log traces for
all the instances of a given
monitored program to the analyzers), and a trace collector (sends
the low level audit data
to the trace dispatcher). Ko et al implemented a prototype of
their VAS on a Unix system,
and successfully tested it for vulnerabilities in the rdist, sendm
ail, and binmail programs.
Also tested was a simulated session whereas a concurrent
modification of the password
file was successfully detected. Finally, the authors argue that
the VAS can be easily
enhanced to monitor network components (or services) that constit
ute a preferred target
for non-host-specific attacks, or, following a more extensive effort,
the VAS could apply
the same monitoring techniques to entire network subsystems.
Perhaps the most important contribution File Integrity Checkers
bring to the
network security community is their ability to accurately and reliably
infer the footprint
of a successful attack [14]. Their operating metaphor is rather simple; this
however can
be seen as an advantage, as it enforces their reliability. For any set of system
files, the
tool will compute
for each file
a fingerprint (often an ,
MD5SUM
5
4 or another
cryptographic checksum) which is then compared with a reference value stored on secure
—

—

media; then, by constantly updating the set of changed files, the footprint of the
attack
emerges.
Undoubtedly, the best known tool in this category is Tripwire [56], created in
1992 by Eugene Spafford and Gene Kim at the Purdue University. In its original form
,
55
Tripwire was designed for the UNIX platform, and its main capability was reliabl
e
detection of additions, deletions, and modifications of any kind to any given set of files.
Tripwire features four operating modes. The first, naturally, is an initialization mode. In

this mode, the tool uses two separate inputs: the system’s hard drive(s), and a
configuration file where the local administrator specifies which files should be monitored
—

in a format affording various optimizations and preferences. The tool then proceeds and
128 bit cryptographic hash function; for details, see [55]
as we specif’ next, Tripwire evolved in complexity, and became a commercial venture
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creates a baseline fingerprint-database for the specified files. Tripwi
re’s normal running
mode is the integrity checking mode. In the first phase, the tool reads
the configuration
file, and generates a snapshot database. The latter is then compared
with the baseline
database, and after taking into consideration potential ignore option
s (for example files
that are expected to grow in size, like various system logs), a report
of the observed
changes is presented to the SysAdmin. The remaining two modes are
maintenance only: a
database update mode, whereas the SysAdmin triggers an update
of the baseline to
capture main, or periodic changes, and a interactive database mode,
which only differs
from the previous by allowing the SysAdmin to veto each potential update
. It is notable to
consider the various optimizations Tripwire offers. For example, the config
uration file
can be shared among multiple hosts on the same system, thus heavily autom
ating systemwide fingerprinting. Also, the tool supports several cryptographic mecha
nisms for
computing the signature of a given file; this affords various degrees of
cryptographic
complexity to be matched with a given file’s relevance, or site security policy.
Perhaps due to its immediate success and wide adoption, in 1997 Gene Kim
transformed Tripwire into a private enterprise. Nonetheless, a similar tool is still availab
le
today to the Open Source community via the efforts of Samhain Labs, a Germa non
n
profit organization [57]. Samhain has the added ability to run in Client-Server
configuration, whereas a central server collects and processes the results forwarded from
individual hosts. This ability can also be extended in configuration mode, whereas the
individual hosts access the server either to read the configuration file, or to write their
respective baseline fingerprint-database. In a manner similar to Tripwire, Samhain
requires an initialization phase to construct its baseline. It offers however the additional
ability to store the fingerprint together with the file in question, mimicking watermark
behavior (for example, it only appends extra bytes to a JPEG file). As opposed to the
original implementation of Tripwire, which could only run at given time intervals (e.g. as
a cron job
), Samhain runs as a daemon, and can interactively update its configuration
56
(either configuration file of baseline database). Most importantly however, Samhain can
be run in stealth mode, whereas it leaves no trace of its existence on the system disk.
Furthermore, its inputs (configuration file and baseline database), as well as its outputs
56

UNIX process scheduler; see [58] for more details
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and Client-Server interactions are equally obfuscated. Thoug
h this requires tampering
with the system’s kernel, we consider this ability a great asset,
considerably enhancing
the tool’s strength and reliability.
A Honey Pot predicates its operating metaphor upon a basic
heuristics: any access
to such a system is suspicious. This stems from their archite
cture: an HP is an imperfect
replica of a real system, built as a decoy system and meant
to attract traffic that cannot
possibly come from a legal user. Its goals vary according
to the intended application: it
can be attached to a real system, and act as a magnet for would
be attackers, or stand
alone, meant to collect intruding traffic for later analysis [14].
In both cases, the HP
attempts to credibly replicate a potential target system; its main
task however is to collect
as much data as possible about the incoming traffic, and
in its most pro-active
implementations, to respond to the attacker’s probing with enough
interesting data such
that the intruder is lured away from the real target long enough for
the SysAdmn to take
appropriate defensive action. A Padded Cell tool works slightly differe
nt, but is similarly
built [14]: as opposed to attracting an intruder on its own, it is used
by the system’s main
IDS to transfers an incoming attack away from the protected hosts.
Once the latter
objective is achieved, the PC will likewise attempt to keep the attacker interes
ted for as
long as possible, while logging intruder’s actions.
We were not able to find IDS’s leveraging Padded Cells in their operati
ng
activities; numerous Honey Pot implementations exist however: the work
by
Vanderavero et al [59] is one such example. The authors perform their normal activit
ies
on an university campus, and seized the opportunity to leverage the 5
magnet-facto
7r this
location affords on one side, and the large number of available, un-assigned and thus
—

unused

campus-wide IP addresses on the other. The system the authors built
nicknamed Honey Tank
functions by replying to specific TCP segments send to a
distinct subset of IP addresses characterized as above. Furthermore, the authors decided
—

—

—

to implement a connection-stateless approach, so as to be able to handle the expected
high number of connections characterizing the spreading phase of an Internet worm. This
approach does have a main drawback, as the authors themselves point out [59]: since no
We refer here at the fact that on any given campus, there exist a multitude of hosts in a confined (IP)
address space, combined with the diversity of ongoing computing activities.
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state is maintained for the received connections, the HP cannot
fool a real human attacker
into believing there is a real system at the receiving end.
However, since the authors’
main goal was to analyze automated attacks, the mentioned
advantage of their stateless
approach has distinct merit. As Varadero et al mention, a third
party tool
58 can be utilized
to analyze the collected data, arid to actually generate signatures
that a misuse-based IDS
can utilize. For the purpose of their project, the authors utilize
d a version of 59
ASAX to
analyze and respond to the incoming traffic. Then, the three-w
ay TCP handshake was
implemented in a maimer implying a guaranteed answer for every
incoming connection,
and a simple response to an incoming Client request was equally
provided for, insuring
thus a basic emulation of an HTTP server. In like manner, the
HoneyTank features a
plain implementation of an SMTP server mostly via regular expres
sion parsing and
processing. As the authors point out in the evaluation section,
during a 5.5 hours
evaluation period, HoneyTank received 3,433,579 TCP segments (1,702
,632 containing
data) from 12,859 distinct IP addresses. Not surprisingly, when sorted
by port number,
the top four spots were port numbers known to be leveraged by popular interne
t worms:
9898 the Dabber worm and 2745 the Beagle worm among them. Varadero
et al also
used 6
Snort to further analyze the accumulated data, and another no-surprise conclu
°
sion
emerged: the top triggered rule was “SHELLCODE x86 NOOP”,
“[...] a generic rule
—

—

—

which searches for a stream of 14 consecutive NOP instructions (0x90) in the payloa of
d
the packets and which indicates potential buffer overflows” [59]. The authors conclude
by pointing out an obvious advantage of their stateless approach: the HoneyTank is
bullet-proof against DoS attacks. The stateless approach to HP’s is not without
drawbacks however, and Varadero and Charlier proceed to extend the initial prototype in
[61]. In particular, the authors implemented several versions of the TCP stack, in an
effort to render HoneyTank more realistic, and thusly, more maiware-friendly. However,
the results were inconclusive, as their particular TCP/IP stack emulation was molded
around 6
nmap’s behavior.
’

Such as Honycomb; see [60] for details.
We presented ASAX in Section 2.1.7 [35]
60
We presented SNORT in Section 2.1.4 [18]
Widely known network exploration utility [62].
61
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Finally, we would like to mention in this category the contribution
by King et al
[63]. The project’s goal is to precisely identify not only the set of change
d files during an
attack like FIC’s do, but more importantly, the sequence of steps that
occurred during
—

an attack, as the former does not usually imply the latter. Furthermore,
BackTracker
62
can correctly identify the point of entry of the attack, and display the chain
of events that
occurred thereafter as a dependency graph. In particular, the tool functio
ns by back
tracking the set of activities and changed system objects starting
from the known
compromised system 63
artifact that alerted the SysAdmin (or the system administrator) to
the intrusion. To achieve this, BackTracker constantly monitors specifi
c system objects,
and generates its own log data required in the reconstruction phase. Namel
y, this is
achieved at the boundary between the application and kernel levels,
such that rich
semantics can still be obtained while hardening the tool against shell-a
ccess disabling.
BackTracker monitors three types of system objects: processes, files, and filenam
es [63],
—

while keeping track of all related dependencies. We also note that the author
s took extra
care to provide for a pruning-mode of the resulting graphs (and related filters), such
that
the users can visualize an as simplified version as possible of the attack’s inprint
. The
authors proceed to enact a series of attacks to evaluate BackTracker, and the resulti
ng
graphs are indeed outstanding in their clarity and fish-eye affordance of the attack’s trace.
This approach naturally creates the drawback of burdening the protected system’s
perform
6
;
4
ance however, offsetting benefits emerge for specific cases where such
monitoring is desired.
Finally, for a comprehensive survey of IDS complementary tools we direct our
interested readers towards Talisker’s listing [64].

2.1.11.

Evaluation Of Intrusion Detection Systems

Naturally, one will wonder how well these engineering efforts achieve the goals
of real life intrusion detection. Further, a potential buyer will certainly like to know how
scalable a particular IDS solution is, what functional requirements assumptions are built
62

64

The authors nicknamed the project BackTracker.
The authors refer to this instance in space and time as detection point.
The authors cite 9% CPU overhead and 1.2 GB of log data per day.
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in for a given product, what intrusion area, if any, is a particular IDS better at detecting,
or how was the false alarm rate computed

—

to name only a few criteria of essence at the

IDS deploying end. Equally expected, a manufacturer’s performance description is prone
to be biased. It becomes thus essential to survey the evaluation approaches and results
published by the network security community.
From a theoretical foundation for IDS evaluation perspective, we find solid
guidelines for anomaly detection metaphor evaluation published as early as 1993. Indeed,
in [65], Helman and Liepins attempt to define formal boundaries for the evaluation of
anomaly-based IDS ‘s by first defining a legitimate and a misuse processes, and then
demonstrating that the upper bound for the IDS ‘s accuracy is defined by a function of the
difference between the densities of the two processes over the space of analyzed
transactions. The authors also show how varying core parameters, like training data
sample size and transaction (statistical) attributes influence the accuracy of the detection
procedure. Most importantly perhaps, Helman et al demonstrate that exactly optimizing
any of the anomaly-based IDS’s criteria is NP-hard; thus, the employment of heuristics is
likely to be validated as the norm for factory (or end user) tuning of anomaly detection
systems’ parameters.
From a more engineering-biased perspective, we outline the work by Puketza et al
[66], where by adopting a common software testing technique, the authors developed a
black-box testing framework destined to primarily evaluate misuse-based IDS’s. To
formalize the framework, the authors outline first a set of performance objectives against
which an IDS should be hold accountable. First, a broad detection range is defined as the
IDS ‘5 ability to detect an intrusion across a large set of attacking behaviors; then, an
economy in resource usage is defined as the ability of the IDS to correctly function with
as little as possible inference with the protected system’s resources, and last, a resilience
to stress is defined as the ability of the IDS to maintain an accurate detection rate despite
high levels of local computing activity. Puketza et at also grant due consideration to the
test case selection process, by defining intrusion partition classes which are either
intrusion technique based, host system vulnerabilities based, or intrusion signature based.
The authors proceed to develop a set of scripts exemplifying each partition class, and
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employ them against a local implementation of the Network Securi
ty Monitor [7]65• We
retain as a significant the results obtained in the resilience to stress
partition class, and
where the IDS under test shows significant performance degradation
(i.e. misses in attack
detection) under high computing activity likely in direct proportional
relation.
We mention next two of the most significant IDS evaluation works
of the 90’s:
the 1998 and 1999 DARPA Off-Line Intrusion Detection Evalua
tions ([67], [68])
performed at MIT’s Lincoln Laboratory, and which can easily be
qualified as mammoth
in scope and complexity. However, given the popularity these two works
enjoy, we will
not present their findings in this paper, and refer our interested readers
to the actual
papers (they are published under the umbrella of several forums; our citatio
ns are by no
means exclusive). Instead, we will focus in our presentation on McHu
gh’s critique [69]
of the two popular DARPA evaluations mentioned above.
—

As a case in point, McHugh begins by pointing out shortcomings in the manne
r in
which the synthetic data used approximates real life network traffic; more specifi
cally, as
to whether the signal to noise ratio in the synthetic data corresponds to the same
ratio in
real systems’ network data. In this respect, it appears that the DARPA evaluators
failed to
show that the false alarm rate exhibited by the systems under test is similar to the
rate the
evaluated systems showed on real data, and McHugh points out that the normal Interne
t
traffic exhibits perturbations that are benign in nature, and yet not part of standardcomplying payloads. Similarly, McHugh points out that the two studies provide little
insight into the attack data distribution. This is obviously an issue, as regardless of which
attack taxonomy one uses, it is not true that all attacks occur equally likely in real
network data. This, combined with the operating systems and hosts mixture of the
protected computer systems raises the question as to how representative was the selected
attack mix for the targeted system. To give an extreme-scenario example, launching a
Microsoft Windows attack against a host running a UNIX clone is not likely to cause
much harm, or to be representative in an exhaustive IDS evaluation. Since the evaluation
was supposed to target IDS ‘S protecting an United States Air Force base computer system
(and not say, an educational computer science laboratory, which is often composed
exclusively of UNIX hosts), the point of accurate host representation, both in flavor and
65

We introduced NSM in Section 2.1.1
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number, is rather important. McHugh makes a further point in criticiz
ing the attack
taxonomy used by the evaluators, by mentioning that for what is
listed as one atomic
category, i.e. denial of service, a fair number of unrelated intrusions can
be enumerated,
and are likely to be detected as different by a given IDS. What is more,
McHugh points
out that the attacker-centric taxonomy used in the two studies leaves
little room for a
“normal” false positive or negative, where “normal” are such cases where
the IDS did not
flag a signal below its pre-set detection threshold, or a case where an
alarm is not based
upon detection of a unique event, but rather following transition to a
subsequent state,
based on latter events. Finally, McHugh dedicates a significant section
of his critique to
the methodology used in the two studies for results analysis. The main
issue concerns the
particular use of R0C
66 curves in the DARPA evaluations. To begin with, McHugh
questions the departure from the typical ROC curve
— “[...} a single operating point that
expresses the percentage of true positives (the proportion of the actual attacks
detected)
plotted against the false positive percentage (the proportion of the units of
analysis for
which the system signaled an attack when none was present) for the entire evalua
tion”
[69], by asking the IDS operators to return a result other than ‘0’ or ‘1’. Or, as McHu
gh
points out, this is unrealistic for many IDS’s, as finding a matching pattern within a unit
of data is a categorical event. Furthermore, McHugh opens the floor for open criticism of
the decision to change the ‘X’ axis of the ROC curve from percentage of false alarms to
number of false alarms per day. Although it seems that the evaluation authors did so
following specific input from the DARPA sponsor, this creates the unwanted effect that
“[...J using the dataset as provided for the evaluation, but reassigning values to the
timestamps attached to the data items, the false alarm rate per unit time can be
manipulated to any degree desired” [69]. It is further pointed out that given this, and
should the evaluation test-bed be faced with megabit traffic-rates, the observed false
alarm rate might have increased ten, or even a hundred fold. Though we have only
outlined the main points of McHugh’s critique, we hope we have exemplified the vast
array of difficulties one is prone to encounter in evaluating IDS ‘s, and that no one single
method is likely to be the definite answer.

66

Receiver Operating Curve [8], [9], [10], [11]; concept we presented in Section 2.1.2.
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In the light of that conclusion, we propose next a brief survey of Axeiss
on ‘S baserate fallacy paper [70]. As its title implies, the cornerstone of this
particular paper
revolves around the Bayesian statistics concept of base-rate fallacy When
.
applied to the
Intrusion Detection problem under a specific
though certainly realistic
set of
assumptions, the author arrives at the surprising conclusion that the
main performance
limiting factor of an IDS is the unexpectedly low false alarm rate
it has to afford. In
particular, Axelsson starts from the assumption that the average moder
n-day computer
system is subjected daily to high volumes of network traffic, of which
only a small
percentage constitute actual intrusions. Since most IDS rely on logging
and analyzing an
overwhelming percentage of system activity to afford detection of intrusi
ve behavior
detection, the false alarm rate can be computed based on this set of assum
ptions. We
leave to our readers the perusal of the actual equations, and we retain for our
analysis the
conclusion: a desirable detection rate “is completely dominated by the factor
(0.99998)
governing the false alarm rate [...]“ [70]. These results are further emphasized via
a plot
featuring the Bayesian detection rate against the false alarm rate. Between the two
perfect
—

—

extremes (100% detection and 0% false alarms), one can easily note that a highly
unreasonable false alarm rate ( 1 xl 0 ) is required for a quite reasonable Bayesian
detection rate of 66%. In the latter section of his paper, the author proceeds to plot the
ROC curves of several published ,
67
evalua
tions and judge them in the light of its prior
reasoning. Axelsson’s ROC curves are benefiting not only from conforming axes
definitions but also from the author’s initiative to draw an “ideal,” base-line curve
,
68
based on his starting point assumptions. Also, a mix of both misuse and anomaly based
IDS’s are plotted on the same graph for comparison. As the author concludes, several
factors influence the performance of various IDS ‘s, the nature and composition of
training data, and its influence on performance being the most poignant. We retain
Axeisson’s work as a highly precise question mark raised against the choice of deciding
factor in evaluating IDS performance.
Next, we introduce an equally exact approach in IDS evaluation; this time, the
authors employed a benchmarking metaphor. In their paper [71], targeting the anomaly
67
68

Some of the IDS’s tested in the two DARPA evaluations previously mentioned included
See our prior presentation of the critiques addressing DARPA evaluations’ ROC analysis
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detection IDS metaphor, Maxion and Tan start with the following two hypoth
eses: first,
variances in data regularity will influence IDS performance, and second, such varianc
es
occur in real-life network data. Further, their approach is motivated by the just
observation that the signal to noise ration occurring in the to-be-analyzed data
will
undoubtedly vary according to a specific deployment environment (i.e. educat
ional,
medical, military, ecommerce, etc). To test the first hypothesis, the author constru
s
ct
several synthetic data sets, as required by systems in this category namely, trainin
g and
test data sets, plus the attack (anomalous) data, and measure changes in the data’s
—

regularity via .
69
entrop
y The approach in data sets generation semantics was straight
forward: a subset of the Latin alphabet as normal data, and a pre-defined set of anoma
lies
was also crafted; we refer our readers to the published work for additional details
concerning synthetic data sets construction. We retain two main observations regard
ing
the observed results: first, despite the fact that 165 data sets were constructed, using
5
alphabets and 3 types of anomalies, the resulting ROC curves were highly similar.
Second, the results confirmed the starting point hypothesis: variance in the analyz
ed
data’s regularity translated into variance in IDS performance. Furthermore, even for
the
case of perfect (i.e. 100%) detection rate, it was observed that as randomness in input
data increases so does the much dreaded false alarm rate. Maxim and Kim’s work also
provides confirmation for the second hypothesis; however, we retain their work with
respect to the effect in analyzed data’s randomness as significant, if only for its
implications in real life IDS deployment: the assumption that a particular IDS will
perform similarly across a wide range of environments seems to be invalid, and this even
if and adequate training period is observed.
Last, we emphasize the work by Ulvila and Gaffney [73], as they seem to provide
an answer to many of the previously noted shortcomings. In particular, the authors’
answer to the problem of how does one select the best IDS to fit a particular deployment
situation is a decision cost tree. Further, their approach can be extended to a apples-toapples comparison of two IDS’s, and also to showing how one might re-tune an IDS
following a major operating environment change. Ulvila and Gaffney’s main idea
gravitates around the concept of operating costs. In particular, after defining the
Measure of randonmess; for more details, please see [72]
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probability of an IDS not raising an alarm given an intrusion as f3, and the probability of
the IDS raising an alarm when no intrusion was present as x, and define operating point
as the point on a given IDS ROC curve having these two probabilities as coordinates.
Further, the authors define respective costs associated with each detection error. Rather
than using absolute cost terms, the paper focuses on real environments consequences of
operating an IDS, such as the cost for an SysAdmin to investigate an alarm, the cost of
having the host system down for recovery reasons, etc. The end result is presented in the
form of horizontally laid out decision tree, whose nodes corresponds either to actions
under human control, such as responding or not to an alarm, or to uncertain outcomes
such as the various probabilities involved. By additionally taking into account specific
values of the probability of intrusion for a given milieu, and assuming the cost of failing
to respond to a real intrusion to be five hundred times greater than the cost of responding
to a false alarm, Ulvila et al arrive at very precise cost analysis results, allowing a
potential IDS buyer to arrive at a operating cost-based purchasing decision, provided the
probability of intrusion is known
. From the works we surveyed in this section
70
, it also
71
seems that Ulvila et al are the only research group to arrive at the conclusion that two
identical IDS ‘s are almost always better than just one. The “almost always” qualifier is
guided via the sliding window afforded by the probability of intrusion: at the two
extremes we have the obvious cases where one should respond to all alarms or to none at
all, whereas there exist a sweet spot in between where it is better to answer to an alarm
raised by either IDS, or to both. We retain as this work’s main contribution the cost
analysis allowing one to steer away from the much 72
debated ROC curve, or the
inherently subjec
73
tive rate of false alarms, and instead use them only as an aid for basing
an evaluation decision strictly on the operating costs an IDS or other will entail

—

the

authors actually provide a six-step procedure for independent IDS evaluation as part of
their conclusion.

70

We infer this owe to be the case for most commercial users.
The two papers ([74] and [75]) by Antonatos et al are not presented here, but we encourage our readers
not to overlook them.
72
See McHugh’s critique in [69].
According to the vast majority of works surveyed, the deployment environment influences the observed
IDS false alarm rate.
71
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2.1.12.

The Need for Correlation

We can conclude, following our IDS technology presen
tation, that there seem to
be an obvious dichotomy present in IDS technology. On
the one hand, we have IDS’s
highly specialized in monitoring hosts, but are completely
blind to network events and
vice-versa. On the other hand, misuse based systems tend
to be highly reliable and
provide few false positives, if any
; however, they constantly require signature update
74
s
and are blind to attacks for which a signature is not already
present. Anomaly based
system by comparison, have none of the signature-associated
drawbacks, but they usually
trigger a significant number of false alarms. It comes thus as
no surprise to hear that most
enterprise level networks feature a combination of IDS ‘s
to monitor and defend their
assets. With this added security however comes the extra compl
exity of managing more
than one IDS. And, if the respective IDS ‘s are not provided by the
same vendor, then the
chances of inter-IDS collaboration are slim. This places users in
the awkward position to
have to hire and train several SysAdmin ‘s to deal with each IDS indepe
ndently and have
them corroborate their findings every time an alarm is raised, as one
potential solution to
mitigate for the varying IDS’s locally deployed. Naturally, other solutio
ns can be found;
the quintessential problem here lies with the fact that the onus is placed
on the User to
find a way to cope with heterogeneous proprietary technology, as oppose
d to having the
manufacturers develop one.
—

The network security research community was listening however, and
in recent
years several works have being presented providing much needed solutio
75
ns to manage
several locally deployed IDS ‘s and correlate their results in a cohesive final
report and
intrusion analysis.
One such example is the work by Valdes and Skinner [76], where the system the
authors built relies heavily on the distributed architecture advantages 7
EMER6
ALD
affords. In fact, not only is the EMRALD hardware leveraged here, but also its templa
te
for alert data and management. The other two IDS’s utilized are ISS RealSe
77
cure and a

76

When properly configured, of course.
We mean that statement as compared to the years when the first major research IDS’s were born.
Presented in Section 2.1.9; see [48] for details.
Presented in Section 2.1.6; see [30] for details.
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Checkpoint .
78
Firewa
ll The authors’ main contribution is substantiated in the correlating
algorithm: a probabilistic method for combining separate sensor alerts
into cohesive
“threads,” thus greatly enhancing the ability of the SysAdmin to understand
any particular
attack, while reducing information overload at the same time. In particu
lar, the authors
have designed a top-down, attack class-based hierarchy, and analyze
at run time the
incoming sensor data in order to infer potential for merger into already instant
iated such
attack classes. Significant development was undertaken at the level of metada
ta used for
grouping. For example, this metadata can be part of either the attacker’s,
or victim’s set
of identifying parameters (port numbers, IP addresses, etc), and a potential
merger is also
looked at from an attack state perspective. That is, the correlation algorit
hm attempts to
infer whether the newly reported data is the next stage of an in-prog
ress attack. Not
surprisingly, the experimental results are encouraging. For a real-traffic,
three-week-long
scenario, “[...] the IDS sensor
79 processed over 200,000 sessions and generated 4,439
alerts. The probabilistic correlation system produced 604 meta alerts” [76].
Furthermore,
Valdes et al organized a closed experiment with controlled network data,
where their
system’s capability to merge related threads was further proven; this iteratio
n showed
especially the ability to reconstruct a distributed attack scenario, by adding any
—

—

compromised local hosts to the attacker’s assets, and we consider these results
encouraging, especially since they do not require modifications to the managed IDS’s.
A similar approach to IDS correlation is taken by Goldman et al [77]; the devil is
in the details, however. Where the system Valdes et al built is a model of simplicity and
ease of use, integration, and deployment, the solution proposed by Goldman et al appears
to be a mammoth in complexity. Further, the results shown in the paper do not seem to
justify the expense a potential user will have to incur to install SCYLLARUS (the
correlation application’s name) on their network. To begin with, a component of
SCYLLARUS is a security goals database, which is particular to a given site’s security
objectives. Though the paper provides examples as to how entries in this database are
defined, we have not seen a reference to pre-installed templates, and this seems to
indicate that a potential user will have to first infer all the potential threats to her

N.B. This product is a firewall, not an IDS.
78
79
Meani
ng, EMERALD’s
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infrastructure, and enter them in this database using SCYLLARUS’s
tenninology. The
authors justify this by speculating that current IDS’s are a WYSIWYG
solution, not
discriminating between the security needs of an c-commerce site versus
an air force base,
and provide the example of a web server: critical for the former user
category, a “PR
luxury” [77] for the latter. Though we do not contest the value of the
argument, we can
easily turn it around: what are the taxpayers of a given country going to
think about their
military, if a multi-million (or should we say billion?) dollar air force
base cannot protect
as much as its own web server? That argument aside though, we believe
that burdening a
system administrator and the local SysAdmin with the task of popula
ting the security
goals database from scratch owe to be avoided. Further reading
clearly shows
SCYLLARUS operates as a complex software layer with a master-slave 8
architecture of
°
its own, and intercepting and aggregating the signals from the locally
deployed IDS
sensors. Though this is certainly nothing new, nor flawed, we fail to see
the advantages it
brings to justify its complexity. Without delving into the architecture itself, we
will again
focus on the results. The paper features (on page 5) a figure showing “how the
goal of
maintaining user account authentication has been violated” [77]. It is compo
sed
exclusively, aside from two ovals featuring the names of the violated security goals,
of
squares featuring letters and digits with no immediate meaning; they are either a “repor
t”
or an “event”, connected by arrows. The section explaining the figure concludes with
“the interested user can “drill down” to find the details
[...J” [77], and two tables are
provide showing the kind of available details. We fail to see how, after going trough the
trouble of installing SCYLLARUS, is the SysAdmin any better off than by simply
performing the same investigating work on the reports form the IDS ‘s signaling the
security breach in the first place. We further counterbalance SCYLLARUS ‘s complexity
against its advantages via a provided example. To exemplify their system’s ability to
allow multiple inheritance in the reported attacks, the authors provide the example of an
exact signature match forwarded by a ’
8
USTA
T sensor for a well defined (and known)
Solaris 82
exploit and the same exploit as less accurately reported by a local anomaly
,
based IDS. We again turn the authors’ example around, and ask ourselves: how many
80
81
82

The published work [77] provides ample detail as to the architecture and its components.
We introduced USTAT in Section 2.L7; see [36] for details.
The exploit in question is sadmindex.
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SysAdmin’s out there would ignore a USTAT signature match for
a known exploit, after
going through the trouble of installing this IDS in the first place?
We think the answer
would be ‘many’ only if the protected network will lack any Solaris
hosts. We fail to see
the need for further processing, and believe this is a poorly chosen
example, as signaturebased IDS ‘s are known for their virtual lack of false positives, and
because the SysAdmin
can tune the IDS with respect to which signatures should be strictly
enforced and which
not, and because further processing of this particular alarm signal
cannot possibly yield
more than just confirmation of this particular alarm. Further, assum
ing USTAT gave a
false match in this particular case, Goldman et al fail, in our opinio
n, to make the case as
to the added value SCYLLARUS brings in this particular case. As a
last concluding point
on the usability of SCYLLARUS, its event dictionary one of its compo
nents requires
the supervised IDS ‘s to utilized a specific vocabulary for communicatio
n. As the authors
themselves admit, this also requires vocabulary adoption by the IDS
developers, thus
placing SCYLLARUS in the potential-future-adoption category, provid
ed all stake
holders agree to support it clearly not a strong incentive for end user adopti
on.
Debar and Wespi on the other hand leverage an 83
existing (commercially
—

—

—

implemented) event handling console for information systems [78]. This approach
has the
main advantage of allowing the authors to concentrate on the actual correlation
algorithm, while at the same time providing corporate end users with a familiar interface.

It is to be mentioned that the Aggregation and Correlation Component (ACC) Debar et al
built targets large enterprise deployments (hence the assumption that the TEC will be
present), where several IDS’s complement each other in the intelligence gathering and
alarm raising arenas. To further deal with the level of network complexity at a specific
site, the ACC affords a master-slave relationship, where higher level ACC’s receive and
correlate reports from lower level ones. In particular, the ACC’s main task is to attempt,
for every received alert, a correlation analysis pass. Furthermore, the system performs a
hierarchical grouping of alert views, such that the independent alerts are prevented from
cluttering the information display, and in so doing, permits monitoring of an attack as a
whole, even when spread over various lengths of time. This is achieved via a key design
requirement: always present a single alert per attack, regardless of how many alerts a
83

Tivoli Enterprise Console (TEC); please see the references in the actual paper for more details.
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given attack has generated at the sensor level. On the other
hand, false positives are
avoided via intensive use of alert correlation and aggregation.
On the correlation front,
the ACC distinguishes two possibilities: duplicate alerts and conseq
uence alerts, and
infers heuristics for detecting them. For example, in the duplic
ate case, metadata such as
timestamps, and source and destination IP addresses (and/or hostna
mes) are used. What
is more, the system has the ability to generate new signatures based
on the number of
times a specific alert is repeated: once the number of occurr
ences reaches a pre-defined
threshold + 1, the chain of alerts is recorded as a new attack
signature. To infer a
consequence alert, the ACC uses first a pre-defined link, and
second, a timer. That is,
within a specified window of time, a predefined link between alerts
a and b must occur.
In addition, the ACC infers three aggregation axes (source, target,
and class of attack),
which are used to define aggregation situations. We note one interes
ting use of the latter
concept: detecting authorized scans, and inferring whether the scan pattern
changed, or if
any of the system’s sensors is malfunctioning. We infer as main critiqu
e of the ACC its
unnecessary downplay of the classic IDS technology on one hand, and it
reliance on the
ACC operator to assign confidence levels for a given alert’s accuracy. For
example,
Debar et al claim that “When deploying a large number of probes, operato
rs are forced to
reduce the number of vulnerabilities monitored to limit the number of alerts
to a
reasonable level” [781. However, the authors also state that “This [sensor alert confid
ence
value] is determined independently of the product vendor. Default values take into
account the intrinsic inaccuracy of the alert and should be modified by the operator
[...j”
[78]. First, no explanation is given as to how the default confidence value is computed,
and second, we infer as a contradiction to ask

—

most likely

—

the same “irresponsible”

operator who would allegedly reduce the number of vulnerabilities monitored to now
modify the confidence value of a given alert to better reflect local deployment behavior.
We conclude by underlying the significant inroads Debar et al make in the area of IDS
alert aggregation and correlation by formalizing an Alert Class Hierarchy and a
hierarchical approach to alert aggregation, and their successful system integration with
the Tivoli Enterprise Console.
At the end of this section, we conclude that Intrusion Detection Systems are a
mature and modern technology which in spite of its shortcomings, has proven its
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necessity and utility in today’s heavily networked com
puting deployments, and is
especially relevant given the increasingly ubiquitous nature
of LAN-WWW integration.
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2.2. Mobile Agent Systems
2.2.1. Introduction
A brief historical survey allows us to conjecture the following
hierarchy within
the evolution of machine data communication:
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Figure 1: Inferred Hierarchy within the Evolution of Machine Data Communication
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Form a high level perspective, we can infer that the need for (mobile) software
agents arises from the necessity to provide an alternate mechanism for interaction,
information communication, and data processing between networked nodes, without
the
assistance of a human, and especially in cases where the target nodes are connected
via
non-pennanent connections. Notwithstanding, we would like to point out that it is
a
known fact that almost any task benefitting from the use of mobile agents can
be
accomplished by one of the less complex mechanisms.
However, in certain particular cases, the usage of mobile agents has offsetting
benefits over its disadvantages. One such case occurs in network security applications,
where analysis-triggering events occur in real time, and must be carried out
at
unpredictable data-store locations across the protected network. And once the main
mobile agent platform security-related drawback is addressed (i.e. the trust level of the
target hosts), then a (network security) solution can significantly benefit from preferring
the latter method as its operating metaphor.
As we have chosen to implement our VoIP IDS on a mobile agent platform, we
will introduce next the core concepts behind the mobile software agent paradigm, we then
present several successful instantiations, as well as the main advantages and
disadvantages of the metaphor.

2.2.2. Mobile Agents Conceptual Model
The semantics of the mobile agent term is two-fold: it stems from mobile code
and software agent. The software agent term precedes the former, and is widely known in
the computer science community: it straddles the research areas of Distributed Problem
Solving and Parallel Artificial Intelligence [811. Given this, various definitions of the
term exist, all depending upon the respective application domain or research area. We can
however safely infer that at its most basic root, a software agent is a module performing a
computing task on behalf of another entity

—

human or artificial. From here, various

partition classes can be inferred: for example, we can classify software agents based on
the nature of the task they are designed to execute, based on whether they collaborate
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with other agents or not, based on their inner implementation,
based on their learning
ability or lack thereof as well as based on their physical locatio
n to name only a few.
The mobile code concept has a more mundane definition, as
it merely designates code
that can be executed on a remote host (i.e. not the “home-base”
host of the module)
without requiring any explicit environment accommodations;
common 84
scripts are an
obvious example. Naturally, the arrival of the mobile code compo
nent at the target host
needs to be triggered first via an external event; however, once that
is accomplished, no
further action is required for the module’s execution. Therei
n also lays its main
interaction paradigm: Client Server applications, where a Client
node requests a service
from a Server node. Fuggetta et al [82] have been instrumental
in establishing the
foundation for formalizing mobile code motivation, classification
, and basic conceptual
building blocks. From a classification perspective for example, they
distinguish three
main dimensions: technologies, design paradigms, and application domai
ns.
—

-

2.2.2.1 Technologies
Technologies represent the mechanisms enabling the mobile code paradig
m. In
particular, Fuggetta et a! distinguish two main components: the Compu
tational
Environments and the Executing Units. The Computational Environments’ role, as their

name implies, is to insure “visiting” applications find a suitable environment on a foreign
host, thus enabling dynamic component relocation one of the basic needs for mobile
code execution. Executing Units on the other hand, “represent sequential flows of
—

computation” [82] (e.g. a single-threaded process). These two building blocks are not
unique to mobile code; on the contrary, they are present in all environments. The binding
between the two however is what distinguishes the mobile code paradigm, in the sense
that the EU can be relocated to another CE, whereas this is impossible in the classic
model. Furthermore, a distinction must be made between strong mobility where not
only the code, but also the execution state can migrate and weak mobility, where only
—

—

the code can migrate. It is to be noted here that in the case of strong mobility, the
additional task of re-enacting the originating resource allocation and data bindings must
be performed.

JavaScript, VBScript, etc.
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2.2.2.2 Design Paradigms
Not surprising, the mobile code design paradigms are radical
ly different from the
classic EU-CE model, as they must provide for the fractur
ed binding between the two. In
particular, Fuggetta et al distinguish remote evaluation,
code on demand, and mobile

agents. In the remote evaluation case, the resources require
d for a specific computational
task are not co-located with the executing code branch.
As such, the latter must be
deployed at the node holding the resources. In the code-o
n-demand paradigm, the
requestor lacks the intelligence to perform a task for which
it already holds the resources;
as such, it must receive the know how as a visiting modul
e. Lastly, in the mobile agent
paradigm, it is no longer the question of relocating just the execut
ing code, but the entire
executing component, and its state, resources, counters and
stack composition, in a
manner which will afford execution restart at the target node.
Two main implementation technologies are employed in the
mobile agent
paradigm: a “weak” implementation, where the execution state
is not preserved upon
migration, and a “strong” one, performing the opposite. In the former
case, additional,
explicit coding steps must be undertaken to appropriately package the
current state before
migration, send it all following the adequate communication protocol, and
un-package it
at destination. In this case, the application creator must have knowledge of
the protocols
involved, and explicitly satisfy their criteria. Strong mobile technologies
are
characterized by the use of a “platform” encapsulating all the required protocols and
state
preservation operations needed for the module’s migration, thus freeing the applica
tion
creator to concentrate on solely solving the problem at hand.
2.2.2.3 Application Domains
A typical application for mobile agent technology is information retrieval. This is
especially attractive when significant data stores located on nodes with limited to non-

existing computation capability are at involved, as the alternative of shipping the data to
the computational node would be prohibitive. Yet another common use arises in networks
where the connection between several nodes is not reliable. In such a case, a classic
,
Client-Server interaction will be unfeasible; however, it will suit well the mobile agent
model as network connectivity is required only for the agent and results shipping phases
of the computation. Fuggetta et al further identify a niche application for the support and
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management of advanced telecommunication services, especially those where the human
actors are mobile users. Such users are bound to disappear from location A only to
reappear at location B after a given time interval. Perhaps the most popular application
domain for mobile agents is the field of eCommerce; two main areas of specific interest
are travel booking activities as well as stock trading.
Conceptually, the mobile agent paradigm establishes itself as a solid alternative to
the Client-Server model, via its ability to address the core drawbacks of the classic
model. It is to be noted however that the mobile agent paradigm has its own drawbacks,
as we detail in Section 2.2.5, and also a cost. Our work aims to exemplify one instance
where the cost-benefit analysis favors the mobile agent model.

2.2.3. Mobile Agents Communication
2.2.3.1 Background
Arguably, the earliest attempts to define an agent communication model surfaced
in the Life and Social Sciences field, where computer simulations of large populations
proved to be a viable alternative to natural population study. Naturally, other areas like
Biology, Molecular Chemistry, and most recently Economics have found the ability to
generate large scale populations for equilibrium and evolution study an invaluable tool in
their research arsenal. In so doing, the need to model a communication system closely
replicating the one

observed in the population of interest triggered several

implementation approaches, which had to also comply with all dimensions of the studied
population. Meaning, as Schweitzer et al explain [83], a multi agent system is composed
not only from a significant number of members, but also from agents of different types.
Yet another level of complexity presents itself once we take into account realistic
network communication issues like latency, disconnections, congestion, etc. Finally, as
the individual agents become more complex
part it is supposed to mimic

—

—

so as to better reflect the natural contra

the state space required by the agents’ communication rules

increases exponentially [83].
In an effort to mitigate this series of agent communication problems, several
approaches have been inferred.
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2.2.3.2 Proposed Models
Schweitzer et al for example propose a minimalistic
approach to agent design,
where information is divided amongst functional,
structural, and pragmatic. The
functional information strictly regards the agent’s capabi
lity to process information from
outside the system; structural information regards exclus
ively the syntactical aspects of
data, and finally pragmatic information is the result
of the agent’s application of
functional information onto a specific token of structural
information; it is the type of
information enabling agents to act in their environment
. Additionally, and faithful to the
minimalistic design paradigm, Schweitzer et al also introduce
the concept of blackboard
as communication medium, external to the agent itself. That
is, blackboards act as storage
at all levels of agent communication
local or remote, with open or closed access,
monolithic or distributed across several sites. They also follow
the publisher-subscriber
metaphor, whereas information from a master table trickle
s down to slave ones. The
entire agent ecosystem functions thus based on each agent’s
innate ability to process
specific kinds of information. This information is stored on an elabora
te network of black
boards, and the processed information becomes input for other
specialized agents, with
—

byproduct information generated on the fly and equally stored on
the blackboard
network.
Yet another high-level approach to agent communication is proposed by
Parunak
et al [84]: use the pheromone model for inter-agent communication. In
particular,
Parunak et a! note that ants do not follow an entropy trail deterministica
lly, but their
movements are influenced by the strength of the pheromone trail. As either of
the nestguiding or food-guiding pheromone trails are deposited by other ants, and the pherom
one
itself requires a (solid) surface for adherence, we can see a parallel with the blackb
oard
approach suggested by Schweitzer et al. Applied to mobile agents’ behavi
or, the
pheromone model suggested by Parunak et al functions via an “advertising” activity
. For
example, if one agent wishes to “attract” another, it will continuously emit pherom
one
molecules, thus increasing their density at its location until their scent is suffici
ently
dispersed to be caught by an interested mobile party.
Stepping now firmly onto Computer Science field, the work by Finin et al [85]
stands out as a major pioneering effort in the area of mobile agent communicatio
n:
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KQML, or the Knowledge Query and Manipulation Language.
KQML provides both
specialized communication constructs to be used by agents, as well
as provisions for the
instantiation of highly specialized agents, whose sole role is to facilita
te communication
between the “worker” agents. In so doing, Finin et al also addres
s the heterogeneity
concern, whereas agent of different making, various hosting platfor
ms, and non-uniform
data sources all need to interact and co-operate. In particular, Finin
et al start by pointing
out the fact that in a significant number of Client-Server agent inquiri
es, the Server side is
often just a facilitator, collecting the answers requested by the Client
side from other
parties. The authors expand on the middle-man concept by proposing
the instantiation of
highly specialized agents called communication facilitators to
handle all incoming
requests from worker agents. Furthermore, their role is expanded to
providing directory
and registry services, content-based message routing and forwarding, and
“matchmaking”
between interested parties. For example, some facilitator agents can special
ize solely in
becoming look-up directories for peer-agent finding. As for the vocabulary
itself, specific
KQML language constructs named performatives, are used for worker
-facilitator
conununication. Other than that, KQML does not impose any particular messag
e content
requirements. Meaning, the payload can be formulated in whatever language or terms
the
communicating parties are designed to utilize; KQML constructs are only a wrappe
r
allowing the message itself to pass through and to find communication participants.
Given this model, KQML has the significant advantage of not imposing any particular
operating system of platform for its functioning. Cross application communication for
example, is materialized via KQML-speaking router agents, whose role is to pass
messages between applications, even those who otherwise arc not designed to
communicate, and we believe therein resides its main strength.
A second major approach to inter-agent communication is the 0MG MASIF
specification [86]; its main contributions are the fact that MASIF addresses
communication between agent systems, and not between agent applications, and its
emphasis on agent (communication)

security. Also,

in addition to providing

specifications for agent transfer and management, MASIF also provides a vehicle for
agent naming and locating; thus, perhaps its most important contribution resides in its
ability to provide interoperability between distinct agent systems. To accomplish its
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goals, MASIF introduces a series of concepts: places are
the local contexts in which
individual agents “live”; regions are sets of agents of
the same authority; agent
serialization is the process of flushing and agent to a hibern
ation state from which it can
be easily re-activated; equally, the concepts of agent transfer,
remote agent creation, and
remote method invocation are defined. These concepts
are also instrumental in the
naming convention MASIF introduces, and which plays
a major role in agent finding
operations. To that respect, MASIF uses 0MG as its namin
g authority, thus greatly
enhancing its interoperability. Like already mentioned, what
impressed most about
MASIF is its holistic approach to security. Meaning, the goals
of Milojicic et al is to
secure not only the agents themselves, but also the resources of
the hosts where they run
and access to all other resident programs. This is achieved
primarily via secure
authentication both at the system, as well as at agent level. Then,
all requests for remote
activity, such as agent creation and resource access via agents must
also be authenticated.
The work by Baumann et a! [87] attempts to independently addres
s two main
agent communication hurdles: inter-agent communication between previo
usly unknown
parties, and anonymous communication between interested parties. To
accomplish the
former, Baumann Ct al first identify the need for globally unique agent identif
iers, to be
generated by the system at agent creation time, independent of the agent’s place
of birth.
Secondly, the model specifics a specialized agent type, the service agents, which
are
stationary, and provide an interface to the local resources for the requesting agents. As
such, agent communication is now distinct: peer-to-peer, i.e. between mobile agents, and
mobile agent

service agent; the resulting concept of group communication is the
building block for anonymous agent communication Baumann et al propose. The latter
-

type of communication is actually more common than its name implies; for example, an
agent (or group of agents) are interested in a specific activity and have extensive
knowledge regarding it, but do not know how to identify other agents whose labor is
required in performing the activity. For this particular case, communication will follow a
session model, and agents will additionally be identified via badges: an application
generated ID which agents can advertise or hide as dictated by local circumstances. Also,
the required “glue” for communication establishment is provided via synchronization
objects, whose role is to handle the interactions between a given agent and the local
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application it wishes to utilize. In particular, synchr
onization objects hold state with
respect to the outcome of a given agent, or group of
agents’ activities, and can generate
output events to be broadcasted to interested agent
subscribers. The authors work has
been concretized into a stand-alone mobile agent platfor
m titled “Mole” [91).
We conclude this section by underlying the fact that given
the expectation that
mobile agents behave like independent, fully functio
nal computational units, the
fundamentals of complex communication between intellig
ent entities must be addressed
for the technology to survive.
2.2.4. Mobile Agent Platforms
The communication models exposed above have given
rise to a series of
approaches to implementing full fledged agent platforms,
whose goal is to free the
application programmer from the burden of micro-manag
ing the fine details of agent
communication, migration, and data access, and allowing her to
concentrate on solving
the problem of interest instead. In what follows, we detail severa
l major mobile agent
platforms.
2.2.4.1 Telescnpt
Telescript [88] is a full fledged mobile agent platform, intended to work
in close
dependency with the World Wide Web. Its main implementation concep
ts are agent,
place, the telescript engine, and the telescript language. Places are either home,
or else
landing terminals for agents travelling via the WWW. Each place is hosted
by a physical
node, and aside for the “home” ones, are virtual shopping malls. The basics
of agent
identification and place finding are handled via special system primitives, like
telename
and teleaddress, where the telename denotes the agent’s “master”, and the teleadd
ress the
coordinates of a place. In addition, various other electronic tokens are used to
represent
an agent’s “mission”, or a request for a meeting with another agent. Comm
unication
security is insured via a system of magic cookies, which are randomly generated
strings
similar to the ones used in XWindow applications to prevent unauthorized display
use
[89]; also, agents are prevented from tampering with the mission-specific tokens
they
carry. The language is extensive, and provides adequate constructs for nested
place
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complexity and a system of abstract classes permit
ting a comprehensive place-agentengine integration.
From a WWW usage perspective, Telescript affords
dynamic page updates based
on information retrieved by the agents using input
collected from the request page. In
addition, Telescript brings the added advantage of
enabling the storage of partial web
queries at place level, while waiting for the information
of interest to be made available at
a remote location. We retain as its core strengths Telesc
ript’s easy integration with Java,
and the simplifying of HTML document parsing on the
programmer’s side via localized,
agent goal-specific parsing.
2.2.42 Agent TCL
Agent TCL [90] proposes to address a few shortco
mings of earlier platforms,
namely Telescript. In particular, its main focus is to be operab
le on all flavors of UNIX,
and to support several languages and agent transport mecha
nisms, while preserving the
agent-centric view to supported operations (e.g. allow
single instruction migration

operations). To achieve this, Agent TCL proposes a four layer
architecture, as follows.
The transport protocols are located at the lowest level, and provis
ions are made to allow
mechanisms beyond TCP/IP, like simple email, for example. Immed
iately above, there
exist a server component, much like Telescrpt’s engine. Its role is to
performed all house
keeping tasks related to the agents’ state and innate behavior: keep (visitin
g) agent status,
accept incoming visitors, handle inter-agent communication, provid
e name space and
directory services. Further up we find the interpreter layer, where langua
ge interpreters
for every supported agent making are located; Agent TCL assume
s only interpreted
languages are viable for mobile agent implementation due to securit
y concerns. In
addition, interpreter modules have additional components for agent state
capturing and
also for security against malicious code execution. Finally, the topmost layer
is occupied
by the agents themselves, interacting with the server via their corresponding interpr
eter.
Agent TCL’s key merits are its open-platform operating metaphor, and its proven
applicability in the remote data-mining arena [90].
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2.2.4.3 Aglets

The Aglets approach [92], [93] is based on the Java Aglet APT,
85 and capitalizes
on the Java platform’s established mechanisms for code execution regardless
of
computing environment. Aglets significantly differs from the two platforms presented
above in the sense that it implements weak migration, as opposed to strong one.
As a
reminder, the main difference between the two is that in the case of strong migration,
the
agent’s state is also transferred, thus preserving execution state (i.e. execution can restart
automatically from the same point after migration). Aglets thus has the advantage
of
allowing for a significantly trimmed data transfer for agent migration operations, at the
cost of having to specify a “run” or “start” method which is to be executed immediately
after migration. Lange Ct al denominate “aglet” a mobile agent, and further follow
the
established operating metaphor: a “context” is the agent’s place, and similarly,
“itineraries” and “identifiers”, plus agent migration and communication tokens are
defined. Standing out is the concept of “proxy,” which is an agent protective shield,
preventing direct access to its public methods. Aglet agent programming follows the
established Java operating metaphor, with appropriate classes and libraries adequately
defined. As hinted above, a “run” method is mandatory, to be run for every incarnation of
the agent at a given location. Lange et al also authored a specialized protocol, the Agent
Transfer Protocol (ATP), to handle integration of agents belonging to other platforms. In
addition, a complex set of security policies has been designed to protect both the agents
and the places in the system. The Aglets platform stands out via its novel leverage of the
ubiquitous and heterogeneous attributes of the Java platform, its implementation of the
weak migration paradigm greatly reducing the amount of data needed for agent
migration, and also due to its formalizing of a set of security rules and policies meant to
address the complex issue surrounding operating a mobile agent system.
2.2.4.4 Grasshopper
Grasshopper [94] is the platform of choice for our project, and will be detailed as
a stand alone component in Section 3.1.

Developed at the Japan IBM laboratory.
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2.2.5. Mobile Agents Pros and Cons
Like most technologies, the mobile agents approach
to distributed environments
application development is not the ultimate answer.
It answers specific needs like no
other method; however, it has a known number of
drawbacks. In what follows, we will
briefly outline both.

2.2.4.5 Pros
Perhaps the most obvious advantage of using mobile
agents versus classic remote
procedure call is the known “bring the computation
to the data, not the data to the
computation” adagio. The ideal case is when the data
stores of interest are heavily
distributed across a network, and the amount of data to be
mined is significant. In such a
case, the typical Client-Server application will incur a
prohibitive cost for data transfer,
and in addition, will face the added difficulties characterizin
g the average computer
network: congestion, latency, and periods of disconnect. Mobile
agents on the other hand
only require connectivity for migration, are limited in size, and
will only return the result
of the mining operation back to the initiating host.
Agents also have the distinct advantage of being pervasive to the
changes in
environment at the inhabited host [95]. A typical example is the shutdo
wn case; when it
occurs, agents can either migrate to other hosts, or enter “hibernation”
mode, to be
awaken when the host is powered up again. The typical Client-Server
approach will
invariably result in data or computation result loss when such an event occurs
, and the
requested action will have to be restarted from the beginning upon the power on.
Mobile agents are better suited for mobile device application than the ClientServer model. This is mainly due to the fact that network connectivity can no
longer be
taken for granted in this case
. First, the connection has a much higher probability to be
86
terminated due to the mobile nature of the device, e.g. the owner travels and enters
an
area with no signal. Second, the connectivity may be terminated by the will of the owner;
this is inherent in the device’s operating paradigm. Since mobile agents becom
e
independent of the parent process that instantiated them, they can mimic perfectly
the

86

It cannot be taken for granted in the wired case either; here we focus on the wired versus
wireless
distinction.
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unpredictable nature of connectivity typical for a hand-held device, and mold their
operating time and reporting pattern to the device’s actual usage.
Related to the above, but applicable to a wider range of environments, is the
mobile agents’ ability to function perfectly in “disconnected”, non-blocking mode. The
typical case here occurs when a Client issues a request, after which it blocks waiting for
an answer. In addition, the Client usually must also remain connected to the network and
“listen” on the established connection. These constraints no longer apply should the
Client have the option to simply dispatch an agent carrying a well defmed task list; the
Client no longer has to enter busy-wait mode, as the agent will return on its own once it
obtain the query answer (or just send back the answer, as applicable).
Yet another main area of applicability for the mobile agent paradigm is the
network system administration domain. Bauman et al [91] provide the example of
software distribution on demand. A typical computer network is rarely composed of hosts
running the same (generation of) operating system, same hardware, and same application
software. Applying updates and patches to such an environment becomes an elaborate
task, especially when upgrade package dependencies are taken into account. Specialized
agents may be better suited for on-demand software package deployments than a classic
approach, where the cumulated knowledge of all the differences and variances in host
environment needs must be centrally maintained.
Finally, a broader area where mobile agents can offset classic Client-Server
methods is information processing. As Lange et al detail [95], agents are perfectly suited
for monitoring activities. For example, if a given User is interested not directly in a
particular information, but indirectly in its changing state, then a mobile agent
permanently monitoring that particular information token is a arguably a better approach.
On the same vein, agents can be highly instrumental in information dissemination
activities [95]. This would be the reverse of the prior case, where the User is presumed to
be interested in a particular information change, but is not actively monitoring that
information source on her own. Lastly, Lange et al mention the potential mobile agents
hold for parallel computation. This stems from their innate ability to duplicate themselves
on the same node or a remote one. Should the processing power needed to accomplish a
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task greatly surpass the capacity of a single agent, it can trigger a cloning process
adequately tailored for an optimized completion time.
2.2.4.6 Cons
The core of the mobile agents paradigm’s disadvantages stems from its very

operating essence: once the agent leaves the parent host and arrives at its destination, a tn
fold security concern arises. First, the agent’s author has a legitimate concern with
respect to the security of the travelling agent. For example, the agent in question may
carry sensitive information, perhaps of monetary nature (like a credit card number), or of
personal identification nature. Given the open nature of the internet, any connected host
is open for a given attack vector, and as such, can become a hostile environment for the
traveling agent. Furthermore, not only the agent’s information can be stolen, but also its
code base can be altered to suit an attacker’s purpose. Vigna refers to this latter
possibility as agent “brainwashing” [96]. And this leads to the other side of the coin: the
security of the visited hosts. That is, the party owning or maintaining the hosts providing
services for agents needs a form of insurance that the visiting agent is genuine, and will
not engage in malicious behavior. Given that computer viruses and Trojan horse
applications are increasingly common internet-related threats, a host maintainer has valid
reasons to distrust any form of foreign code with executing powers arriving un-invited.
As an added twist to the core trust issue, we also need to take into account the agent-toagent attack possibility. This is the case when a malicious agent has no interest in the
hosts it visits, but in the information or know-how carried by other agents, thus
specializing in attacking peer agents.
This category of problems can be categorized under the broad agent-security
umbrella, and several methods have been devised to address it. For example, in a similar
fashion to dealing with securing internet transactions and confidential data exchange,
Secure Sockets Layer protocol can be used for transfer, and cryptographic methods can
be leveraged to encapsulate confidential agent data. However, the issue of agent
paradigm security is complex, and far from being exhaustively addressed.
Another main difficulty in mobile agent adoption is the lack of universally
accepted common platform. Indeed, though we have only introduced four agent designs
in Section 2.4, all four require their own particular environment. This immediately
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creates an obstacle against adoption of the technology, as service provid
ers must now
either take sides, and accommodate a given subset, or else implement and
maintain all
platforms to maximize their reach. In this respect, it can inferred that Java-b
ased mobile
agent technologies have an edge, as Java is a mature an by now certain
ly ubiquitous
platform. However, as Lange et a! [92] rightfully point out, any vulnerability
affecting the
Java platform automatically affects the mobile agent technologies based on it.
—

—

Lastly, as Vigna details [96], the lack of an universally accepted protoc
ol for
inter-agent data exchange is yet another major drawback against adopti
on of the
paradigm. Given that data exchange must occur at several levels, e.g. agent-a
gent and
agent-host, and that the agent-agent relationship is especially complex due to
some agents
providing specialized directory and other look-up services, the lack of
a unified data
exchange standard continues to be an obstacle.
While it would be unreasonable to deduce that the mobile agent paradig
m is
destined to be forgotten or that it will perfectly overcome all existing problems,
in the
absence of a “killer application”, the burden remains with the application design
er to
infer when the appropriate conditions are met to extract maximum advantage from
the
technology, while insuring that the applicable security concerns are appropriately
addressed.
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2.3. Mobile Agents in Intrusion Detection
Conceptually, the mobile agent paradigm establishes itself as a solid alternative
to
the Client-Server model, via its ability to address the core drawbacks of
the classic
model. It is to be noted however that the mobile agent paradigm has its own
drawbacks,
as we detail in Section 2.2.5, and also a cost. Our work aims to exemplify
an instance
where the cost-benefit analysis favors the mobile agent model, and several
researchers
have found the network intrusion detection area as a prolific application
field for the
technology.
Perhaps the earliest established mobile agent-based IDS is AAFID (Autonomou
s
Agents For Intrusion Detection) [97]. The authors propose the mobile agent
paradigm in
an effort to mitigate the main drawback of the classic architecture IDS: the
single host
data gathering and processing. The authors envisage a three tier architecture, with
agents
at the lowest level, transceivers immediately above, and monitors at the top level. Agents
have the role of low-level workers, in charge exclusively with data gathering and its
transmission to the transceivers. The latter components have a dual role: control and data
monitoring. From a control perspective, they keep track of the agents running on its
assigned host, start and stop local agents, and communicate with the monitors.
Transceivers also have limited data processing capabilities, transmitting only a digest to
the top level. A monitor’s main role is correlation of the data supplied by the various
transceivers; ultimately, the monitors are the components raising an alarm, and
communicating with the SysAdmin via AAFID’s user interface. A key point of this work
is the concern for concurrent data access, as several agents may “fight” for the same audit
log. The authors thus proposed the use of an audit router, designed following a
blackboard metaphor, and keeping track of subscribed agents and the specific class of
data they are interested in. Balasubramaniyan et al have built a highly modular system,
capable of incorporating agents written in any other language as long as they implement
—

the transceiver communication interface, and affording component replacement without
the need to restart the IDS. We also retain as its main merit the moving of the
computation at the lower levels of the IDS’s architecture, thus departing with the known
central processing metaphor.
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Asaka et al [99] start building their IDS by concentrating on the occurr
ence of
most probable signs of intrusion on a networked host; they denominate
this token MLSI,
for Mark Left by Suspected Intruders, and it represents an atomic detecta
ble event likely
to indicate intrusion. The system the authors built (IDA: Intrusion
Detection Agent
System) has a highly componentized structure, with specialized worker
s for each logical
task. In a manner similar to AAFID, IDA utilizes sensors at the lowest
, data collecting
level. Once an MLSI event is reported to a manager, the latter spawn
s a tracing agent,
whose role is to mimic the path followed by the intruder, in an effort
to assess the
footprint of the attack. At each visited host, the tracing agent activates an
infonnation
gathering agent, whose main task is MLSI data mining. This data is shippe
d to the
manager, where it is stored on a blackboard system; the manager interac
ts with the
SysAdmin via a local interface. The paper features an interesting evalua
tion result, where
in a simulated typical attack (privilege escalation, file-related permissions
attacks, buffer
overflow) IDA was effective in 92.3% of the cases. The work by Asaka et al stands
out
by being among the first to leverage the mobility capability of the agent platform.
The Micael system [100] constitutes an important step in agent based IDS
technology, via its novel agent role segregation, and most importantly via the
implementation of an agent audit mechanism. That is, at the extremes of the worker
hierarchy, Micael is no different: it equally features a head quarter agent at the top, and a
sentinel agent at the lowest level. First of all however, even the head quarter agent can
move to another host under certain circumstances (e.g. its host is under attack). Then, de
Queiroz et al define a highly specialized agent, not performing any IDS specific duties, as
an auditor. Its role is to monitor the health of Micael ‘S agents, including the head quarter,
and terminate and recreate them according to a set of agreed heuristics. Of particular
interest is the fact that all auditor agent related communication follows a separate
protocol, specialy designed for auditing purposes (i.e. not the same used by the other
agents in the system). In addition, all messages between any two agents are authenticated
and encrypted. Last, given that Micael uses Aglets
87 as its platform, its reach of
monitored platforms is far greater, and in fact, the pilot project presented in [100]
monitored a mix of UNIX, Novell Netware, and Windows hosts.
87

We introduced Aglets in Section 2.2.4.
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The work by Helmer et al [101] constitutes a landmark in mobile
agent based
IDS, for several reasons. First, the authors decided against using “regula
r” agents; that is,
their system utilizes a special type of mobile agents, lightweight.
These agents are the
byproduct of a specific agent 88
platform and stand out by being strictly minimalistic
implemented. Notwithstanding, this type of agent has build in upgrad
e capabilities,
making thus perfect candidates for “traveling light” and upgrade-on-d
emand activities.
For example, such an agent needs not know to what platform is it destine
d for; it will
learn that upon arrival, and request UNIX or Windows (for examp
le) capabilities as
appropriate. The choice of agent technology aside, the work by Helme
r et al further
distinguishes through its communication mechanism and system hierarchy
structure. In
particular, communication in the system is not only vertical, from lowerlevel agent to
higher-level ones, but also horizontal agent-to-agent. This decision was
made so as to
be able to dynamically increase a probing agent’s sensitivity, in an effort to
curb false
positives. A good example here is the occurrence of repeated false log-ins: are
they due to
a legitimate user mistyping or not remembering her password, or due to an attacke
r’s
—

attempt to guess an account’s password? The IDS uses horizontal communicatio
n to
perform real-time correlation (with events observed by another agent, at another host,
perhaps) and infer at the lowest level in the IDS hierarchy which situation applies most
likely. On the topic of system architecture, the IDS Helmer et al built features in addition
to the usual upper, middle, and lower tier, a sub-lower tier level. The role of the latter is
pure data cleaning; this category of agents are the only ones aware of the operating
system installed on the monitored host, and their role is to minimally parse the audit data,
and format it for consumption and aggregation at the lower level. The low-level agents
are platform independent (like all the other agents in the system), and highly specialized
in specific attack detection, e.g. failed log-ins, FTP attacks, etc. The low level agents are
managed by mediators, who aggregate audit data and submit it to the IDS ‘s database.
From there, data fusion and data mining agents parse the data asynchronously and infer
attack patterns. Lastly, the IDS leverages dynamic aggregation, a Voyager platform builtin capability to enhance low-level agents’ competences while the IDS is running as
response to various events. Helmer et al conducted several experiments with test data to
S8

The Voyager Java platform; please refer to the work cited for details.
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infer the false alarm and accuracy rates of their system
, and the results were
encour9
8
.
aging We retain as this work’s main contribution its
leverage of lightweight
agent technology, enabling thus on-demand agent upgrad
es as well as horizontal agent
communication in the context of detecting network intrusions.
As an alternative approach to mobile agent IDS, we would
mention the SPARTA
system (Security Policy Adaptation Reinforced Through Agents
) built by Kruegel et al
[102]. SPARTA differs from the other mobile agents
based IDS from a high level
approach: it is mainly a security query mechanism, allowing
the SysAdmin to perform
aggregate security queries regarding particular local policie
s violations or known attacks.
To obtain the results, the pattern entered via the UI is entrust
ed to an agent whose first
task is to query a directory service for hosts mentioned in
a specific query clause. The
agent then visits each host in turn, and looks for events matching
the query terms. When a
match is found, the “seeker” agent makes a request for a helper
agent which will start an
investigation at the host mentioned in the audit data as the origina
tor of the event. The
seeker agent waits the return of the helper(s) it spawned, aggreg
ates their results, and
returns the correlated data to the UI. To enable this mechanism, Kruege
l et al developed a
query language based on SQL syntax, and allowing terms for metadata
of local interest
(e.g. IP ranges, send/receive, etc). The authors have also considered IDS securit
y in their
implementation, and implemented an elaborate system of privileges.
For example,
“seeker” agents can only communicate with the helper agents they have
spawned. In
addition, agents’ privileges are rigorously limited, and cryptographic signatu
res for crossnetwork agent migration. We retain SPARTA’s contribution as having implem
ented the
correlation activities in fully distributed manner, at the lowest level of the hierarc
hy: the
“seeker” agent level.
Pushing the notion of distributed IDS to a new extreme, and also implementing an
anomaly detection metaphor is the work by Foukia et al [104], [1051. In their earlier
work
([104], 2001), the authors set out the groundwork for their approach to anoma
ly based
intrusion detection: mimic, with the help of mobile agents, the immune system
. As the
anomaly metaphor dictates, a first stage must be dedicated to learning “norm
al” system
behavior, accomplished by collecting a significant sample of system calls from
a
89

Please refer to cited work for details.
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controlled environment. In the detection phase, mobile agents
record deviations from the
normal system-call pattern surpassing a pre-defined thresho
ld, and raise an alarm. The
distributed aspect is emphasized via the fact that the mobile agents
have no “home”; they
constantly roam the subnet-divided network of the system they protect
, performing their
task uniformly throughout. This approach is improved in the author
s’ later work ([105],
2003) by introducing pheromone-based communication based
on the social insect model.
The intrusion detection phase is unchanged; however, the intrusi
on response scheme is
now based on pheromonal messages attracting rapid response
agents and guiding them
towards the source of the intrusion alert. We retain the work by
Foukia et at as pioneering
an alternate means to central IDS management: the mobile agents in
this system are only
aware of their immediate surroundings, and yet are able to respon
d to alerts in a manner
similar to the “dispatching” model found in central-command-post implem
entations.
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2.4. Voice over Internet Protocol
Some sources [106] credit the 1996 Israel based company VocalTec with the
manufacture of the first IP telephony gateway connecting the internet protocol with
a
° line. Several years later, according to a July 2005 Information Week report [107],
9
PSTN
the North-American VoIP market will hit four billion dollars by 2010, a growth of over
1,300% over 2004. According to the same report, Frost & Sullivan [108] predicts that
a
significant number of non-telecom companies will enter the VoIP market for a share
of
the profits, raising the number of VoIP lines to eighteen million by the same year.
Given that Internet Telephony does not rely on an established connection between
the conversing parties, one has to wonder “why bother” trying to mimic that model over
the Internet Protocol, whose functioning is entirely different. We infer the answer must
be convenience combined to added features for most North-American markets. In other
markets (such as Europe), where internet bandwidth is several orders of magnitude more
expensive [109], [110], cost is an added reason. For example, most working professionals
need to keep track of their email, handle voice calls and voice mail, and use a fax and a
mobile phone on daily basis. VoIP technology could collapse all the incoming
communication of such a professional into one unified messaging location [111]. We
equally argue that most internet connected consumers currently paying for a second
telephone line stand to gain from transforming the second telephonic land line into a
VoIP one. Perhaps more attractive for businesses large and small would be the significant
enhancements in teleconferencing VoIP will bring. On a classic line, the most Users can
do is add several party to the audio flow. With VoIP, which in the simplest
teleconferencing case will not require additional equipment besides the existing work
stations, the addition of video becomes trivial [111]. In addition, several electronic white
boarding applications can easily be leveraged, and durations in the order of hours no
longer pose a financial burden on the participants.
Our position is that VoIP is a technology that will likely increase its presence over
the incoming years, expanding its adoption to a significantly diverse category of Users.
We are thus motivated in our approach to build an Intrusion Detection System for VoIP

90

Public Switched Telephone Network; the classic telephony technology.
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as the technology is not without exploitable flaws, as we have already
hinted in Section
1.1. Before we scrutinize its vulnerabilities however, we would
like to introduce its main
building blocks.
IP telephony needs little components aside internet connected compu
ters the
terminals, as long as there is no need to interface with regular
telephones, and Users are
happy interfacing with the audio-video capabilities of their workst
ations. The terminals
can also be more sophisticated and dedicated VoIP handsets, manuf
actured to implement
a specific protocol (see following subsections). Regardless of end point,
a (call) server is
required next to map the association between an end point and its IP
address. The server
also performs other duties, like call authorization and accounting, in
the same manner as
a traditional PBX
’ [1141. Since most users will welcome the ability to call regular
9
phones however, a gateway is required. Its main duty is to enable voice
connectivity
between IP and public telephony networks, by translating one signaling protoc
ol into the
other voice signals are analog, and need to be transformed into digital
. Voice based
communication, be that over IP or traditional, remains a connection-ba
sed technology,
and thus requires a call setup phase. This is achieved today via two main standa
rds:
—

—

H.323 and SIP (Session Initiation Protocol).
In what follows, we will briefly introduce the two standards, and present their
main components and functional areas, for the purpose of introducing our readers to the
technology utilized in our project. For a detailed view of the technology, we refer our
readers to the works cited: [106]

—

[114].

2.4.1. H.323
H.323 [115] became an ITU92
T approved standard in June 1996 [114]; it was
initially developed to afford a broad area of digital communication, like video and other
multimedia; VoIP was viewed at that time as a special case of video telephony [112]. It
was quickly adopted by the major vendors, as it allowed development of proprietary

91
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Private Branch Exchange; the server component for traditional telephony.
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implementations capable of interoperating. The main components required by the
standard are terminals, gateways, and gatekeepers.
The gatekeepers perform access control for the entities involved, and also
bandwidth control and call management (address translation, zone management) [112].
End points must thus register with their respective gatekeeper before it can perform
active call duty. Call signaling is the process involved in fulfilling a voice connection
between two end points. Its observable actions follow the classic telephony metaphor: a
terminal will ring upon an incoming call or will provide dialing tone when picked up,
likewise, the appropriate end-call processes will ensue once the call has ended. Signaling
can be performed with various degrees of gatekeeper involvement. At one extreme, we
have direct endpoint call signaling, which involves the gatekeeper only for address
translation and admission control. At the other end of the spectrum, the gateways only
handle the media stream between the two endpoints involved in a call; everything else is
in gatekeeper’s charge [112], [114]. The main signaling protocol used in H.323 is Q.931
[116], [117].
The gateways are perhaps the most critical component of the Internet Telephony
metaphor from a User perspective: they perform the translation between the TP and
telephony networks. There are two type of gateways required for a VoIP call: signaling
gateways, converting classic telephony signals into IP contra parts, and media gateways

(MG in what follows), performing voice transcoding [114]. Media gateways do require a
“master” component however; the media gateway controller (MGC in what follows),
whose role is to interpret call signaling, support multimedia streams, and handle
termination of streams at the participating MGs.
For an in depth view of the inner workings of the H.323 protocol, we refer our
readers to the works cited: [115]

—

[124].

2.4.2. SIP
The Session Initiation Protocol [125], [126] was developed by the Internet
Engineering Task Force
93 (IETF) as an alternative to H.323. In particular, SIP intends to
See http://www.ietf.org/ for an overview of the organization.
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overcome the master-slave architecture of the H.323 protocol, and
was thus designed
with the Internet metaphor in mind: it is an end-to-end signali
ng protocol, which
eliminates thus the MG and MGC components from the archite
cture [114]. This
accomplishes its main design goals: improved scalability and elimin
ation of single points
of failure [129]. Furthermore, the SIP architecture is also a radical
departure from the
classic telephony architecture, where the end points are equally
“dumb”, and the
intelligence is located either on the network itself, or else at critical
components along the
network. This results in an incomparably higher potential for enhanc
ed user applications
available at the terminal level.
The end points in the SIP architecture function thus according to the
peer-to-peer
metaphor, and are called user agents. As the HTTP metaphor implie
s, each user agent
can act as either Client or Server; dependent upon which party initiate
d the call, we
distinguish user agent client (UAC) and user agent server (UAS). Given the
nature of the
protocol, a connection between two remote end points will invariably require
a number of
SIP Servers in between to handle call logistics. SIP Servers can thus be proxy
servers,
which simply receive a request and forward it to the appropriate agent, redirec
t servers,
whose role is to instruct the initiating agent to forward all subsequent reques
ts to a
specific user agent, registrar servers, processing requests from agents wishing to join the
network, and finally location servers, provided directory services [114].
For an in depth view of the inner workings of the SIP protocol, we refer our
readers to the works cited: [125] [132].
—

2.4.3. Media Gateway Control
2.4.3.1 H.323
Protocols like H.323 and SIP are signaling protocols; they fulfill the work
required to establish a session between the calling parties, and are especially visible at the
interface between internet and classic telephony worlds; both SIP and H.323 are peer-topeer protocols. The transit of media between the two technologies however is handles via
a separate, client-server, media gateway protocol. The master component is the Media
Gateway Controller, and it can handle several Media Gateway components. The initial
protocol for MG-to-MGC communication was the Media Gateway Control Protocol
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(MGCP) [118], [119], [120], and it was the effort of private enterpr
ise [114]. Since not all
technology providers were part of the initial camp, an effort
was launched to group all the
(remaining) vendors under the umbrella of the ITU-T. The result
of this joint effort was
H.248, orMegaco [121], [122], [123].
2.4.3.2

SIP

Just like in H.323’s case, a separate protocol is required
for the actual data
(multimedia) communication. In SIP’s world, the protocol in
question is RTP [130].
After the SIP call set-up has successfully completed, each (SIP)
terminal takes samples of
the input audio stream (analog), performs the conversion to digital
, and encapsulates it
into an RTP header. The header contains information related to
the voice encoder used
by the sending party, as well as sequence information. Its first
twelve bytes are
mandatory, whereas the last ones come into play when the packet
was routed by a server
routing more than one RTP flow [114]. In conjunction with RTP, the Sessio
n Description
Protocol (SDP) [131], [132] is used to describe multimedia sessions
for all types of
Internet Telephony applications; this is achieved in a manner similar to MIME
encoding
for internet email [106]. It basically allows two (or several) connecting
endpoints to
accomplish a handshake with respect to the media format and type to be used during
the
SIP session.

As we have mentioned in Section 1.1, the VoIP technology is vulnerable first and
foremost due to its inner working taking place over the internet. In Section 1.2, we have
amply detailed the nature of attacks internet-connected systems are prone to; in what
follows, we will focus on VoIP-specific vulnerabilities as motivation for our work.
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2.5. Vulnerabilities Affecting Voice over Internet Protocol
The concern for the security of telephony is not new, and was certainly not
triggered by the advent of Internet Telephony. At the beginning of the classic telephony,

physical access to the line or PBX was required for a successful breach of security.
Modern telephony switches however have remote management capabilities, and are
accessible from a typical desktop setup attacking them became thus a matter of typical
network intrusion. What is pertinent in the classic telephony context is that a sense of
—

—

—

false security, triggered by the perceived “closed” nature of the system, lead to
deployment of components with little or no self-defense mechanisms, and with
vulnerabilities reminiscent of typical internet connected devices. For example,
Bhattacharyya [133] uncovered in 1991 that “intelligent” telephony switches are open to
security threats such as masquerade, information leak, message moc4fication,

unauthorized system access, service denial, and traffic analysis. Furthermore,
Bhattacharyya surveyed a series of switches manufactured by leading providers, and
noted that some switches do not have a password aging mechanism, and furthermore, do
not make special ASCII characters mandatory. Also, in some cases, failed log-in attempts
were accompanied by a hint indicating which of the tokens failed (password or user
name). In addition, logging for auditing purposes was not available for all types of
actions, and that the product documentation would not have a dedicated section for the
security measures implemented by the switch in question. Roughly ten years later, the
convenience of immediate access to internet and the explosion of services designed to
take advantage of it made internet telephony part of the daily routine for many businesses
and individuals. Given the open nature of the internet however, the range and nature of
vulnerabilities targeting VoIP could only increase.

2.5.1. Overview
First, we can easily identify a series of attacks that are either common to both
classic and IP telephony, or else straddle the border between the two. One main example
of such an attack is eavesdropping. In classic telephony, this could be achieved via
physical access to the circuit line, or else to the endpoint device of interest. Both can now
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be achieved remotely by the skilled attacker via www. Yet another is man
in the middle.
Not exactly trivial in classic telephony, but can be achieved by record
ing one User’s
monologue, altering it via an electronic device, and replying the altered
recording in a
completely different context. This type of attack is much simplified in interne
t telephony,
where the voice data is conveniently segmented in www-traveling packet
s. As another
facet to this attack, man-in-the-middle can now be performed by impersonatin
g an MG or
an MGC for H.323, or a SIP Proxy, thus obtaining access to confidential
call metadata
[134]. Lastly, toll fraud can now be achieved with greater ease by simply
impersonating
the legal User’s endpoint credentials at the attacker’s endpoint. Second
, the VoIP
technology opens the door to a class of attacks without a contra part
in the classic
telephony world. To point just one salient feature, a VoIP soft-phone is no
longer bound
to the same physical location; instead, it travels freely wherever the
User of the
application travels especially true if the endpoint is installed on a mobile device
.
One main example of an attack avenue which was not open in the classic
—

telephony metaphor is the remote end-point vector. Indeed, a classic telepho
ne can be
directly attacked (for example by installing a remote transmitter or recorder)
only via
physical access to its location. A VoIP endpoint however, first can be access
ed via
internet, and second, is not a simple electronic-mechanic combination device. It has
to
implement a specific set of features, and run appropriate procedures at the appropriate
times. If any of the services such an end-point runs on regular basis is not secured with a
password and its port is known, then an attacker could easily exploit this as a point of
entry. Alternatively, a VoIP customer can become the victim of theft of service; this
happens when an attacker can perfectly impersonate the legitimate User by stealing her

—

soft phone

user name and password. Lastly, an internet telephony end point’s set of
procedures is usually implemented on top of a main stream operating system
. As such,
94
—

VoIP devices thus configured will inherit whatever vulnerabilities are inherent to the
underlying operating system technology.
Moving further down the chain of VoIP components, we cannot escape the fact
that the endpoints communicate upstream over the internet. As such, they appear to an
outsider as simple devices featuring an IP address. If the latter is known, then a series of
A Windows version or Linux clone.
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typical attacks become feasible: DoS, DDoS, SYN floods,
packet capture, etc. DoS in
particular receives a new facet in VoIP by making an end point
reject specific, or all calls
as per an attacker’s wishes [134].
Finally, given the different architecture of the two dominant
VoIP protocols (SIP
and H.323), we expect specific vulnerabilities targeting
each protocol and their
components specifically. In what follows, we will briefly outline
the main attack vectors
for the two competing technologies, as uncovered in controlled
laboratory environments.

2.5.2. H.323
We have introduced the H.323 standard in Section 2.4.1; we now present
how its
specifications may be used as an attack vector against a given implementation.
As Ackermann et al note [135], both the payload (i.e. audio data)
and the
signaling information exchanged between the implementation’s nodes
are subject to
eavesdropping, DoS, or capture. This is especially true since every technology
vendor
implements their own proprietary view of the standard. Ackermann et al point
out
however that another partition class exists: the end point managements. Most VoIP
devices offer a remote management interface, whose password, as shown in [135], is sent
in clear. Furthermore, given the limited range of characters available on the phone’s
keypad, the password itself is bound to be week. Should this be captured, then by simply
viewing the endpoint’s configuration intimate knowledge of the (VoIP) network
configuration can be gained. The authors further point out that though the effort in
creating a private, altered copy of the devices firmware is rather prohibitive, the
possibility to upgrade the endpoint to an altered version of the original firmware is
perfectly achievable. Furthermore, Ackerman et a! were able to successfully perform a
DoS attack against an endpoint due to the presence of an integrated www server in the
devices; the server in question was vulnerable to a known buffer overflow (URL longer
than a specific value). Equally, various attacks at the gatekeeper level were enacted in
[135]: deregistration

presenting spoofed packets from an attacker machine thus
mimicking the User moving to another host, and DoS.
—
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Perhaps best known in the academia (and not only) is the work
at the University
of Oulu, in Finland: the PROTOS project [136]. The group
has performed extensive work
in the area of VoIP protocol testing, and the PROTOS project
expands over several years;
we refer our readers to the work cited for an in depth analys
is. We mention here the
group’s 2003-2004 H.323 testing project, whose outcome was
the discovery of a series of
vulnerabilities affecting close to 95% of the technology vendor
s, and which triggered an
avalanche of security advisories from watchdog agencies
and vendors alike [137], [1381,
[139].
As a reminder that we cannot judge the protocol in isolatio
n, and that the
underlying operating system must be taken into accoun
t, we also mention the
vulnerability discovered equally in January 2004, whereas the
H.323 filter component of
the Microsoft Internet Security and Acceleration Server is
vulnerable to a buffer
overflow, ultimately allowing an attacker to execute code on that
host [140].
Not surprisingly, ITU-T has undertaken a separate body of work
for securing the
H.323 protocol, and the main outcome is concretized in the H.235
security framework.
As per H235 specification, authentication happens on a per-person,
as opposed to perdevice basis, via the use of specific cryptographic techniques. For in-dep
th details, we
refer our readers to the standard’s specification [141].

2.5.3. SIP
We have introduced the SIP standard in Section 2.4.2; we now present how its
specifications may be used as an attack vector against a given implementation.
Posegga et a! outline in their work [142] a series of vulnerabilities extracted from
the SIP’s RFC specification [125], and which bear a (non)surprising similarity with the
ones we have outlined in the H.323 Section: registration hjacking, impersonating SIP
a
server, tampering with message bodies, tearing down sessions, denial of service from
a
protocol management perspective, as well as others from the area of service
usage
—

perspective: call hacking, eavesdropping, endpoint impersonation. Without loss
of
generality, we can single out DoS as a definite vulnerability in SIP’s case perhaps more
so than in H.323’s case, given the open nature of the SIP servers and SIP proxies.
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Salsano et al [143] further identify snooping the act of obtain
ing illicit gain of
the Users’ identities, services, and network configuration, modfIc
ations attacks meant
to replay maliciously modified packets of the original stream
, and spoofing the act of
impersonating a legitimate User.
—

—

—

As a case in point, Qiu et al describe in [144] the successful
enacting of the
following attacks: replay attack, registration hacking, INVIT
E request spoofing, and
session teardown performed in a controlled laboratory enviro
nment against a specific
implementation of the SIP protocol.
Last but

definitely not least,

the

PROTOS project

evaluated several

implementations of the SIP protocol as well [145], and discov
ered that from a series of
nine different implementations under test, only one was unaffected
by the tests’ input.
As the protocol matured, several mechanisms were implemented to enhanc
e SIP’s
security. With respect to the end-to-end aspect, two main methods have
been singled out:
digest authentication and S/MIME. The former specifies that the
User parties should
mutually authenticate before starting a connection, to insure the integri
ty of the
connection initiation data. The latter, Secure MIME [146], is an option for
SIP as it does
use MIME for message bodies in the first place; extending to S/MIME would provid
e
confidentiality and authentication at the same time [142]. However, as Salsano et at
point
out, end-to-end encryption cannot be applied to messages meant to be read (or worse,
written) by intermediate

—

but legitimate

—

SIP nodes [143]. There exist another aspect of

the SIP protocol where security mechanisms can be applied: the hop-to-hop aspect.
However, since SIP does not provide security mechanisms of its own for the channel, it
relies on either protocol level mechanisms
such as IPSec, or on transport level
—

mechanisms

such as TLS [147]. Nevertheless, given that such security mechanisms also
apply to H.323, we will briefly discuss them under a common umbrella. With respect to
—

TLS, we will only mention that just because a SIP agent makes a TLS request to its next
hop proxy, there exist no guarantee that TLS will be used form the next hop onwards
[143].
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2.5.4. Difficulties in Securing VoIP
Given that internet telephony in general uses the interne
t as its connectivity
vehicle, we will focus our attention on IPSec as a securit
y mechanism. At a first glance,
IPSec seems to be the obvious answer to most grievan
ces regarding the security of
internet telephony. Unfortunately however, IPSec fails on
the Quality of Service (Q0S)
aspect of the VoIP. In particular, the real time nature of
internet telephony makes the
technology highly sensitive to packet delay. As a case in point,
the maximum acceptable
delay in voice packet delivery is in the l5Oms 200ms
range [114]. Furthermore, this
interval must also include any buffering delay perform
ed at the MG/SIP Proxy to
alleviate for the effect of jitter
. To guarantee these constraints, voice packets are
95
typically smaller than HTTP packets for example: only 10-50
bytes worth of payload.
Once IPSec’s overhead is taken into account, the size of the payloa
d decreases even
more, with a corresponding effect on VoIP quality. Barbieri et al for
example measured a
decrease of 63% in effective bandwidth for the same VoIP connection
when IPSec was
utilized [148].
—

There exists another type of overhead however associated with IPSec,
aside from
the mandatory use of IPSec headers: the cryptographic requirement at the
router level.
For IPSec traffic, new headers are constructed and packets are encrypted accord
ingly.
Barbieri et al noted that the problem does not result from the overhead caused
by the
encryption procedure, but rather by the unavailability of a VoIP prioritization mecha
nism
[148]. That is, in all cases where the VoIP traffic did not utilized a dedicated networ
k, the
cryptographic engine scheduler invariably prioritized FTP and or HTTP packets
before
the voice ones, and this culminated with the voice packets being discarded altoget
her.
Given this limitation of IPSec for VoIP use, we draw on evidence that there exist
a valid need for an internet telephony protection mechanism applicable to the 96
current
VoIP technology, and to the current data transport vehicle. Furthermore, we advance that
such a mechanism must take into account the distributed nature of the compo
nents
enabling internet telephony, and shall not concentrate solely on the endpoint terminal.

Packets arriving in a mixed order; see http://www.answers.comltopic/jitter?cat=technology
for details.
As of 2005, the completion date of our project.
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What is more, we advance that the Intrusion Detection System
s’ operating metaphor
which we introduced in Section 2.1 is ideally suited for such
a task.
—

-

86

-

—

Chapter 3

3. Integrated Off the Shelf
Components
In this chapter, we introduced the Components Off The Shelf (COTS) we have
integrated into our project.

3.1. Mobile Agent Software Component
We selected Grasshopper [149] as the mobile agent platform of choice, and
enumerate the following reasons in support of our choice:
1. Open Source (at the conceptionlprototype time)
2. mature
3. proven and recommended by others
4. strong user community
5. strong technical support
6. strong (integrated) security mechanisms
7. multi platform

3.1.1 Grasshopper Overview
In this section we provide an overview of the Grasshopper Mobile Agent
platform. The figures are inspired from the Grasshopper Basics And Concepts Release
2.2 [149]. This document was utilized by us under the terms of the Open Source license,

as we have obtained both the software and the related documentation prior to the platform
becoming a private enterprise [150].
The main structural concept in the Grasshopper platform is the Distributed Agent
Environment (DAE); a snapshot of its hierarchical composition is shown in Figure 2
[149]:

The Grasshopper platform is no longer an Open Source project. It can still be obtained and utilized, but
as a commercial product only.
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Region
Region Registry

Agency
Core Agency
Communication
Management
Persistence
Registration
Security
Transport

Peace

Figure 2: DAE Hierarchical Component Structure
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The key components of the Grasshopper structure are thus: region,
agency, and
place. The hierarchy of the DAE’s components is thus (in
order of increasing
complexity):

*L
Agent

Place

Agency

Region

Figure 3: DAE Component Hierarchy

3.1.2 Grasshopper Communication Concepts
3.1.2.1 Overview
Communication between agents (within the Grasshopper platform)
can be
achieved via two main approaches:
1. The )
98
(imple
mented Grasshopper Communication Service (GCS)
2. 0MG MASIF-compliant CORBA interface for remote interaction. That is,
the
Object Management Group (0MG; the most important standardization body
in the area of mobile agents) has adopted in February 1998 the Mobile Agent
System Interoperability Facility (MASIF), as its new mobile 99
technology
3.1.2.2 GCS Supported Protocols
GCS has provisions in its code base for support of any of the following
communication protocols:

1. Internet Inter-Object Request Broker (ORB) Protocol (hOP)
2. Java’s Remote Method Invocation (RMI)
3. plain socket
In Figure 4, we provide a schematic drawing outlining the potential for interaction
between two Grasshopper Agencies implementing the protocols above [149]:
98

This is the method utilized in our implementation.
We have introduced this technology in Section 2.2.
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Figure 4: Multi-Protocol Support

As Figure 4 shows, it is possible to combine Plain Socket commu
nication with
Secure Socket Layer (SSL) to increase security, but at the
cost of connection speed.
Figure 5 for example, presents such a combined Plain Socket
/SSL use, where the
communication is secured with SSL only for communication betwee
n intranets, but it is
allow to flow via Plain Socket only inside a given intranet [149].

Figure 5: Secure VS Insecure Protocols
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3.1.2.3 Location Transparency

Within the agent code, RMI’s look exactly like local method invocations on
objects residing on the same Java Virtual Machine (JVM). This is achieved by the use of

prox-y objects that are directly accessed by a client. The proxy objects forward the calls
via the ORB to the remote target object (viewed as server, in this scenario). Figure 6
shows a schematic drawing of this approach [149]:

gency_A

gency_B

Server Agent
ommunication service
Server Prox
Iient Agent
Communication server

Remote interfaces

Communication Channel

Figure 6: Location Transparent Communicati
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3.2. Voice Over Internet Protocol Software Compone
nt
3.2.1. IUT Overview
In this section, we present the COTS VoIP Implementation
Under Test (JUT).
This component constitutes the host software application which
our mobile agent IDS
will inhabit. Given that this particular JUT was provided to
us for research purposes and
under a Non Disclosure Agreement, we will refrain thereafter
from naming the software
vendor or the name of the product.
The JUT implements a Megaco-H.248 Toolkit, and provides [151]:
• Full MG and MGC stacks
•

RTP/RTCP stacks

•

Synchronous and asynchronous operation

•

Multiple stack instances per process space

•

Full expandability via custom APIs

•

RFC 3015 and H.248 compliance

•

Soft analog phone simulator

3.2.2. IUT Communication Protocols
The JUT communication operations comply with the following standards [151]:
• Standard compliance retransmission mechanism:
o

Transaction

o

Smooth round trip time (SRTT)

=>

Reply => Response ACK

•

Standard compliance Fail-over support

•

Statistics gathering
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3.2.3. IUT Supported Operating Systems
The JUT supports a broad range of operating systems; of interest
are [151]:
• Windows 2000, Windows NT, Windows 98
•

Solaris 2.6, 2.7, 2.8

•

Red Hat Linux (6.2)

3.2.4. IUT Components of Interest
3.2.4.1 Core Components
On top of TCP and UDP layers, the JUT implements a series
of components
enabling telephony over IP’°°.
First, the JUT features a full implementation of the SDP protocol [131],
[132], for
multimedia session management. Then, an RTP/RTCP component [130]
is provided.
Last, an H.248 [122], [123] full stack component is implemented, all underneath
the top
level MG/MGC layer implementations.
Furthermore, the JUT allows multiple instances of MG/MGC to coexist in a
thread-safe process space, affords both blocking and non-blocking request/reply
interactions, and exposes a set of cailbacks from the Stack back to the User space for easy
event notification.
3.2.4.2 Logging Component
The JUT features a full logging capability, capable of collecting an exhaustive set
of run-time event and process information. It provides the programmer with the ability to
set the log level according to local needs, and also to instrument code of interest for
additional logging via exposed APIs [152].
3.2.4.3 Soft-Phone Component
The IUT offers a soft analog-phone simulator component as part of the toolkit. Its
basic functions are as follows [151]:

100

The basic building blocks have been explained in Section 2.4.
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I

3.3. Firewall Software Component
We have incorporated as part of our project the Peer Guardian Open Source
firewall component [153], [154] for the following reasons:
•

Compatible with the Windows operating system

•

Blocks IP addresses as read from a configuration file

•

IP Block configuration file can be updated at run-time

•

Blocking occurs at OS kernel level, not in the upper layers

The application also features a graphical interface, which provides a point-and
click interface to the configuration options. For our project, we are using exclusively the
configuration file for IP insertions [155].
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Chapter 4

4. The MAIDS for VoIP Software
System
4.1. MAIDS for VoIP Genesis
In this section, we will outline the MAIDS for VoIP genealogy, and
acknowledge the contributions and ideas we received from our research
colleagues.

4.1.1. APHIDS Influence
APHIIDS is a mobile agent IDS framework developed by Deeter et al
[163]; we refer our readers to the work cited for a thorough understanding of the
APHIDS IDS. This work has been further enhanced by Deeter et al in [164].
We have built our MAIDS for VoIP on top of APHIDS’s framework, and
we leveraged the main concepts Deeter et al introduced: TaskAgent,
TriggerAgent, and TriggerEvent from [163], and Correlation Routine from
[1641. We have also received technical advice from Ken Deeter.
We differ however from both works, as none provides for a specific action
to be carried out upon a detected intrusion

—

both works report the intrusion (on

the SysAdmin console), but no further action is taken. Our system provides for an
ActionAgent, which is responsible for acting upon the detection of a
suspicious event.
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4.1.2. BLAZE Influence
BLAZE is an intrusion detection paradigm targeting
VoIP in particular,
and we acknowledge the work by Singh et a! [165]
as providing inspiration for
our IDS. BLAZE is a mobile-agent based IDS framework
specifically targeting
the inclusion of the VoIP protocol into its array of monito
red protocols. It has a
two tier architecture, with data-handling components at
the lower tier, and a
policy engine component at the upper tier. The system’s
“brain” is located in the
Policy Engine; the latter provides a set of dynamically
adjusting set of rules
describing specific, VoIP attacks. In addition, Singh et a!
extend the concept of
User Profile to the VoIP realm, and state provisions for such
in the functioning of
the Policy Engine.
We have leveraged the concepts introduced by Singh et al of emplo
ying
mobile agent for specific VoIP activities monitoring.
We differ however in the fact that we have decided to distribute
the
“brain” of our system to our agents; MAIDS for VoIP has no Policy
Engine. This
achieves several desirable goals in IDS design: prevents the introdu
ction of a
single point of failure in our system, insures that any given entity VoIP-M
AIDS
agent is capable of carrying the full array of intrusion detection tasks,
and we
—

claim

better leverages the potential of intelligent mobile agents while “moving
the computation to the data”
the adagio most touted by the mobile agent
paradigm.
—

We acknowledge here the approach guidance we received from Kapil
Singh, and technical advice from Mohammed Alam.
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4.1.3. Network Puzzles
The idea behind network puzzles is to attempt to validate an incoming
Client request before committing the Server resources ([166], [167]), and it has
been mainly employ as a defense against DoS and DDoS attacks. In particular,
Aura et al advocate the fact that the Client should always commit to
authenticating itself, and the Server should verify the bona fide nature of the
request before resource commitment should happen at the Server.
We have adapted this approach in our MAIDS for VoIP system, by
delegating the mobile agents responsible with the action phase of our protocol
with involving the Users of the VoIP application when there is a documented
suspicion of intrusion or unauthorized use.
We acknowledge here the technical advice and critical guidance we
received from Kapil Singh.
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4.2. MAIDS for VoIP Mission statement
We briefly state our goal in designing our MAIDS for VoIP
system: to
protect the End-Users ofthe VoIP application.
Indeed, our desire is not to protect the VoIP application itself;
we consider
that to be the responsibility of its vendor. We equally do not
set out to protect the
network, nor its nodes. Nonetheless, we do not claim that
the aforementioned
entities are not worth protecting; on the contrary.
Our approach to the IDS metaphor design is that the real injured
party is
invariably the End-User of a given system or application,
as they are at the
forefront of the interface. In too many cases, by the time all the
alarm bells have
been acknowledged and the SysAdmin’s closed the attacked “doors
”, someone’s
identity, or credit card has been stolen, or an innocent bystander
has to pay for
goods or services she did not purchased.
Henceforth, our IDS is design to prevent abuse of the End-Users’
credentials for illicit use, and in doing so, we require their involvement.
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4.3. VoP Implementation under Test Vulnerabilitie
s

In this section, we expose the vulnerabilities the VoIP
Implementation
Under Test is prone to, as uncovered by us in
a controlled laboratory
environment. As we have mentioned in Section 3.2,
the JUT implements the
H.248 Megaco stack; its main components are the
Media Gateway Controller
(MGC) and the Media Gateway (MG), coupled in a master-slave
relationship.

4.3.1. Laboratory Setup
4.3.1.1 Typical Setup
In Figure 8 we show a typical Megaco setup, in a generalized
fashion, by
implying remote geographical location of the MG, MGC, and applica
tion Users

(which we nickname Bob and Peter). This is naturally a simplified
schema, as in
reality we expect an MG to service several Users; in like manne
r, an MGC can
interact with more than two MG’s.
Sobb MG

Pwr 1G

Motre.#

r

CeUjary

8oh

Hat4

:

Figure 8: JUT Typical Setup

-

100

-

4.3.1.2 IUT Requirements
In Figure 9 we outline the IUT information tokens require
d for a
successful handshake between the MG’s and the MGC:
ch(softhonl
MGCIP.

Port)

UserZ

Figure 9: IUT Components Setup Information

In particular, the MG components need to be configured with:
•

The IP address of the MGC

•

The port where communication with MGC will occur

•

The port where communication with Soft-Phone will occur

The MGC component needs to be configured with:
•

The IP addresses of the MGC’s it will interact with

•

The ports where communication with MG’s will occur

•

The port where communication with Soft-Phone will occur

•

A unique alphanumeric identifier for each Soft-Phone

•

A unique telephone number for each Soft-Phone
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4.3.2. IUT Vulnerabilities
4.3.2.1 Attack Initiation
The Attacker begins by capturing confidential setup information via a
packet capture performed on the wire while the MG and MGC are exchanging
information:
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Figure 10: Capturing Attack Data

We note here that the capture is possible partly due to a poor
implementation of the Interim AH mechanism in the Megaco/H.248 protocol,
according to the standard itself [156]. The tokens of interest here are:
•

The ID and Port Number of a(ny) “tailcing” Soft-Phone

•

The IP address of the MGC
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4.32.2 Service Teardown Attack
The stolen credentials are used to force a Soft-Phone re-registration event
at the MGC; this is shown in Figure 11:

[Vancouver

j

Seattle

Peter
Sarakeb

-

r

Halifax

t

Figure 11: Service Teardown Attack

The attack succeeds, and results in:
•

Peter getting aural feedback of the link being cut

•

Bob getting no feedback whatsoever

•

Bob is unable to use his Soft-Phone for any kind of operation

—

busy signal

4.3.23 Call Hijacking and Toll Fraud via Identity Theft Attack
Since Peter receives aural feedback of the lost connection, he may very
well attempt to call Bob again; this will result in the Attacker receiving the call.
Also, for any calls the Attacker will initiate he will be impersonating Bob; this

results in Bob account being charged for the calls. This is shown in Figure 12:
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uver

Figure 12: Call Hijacking Attack
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4.3.2.4 Denial of Service Attack
The Attacker can now reiterate the same attack at Peter’s MG, or at

virtually any other IUT-implemented MG, denying service to all legitimate Users
for which the required tokens tuple {phone_ID, phone_Port, MG_IP} can be
stolen (Figure 13):

Figure 13: DOS Attack
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4.4. MAIDS for VoIP Algorithm and State Machine

In this section, we will outline the MAIDS for VoIP algorit
hm and present
the state machine the IDS continuously updates
as End-Users connect and
disconnect their Soft-Phones; the security problems we
revealed in Section 4.3
have been instrumental in shaping our IDS algorithm.

4.4.1. MAIDS for VoIP Algorithm
4.4.1.1 Formal Algorithm
The security audit trail analysis method is well known both
in the industry
and academia; it mainly refers to the ability to detect attacks
, and infer responses
to intrusions via audit data monitoring. One important twist
to it is adding
temporal information to the analysis process; this has been
shown not only to
improve the detection rate, but also to be effective in situatio
n where traditional
statistical analysis is impractical [160]. In particular, Teng et
al prove that
accounting for the sequential relationship between audit data
events permits
segregating malicious from normal behavior.
This approach has been extended by Ko et al in what is currently known
as
specflcation-based detection [161]. The core principle revolves
around
vulnerability detection via a comparison between the system behavi
or extracted
from audit data and the specification based system behavior. Ko et al
extended
this approach in [162], to base the system specifications on traces:
ordered
sequences ofexecution events. As Ko et al explain:
The monitoring of execution programs involves detecting deviations of
their behavior from these specifications, rather than detecting the
occurrence of specific attack patterns [...]. Parsing of audit trails thus
becomes the detection mechanism in a specification-based detection
system; it detects operations performed by subjects that are in violation of
the trace policies [...]. In some situation, it is not only the set of operations
performed by a program that is of concern, but also the order of these
operations [161].
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Our experimental observations have firmly placed the IUT program under
this latter behavioral category, and our algorithm is thus based on both a blue
print of correct event sequence, and the order in which they occur.
In particular, we define the following JUT-Operation template (Figure 14)
for describing a given JUT operation, where:
•

operation_name denotes an JUT usage-related operation

•

condition_n denotes an optional applicable condition

•

event_n denotes the series of events which must occur in the
specified sequence for the operation operation_name to occur

OPERATON::operation_name
COND (condition_I, condition_2
START
Event_I
Event_2

condition_n)

II optional

Event_n
END
Figure 14: IUT-Operation Algorithm Template

We further define operations and events, as per the template, as follows:
Table 6 show a subset of the events VoIP-MAIDS monitors, and Table 7 a subset
of the operations VoIP-MAIDS defines:
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Event
Abbreviation
S_R_E
S_H_E

0_H_U
0_H_D
R_A
U_I_T

Event Description

Self Ring Event: a Soft-Phone registered with the VoIP
MAIDS-protected MG receives a call
Self_Hook_Event: a Soft-Phone registered with the
VoIP-MAIDS-protected MG is either lifted off, or
placed back on the hook
Other_Hook_Up: a Soft-Phone registered with an un
protected MG is either lifted off the hook
Other_Hook_Down: a Soft-Phone registered with an un
protected MG is placed back on the hook
Register_Any: registration of a Soft-Phone with a VoIP
MAIDS-protected MG
User Is Talking

Table 6: VoIP-MAIDS Algorithm Event Abbreviation

Operation Abbreviation
Get_Call_Self_Hang_Up

Operation Description
A Soft-Phone registered with the VoIP

MAIDS-protected MG hangs up at the end of
a received call
Get_Call_Other_Hang_Up
A Soft-Phone hangs up first at the end of a
call with a Soft-Phone registered with the
VoIP-MAIDS-protected MG
Get_Call_reRegister_Event A V0IP-MAIDS-protected MG receives a
‘reRegister’ event for a an already registered
Soft-Phone during an in-call
Make_Call_reRegister_Event A VoIP-MAIDS-protected MG receives a
‘reRegister’ event for a an already registered
Soft-Phone during an out-call
Table 7: VoIP-MAIDS Algorithm Operation Abbreviation
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As an example of our algorithm’s logic, we exemplify in Figure
15 the
sequence of events for a normal VoIP-conversation between two
parties, and in
Figure 16 the case of the same sequence interleaved with an out-ofsequence SoftPhone registration event:
OPERATION: :Get_CaILSeIf_Hang_Up
COND (op_code.equals(”register”), second_code.equals(”new”
))
START
RA
SRE
SHE
OPERATION::User_Talking
START
U IT
END
SHE
END
Figure 15: Normal Conversation Event Sequence

OPERATION: :Get_CaILSeIf_Hang_Up
COND (op code.equals(”register”), second_code.equals(”new”))
START
RA
SRE
SHE
OPERATI ON ::User Talking
START
U_I T
OPERATION: :Make_CaII_reRegister_Event
CON D (second_code.equals(”old”))
START
RA
END
END
END
Figure 16: Anomalous Conversation Event Sequence

-

109

-

Finally, Figure 17 shows the instantiation of a successful hijacki
ng attack:
OPERATION: :Get_CaILSeIf_Hang_Up
COND (op_code.equals(”register”), second_code.equals(”new”
))
START
RA
SRE
SHE
OPERATION::User_Talking
START
U IT
OPERATION: :Make_CaII_reRegister_Event
COND (second code.equals(”old”))
START
RA
OPERATION: :Make_CaISeIf_Hang_Up
COND (second_code.equals(”old”), third_code.equals(”talking
”))
START
S RE
SHE
OPERATION::User_Talking
START
UIT
END
END
END
END
END
Figure 17: Call Hijacking Event Sequence
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4.4.1.2 Algorithm Implementation

The CERT Coordination Center was created in 1988 by 1
DARPA’°
following the strike by the Morris worm, which resulted in disabling roughl
y 10%
of the internet systems. Since then, its role has expanded dramatically, to
include
a vast array of software, network, and system security aspects [158]. In particu
lar,
the CERT CC recommends five top-levels of information system
security
practices: Harden/Secure, Prepare, Detect, Respond, and Improve [159].
For our work, the first and last phases, HardenlSecure and Improv
e
respectively, regard the proprietary product our IDS inhabits. The other
three
phases however, namely Prepare, Detect, and Respond are what we propos
e to
target within MAIDS for VoIP’s algorithm.
•

Detection Phase
The detailed steps of the detection, analysis, and action procedures are as
follows:
1. VolPTriggerAgent (residing on the monitored MG host) acquire
s
read-only access to the VoIP IUT log, and places an I/O thread on it to

monitor for changes in real-time.
2. VolPTriggerAgent instantiate a state-machine as soon as a specific
End-User has logged into the VoIP IUT system. A description of the
respective states is provided in Section 4.4.2.
3. a TriggerEvent is raised whenever the state machine is in is_talking state,
and a reRegister event is received, having as parameters the credentials of
any of the already logged-in End-Users.

101

Defense Advanced Research Projects Agency; US Department of Defense agency responsible
for development of new technology to be used by the miLitary.
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• Analysis Phase
4. VolPTriggerAgent makes now a call to the VoIP-M
AIDS-Threaded
Client software component, with the following instructions:
for

(cailerIP)
contact (V0IP—MAIDS Server);
instantiate (firstCaiierwarning);

for

(originaicalieelP)
contact (VoIP—MAIDS Server);
instantiate (firstCaiieeWarning);

Figure 18: VoIP-MAIDS Analysis Phase

5. if any of the following VoIP JUT events occur:
i. End-User at the Caller end-point re-dials the End-User at
the original Callee end-point
—

—

ii. End-User at the

—

new

Callee end-point makes a call (or a

hook_up event is observed)

then, VolPTriggerAgent makes a call to the (running) VoIP
MAIDS-Threaded-Client software component, with the following
instructions:

-
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for

(cailerIP)
contact (VoIP—MAIDS Server);
instantiate (secondCailerWarning);

for

(originalcaiieelP)
contact (V0IP—MAIDS Server);
instantiate (passwordRequest);
sendHome (password);

for

(newcalieelP)
contact (V0IP—MAIDS Server);
instantiate (passwordRequest);
sendHome (password);

Figure 19: VoIP-MAIDS CorreJation

otherwise, nothing happens (i.e. VoIP-MAIDS will take no action as
long as no new VoIP JUT events are observed).
• Action Phase
6. two scenarios are now possible:

a. no answer (to the password request) is received from the End-User
at the original Callee end-point,
—

—

AND
valid answer is received from the End-User at the

—

new

—

Callee

end-point
b. valid answer (to the password request) is received from the EndUser at the original Callee end-point,
—

—

AND
no answer, OR erroneous answer is received from the End-User at
the new Callee end-point
—

—
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For the former case, no action is required -* signifies origina
l End-User

moved to another host while a call was in progress at the original locatio
n.
For the latter case, the following action is taken

-

signifies Attacker is

present at the new Callee end-point, and has registered with stolen
original
Callee end-point credentials:
i.

the IP address of the new Callee end-point is inserted into a
specific file maintained by the PeerGuardian software component.
This file holds (in specific format) the IP addresses whose
incoming traffic will be blocked for any future incoming-attempts
by the running PeerGuardian process.

ii.

the End-User at the

—

original

—

Callee end-point is prompted to

reRegister his soft-phone with the MG:

for

(protected_MG)
blocked I? List. insert (new caliee IF)
instantiate (firewallRestartRequest);

for

(oriqinaicalleelP)
contact (V0IP—MAIDS Server);
instantiate (reRegisterRequest);

Figure 20: VoIP-MAIDS Action Phase
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4.4.2. MAIDS for VoIP State Machine
The State Transition Analysis technique developed by
Ilgun et a! [34]
affords detection of system intrusions in real time.
This is achieved by
representing the protected system as a state transition diagram
, and updating the
state machine as audit data is processed. A main advantage
of this technique is
the fact that it permits state transitions only when a key event
occurs, thus greatly
simplifying IDS’s data mining task. In particular, in definin
g a system penetration
via State Transition Analysis, Ilgun et al infer:
State transition analysis is based on the premise that
all computer
penetrations share two common features. First, penetrations
require the
attacker to posses some minimum prerequisite access to the target
system.
This prerequisite access may range from access to certain
files, devices,
telephone lines, etc. to possession of information regarding particu
a
lar
security-relevant function. Second, all penetrations led to the acquis
ition
of some previously unheld ability.
[...] Whether the ability gained is
unauthorized access to data, access to another user’s privile
ges, [...]
something is gained [34].
We draw on evidence, following our reasoning in Section 4.4 and the JUT
vulnerabilities we have exposed in Section 4.3, that the TUT is a highly
probable
candidate for the application of the State Transition Analysis. We
have thus
applied Ilgun et al’s method in developing our MAIDS for VoIP state machin
e. In
particular, with respect to the three phases we have identified in the
previous
section, namely Detection, Analysis, and Action, we infer the following
state
machine model:
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4.4.2.1 Normal Usage
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Figure 21: VoIP-MAIDS State-Machine (Normal Usage)
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4.4.2.2 Anomalous Usage
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Figure 22: VoIP-MAIDS State-Machine (TriggerEvent Condition)
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4.4.2.3 State Maintenance
The MAIDS for VoIP state machine is further optimized such
that a reset
procedure is performed periodically. This has the advantage of clearin
g all buffers
at regular times, such that the overall memory consumption is kept
low. The

mechanism is implemented via a system of counters, as shown if
Table 8:

-
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reset
fresh_regi

IIF(rsip<2)->

2

reset

a
a

true
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0
0
0
0

o

2
2
2

Table 8: VoIP-MAIDS Counter Reset Algorithm
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4.5. MAIDS for VoIP Implementation
In this section, we will outline the MAIDS for VoIP architecture, and
details its implementation.

4.5.1. MAIDS for VoIP Architecture
4.4.1.1 Design Goals
In our approach to designing VoIP-MAIDS, we aimed to achieve the
following goals:
•

Deliver on the scalability promise characteristic to mobile agentsbased systems

•

Real-Time response to threats that the system already “knows” about

•

Possibility to “train” the system so as to learn “normal” User behavior,
and thus be able to spot abnormal system-usage patterns for a specific
User

As VoIP-MAIDS aims to be a generic VoIP intrusion detection platform,
it must provide meaningful abstractions and useful modular design. In addition,
we identify also the following two functional requirements:
1. Integration: The ability to integrate existing Intrusion Detection
Systems and techniques.
2. Programmability and Automation: The system should provide a
mechanism for a VoIP-MAIDS-implementer to re-use existing
components or customize existing analysis procedures. It should allow
security experts to automate analysis procedures that would otherwise

be performed manually.
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Category

Performance

Dependability

Maintenance

End User

Selected Criterion for VoIP-MAIDS
The system shall afford real-time answer to
Response
incoming known threats, once it is up and
Time

running
The system shall be able to satisfactory
Throughput answer a load of 5 incoming threads of each
threat-category it knows about
Once correctly initiated and started, the
system shall continue to detect incoming
Reliability threats even when one, or more of its
deployed mobile agents terminate abnormally
(are killed by mistake or some other failure)
Under any circumstances the system shall not
Availability shut down unless specifically instructed to do
so
The system shall allow the encryption of the
messages passed between the agents, in
Security
addition to secure communication channel
between the agents
The system shall afford the addition of new
Extensibility threat-implementation classes without any
structural change
The system shall not be limited to identity
Adaptability theft-related threats; usage pattern analysis
shall be implemented
The system shall be available for both Linux
Portability
and Windows platforms
The system shall extend and concretely enhance
Utility I the ability of the human operator to detect the
_nature_of incoming_threats
Table 9: MAIDS for VoIP Design Goals
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4.4.1.2 Layers
As we have outlined in Section 4.1 (MAIDS for VoIP
Genesis), our
Mobile Agent platform of choice is GrassHopper, and
we are leveraging the
APHIDS framework. The ensuing IDS inhabits the COTS IUT,
resulting in a twotiered architecture, as shown in Figure 23:

MAIDS for VoIP
APHIDS
GrassHopper
COTS (UT

Figure 23: MAIDS for VoIP System Context Diagram

We infer thus the following participating entities:
Systems:

Human Actors:

Grasshopper (COTS), APHIDS,
Protected/Inhabited System
(VoIP COTS)
User, SysAdmin, Attacker

Table 10: MAIDS for VoIP Participating Entities
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4.41.3 Use Case Diagram
Figure 24 presents the Use Case diagram of our system
. We distinguish
two essential Actors who need to communicate with
the system before VoIP
MAIDS can function. Namely, the Grasshopper platfor
m needs to be installed and
fully operational on the protected host(s), and
the System Administrator
(SysAdmin) needs to start:

1. one Grasshopper Region on the host acting as central
console
2. Grasshopper Agencies on all hosts where agents are
expected to move
at some point in the future. All the active agencies must
register with
the Grasshopper Region mentioned in ‘1’ (this operation
is part of the
Agency start-up procedure, and is part of the
SysAdmin’s
responsibilities).
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Figure 24: VoIP-MAIDS Use Case Diagram
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4.4.1.4 Subsystem Decomposition
Figure 25 below presents VoIP-MAIDS’s Subsystem Decomposition; we
infer three main entities:

•

The Console Subsytem: this is the component running on the IDS’s
console; it is responsible for the administration of VoIP-MAIDS.

•

The Mobile Agent Subsytem: the mobile agent entities are logically
grouped under this component.

•

The Client Server Subsytem: the modules part of this subsystem are
handling VoIP-MAIDS’s interaction with the JUT Users.
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Figure 25: VoIP-MAIDS Subsystem Decomposition
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4.5.2. MAIDS for VoIP Object Design
In this section we present the system’s main components, and their role
within VoIP-MAIDS.
The organization of agents in the MAIDS for VoIP system is guided by
the goal to implement the intrusion detection process model described in Section
4.4.3. Each phase in the process model is mapped to distinct subsystems, each of
which being implemented by specialized agents. ‘Vhile the application process
model may restrict the domain of possibilities, the clear structure of the process
aids in the definition and management relationship between the various
cooperating agents. The following is a description of the types of agents in the
system, and their functionality.
4.4.2.1 The LauncherAgent (Console Subsytem)
The role of this agent is to enable the system startup by users not familiar

with Grasshopper Textual User interface’
02 syntax. Its role is to create the
SysterriAgent, and to broadcast the codebase’s location. It is terminated after
the SystemAgent is created.
4.4.2.2 The SystemAgent (Console Subsytem)
To manage the potentially large number of CorrelationAgents and

TriggerAgents,

a

separate

management

agent

(identified herein

as

SysternAgent) was implemented. This agent provides a high level interface to
query available conelation routines and to enable and disable specific routines.
The SystemAgent also maintains a list of references to all operating
CorrelationAgents

in the system,

allowing for centralized system

management functions such as system shutdown, in which all active agents must
suspend their processing and free their resources.

102

TUT in GrassHopper documentation.
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Its role however is not to be the top of our agent system hierarchy, as this
would introduce a single point of failure in our system, and we have consistently
identif’ this as a fault in our analysis of current systems (Section 2.1).
The highest logical point in our system hierarchy is represented by the
{CorrelationAgent

I

Correlationobject}

pair,

and it

affords

redundancy: the abnormal termination of one pair does not influence the others.
4.4.2.3 The UlAgent (Console Subsytem)
The UlAgent is provided to present a simpler user interface on the VoIP

MAIDS console host’°
. We would like to encourage our readers to take this
3
sentence in following context: the Grasshopper provided TUI was judged as too
cryptic by our design team, whereas the Grasshopper provided GUI was deemed
as too specific to the Grasshopper platform itself, and not to our system.
This agent translates SysAdmin commands into procedure calls for the
SystemAgent, allowing this category of Users to interact with the system. In

addition, it represents the communication vehicle between the system and the
SysAdmin, as this is where messages and notifications are displayed.
4.4.2.4 The CorrelationAgent (Mobile Agent Subsytem)
Once this agent has received information regarding a TriggerEvent, it will

perform any analysis task required to obtain more information regarding this
event. Each CorrelationAgent is programmed with a Correlation Routine’
04
(via an associated Correlation Object) which defines its behavior when responding
to a specific TriggerEvent.

103

The UlAgent is a mobile agent itself, and uses only standard inter-agent communication
mechanisms to communicate with the SystemAgent, thus allowing for a mobile GUI in the
future.
per APHIDS’s framework.
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4.4.2.5 The {CorrelationRoutine I CorrelationObject} Pair (Mobile Agent
Subsytem)
Abstractly, a Correlation Routine refers to the list of analysis and search

procedures that the MAIDS for VoIP system needs to perform in the correlation
phase when responding to a particular detected event. A Correlation Routine is
described using an active object: a CorrelatioriObject, which provides functions
that implement the analysis logic. When a CorrelatioriAgent is initialized,
the name of the corresponding CorrelationObject is passed as a parameter. The
CorrelationAgent then instantiates this object and uses it to perform
correlation procedures.
A single correlation routine cannot possibly handle all types of trigger
events.

To

reduce

the

complexity

of

the

correlation

routine,

each

CorrelationObject is responsible for the deployment of its own TriggerAgent.
This mechanism allows the correlation routine to control exactly which types of
events it will receive, and implement the appropriate analysis logic for those
limited sets of events. In practice, this results in one correlation and
TriggerAgent pair for MAIDS’s particular VoIP correlation task.

4.4.2.6 The TriggerAgent (Mobile Agent Subsytem)
The detection, analysis, and action phases are all implemented by the

TriggerAgent. This represents a significant departure from the APHIDS
implementation metaphor, and we would like to dedicate the next paragraph to an
explanation of this fact.
The main reason behind having the TriggerAgent responsible for the
entire chain of VoIP-MAIDS events temporally following a TriggerEvent (the
event that is reported by a TriggerAgent is a Trigger Event) stems from the
following facts:
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a) No other data mining task is required at other hosts (than the
monitored one)
b) The

VoIP-MAIDS-Threaded-Client (software

component

in

charge with contacting VoIP-MAIDS-End-Point-Servers residing
at the End-User’s Soft-Phones, resides at the monitored MG host
(i.e. same host as the TriggerAgent’s location)
c) The list of blocked IP addresses (where any Attacker IP address
needs to be written) resides at the monitored MG host (i.e. same
host as the TriggerAgent’s location)
d) The state-machine keeping track of the End-User’s actions is
maintained by the TriggerAgent, at the monitored MG host
(i.e. same host as the TriggerAgent’s location)
4.4.2.7 The VolPTriggerAgent (Mobile Agent Subsytem)
The role of the VolPTriggerAgent is to:

a. Maintain an active-End-User state-machine, providing VoIP

MAIDS with runtime knowledge of the End-User’s actions
b. monitor for any suspicious behavior, which in VoIP-MAIDS’s
operational context, amounts to:
Detecting otherwise legal events, but occurring during an
incompatible state of the End-User state-machine.
c. Upon detection of suspicious behavior, instantiate dialog with the
End-Users

(via

the VoIP-MAIDS-Threaded-Client

—

VoW

MAIDS-Servers pair) so as to infer a causal conclusion
d. Should an intrusion be detected, insert the IP address of the
Attacker host into the required file of the protected MG’s firewall
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From a general, VoIP-MAIDS-system usage perspective, we would
specify that TriggerAgents can be written to detect any type of desired event,
and as such, a TriggerEvent only refers abstractly to the event reported by a
TriggerAgent. We specify however that a TriggerAgent is a specialized
agent once instantiated

—

i.e. it can only detect the event(s) it was programmed

for.
4.4.2.8 The {MesageClient I MessageServer} Pair (Client Server Subsytem)
The role of these two (non mobile agent) components is to enable VoIP

MAIDS End-User communication, as per the system’s mission statement
(outlined in Section 4.2). In particular the Threaded-Client is a component
running at every MG host location, whereas the End-Point-Server is a component
running on the VoIP-MAIDS-protected Soft-Phone hosts. Their placement is as
follows:
•

the Threaded-Client resides at the protected MG location, and
instantiates a thread for every Soft-Phone registering at the
protected MG.

•

the End-Point-Server resides at the Soft-Phone location, and is
listening for instructions from its associated Threaded-Client
working thread.

Their role is as follows:
•

Upon VoIP-MAIDS ‘s state machine entering a suspicious state,
specific Threaded-Client threads instruct their corresponding End
Point-Servers to display a warning on the End-User’s desktops.

•

Upon VoIP-MAIDS’s state machine entering an alarm state,
specific Threaded-Client threads instruct their corresponding End
Point-Servers to display a password request on the End-User’s
desktops.
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•

Success, failure, or timeout for the above operations are reported to
TriggerAgent.

4.5.3. MAIDS for VoIP Functional Design
4.4.2.1 Intrusion Detection Model
Given the design goals outlined in Section 4.4.1, VoIP-MAIDS was seen
as implementing the Model/View/Controller architecture, via a three-layer
approach. The main motivation behind this design decision was to maximize
future enhancements and extensions of the IDS.
The process model used for VoIP-MAIDS defines thus three distinct
phases, with a one-way progression through each phase. The three phases are
as
follows:
1. Detection: This phase is responsible for the monitoring and detection of
attacks (incoming threats). This can involve monitoring for simple single
events, or employing mechanisms to detect patterns of events.
In this phase, the active agents are:
—

-

SystemAgent
UlAgent

—

CorrelationAgent (s)

-

TriggerAgent(s)

Though they are all mobile agents, the only agent(s) spatially-away from
the (V0IP-MAIDS) console is the TriggerAgent (more detail is
provided in Section 4.5)
2. Evidence Gathering and Analysis: This step collects information regarding
an attack inferred in the Detection phase. This includes searching for, and
correlating distributed data captured by different monitoring systems,
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andlor at different monitored hosts.
In this phase, the active agents arc those specified in ‘1’ (more detail is
provided in Section 4.5).

3. Action: Once analysis is complete, an action needs to be taken (e.g. inform
the End-User, raise an alarm with the SysAdmin for the detected threat).
This would typically communicate correlation and analysis results to the
SysAdmin, but for more complex cases, it will require the currently logged

End-Users to authenticate themselves. In addition, the system can also use
the results to intelligently re-configure itself such that at the next
occurrence of the same (specific) event, no alarm will be raised. For
example, it will recognize a certain range of P’s as belonging to a legally
registered End-User.
In this phase, the active agents are those specified in ‘1’ (more detail is
provided in Section 3.3.1).

4.4.2.2 Intrusion Detection Scalability
The currently implemented attack scenario exemplifies the case where

VoIP-MAIDS deals with only one incoming threat, and fmishes dealing with it
before the next one comes. In Figure 9, we attempt a generalization, where we try
to exemplif’ the case where the system deals with several ongoing threats.
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= number of CorrelationRoutines the system knows about (in our current setup, = 1),
as ri our convention, all attacks originating from one Attacker host have a multiplicity of

For each (i)

{
}

1

<=

j <= 5

That is, the system is able to deal with 5 incoming threats, originating at 5 distinct
Attacker hosts, by spawning 5 {CorrelatioriObjects I TnggerAgerits) pairs
Figure 26: VoIP-MAIDS Agents Creation, Interaction, and Multiplicities in the
Case of Multiple Incoming Threats

-134-

4.4.2.3 Sequence Diagram
VoIP-MAIDS’s sequence diagram is shown in Figure 27; a detail

explanation of the detection algorithm is presented in Section 4.3.

j;io

aJ

1

disp1aymsg)

Figure 27: VoIP-MAIDS Sequence Diagram

-

135

-

4.6. MAIDS for VoIP Evaluation
4.6.1. Evaluation Overview
Quantitative evaluation of intrusion detection systems remains a difficult
problem as confirmed by the numerous approaches and critiques described in the
specialized literature; we have presented a survey in Section 2.1. Furthermore,
evaluating mobile agent-based systems proves to be an even more intricate task;
one example where a definite conclusion between the superiority or inferiority of
mobile agent solutions versus classic client server applications could not be
inferred is the work by Gray et al [1571.
Our fundamental difficultly rose from the impossibility of defining a
standard test scenario, as network environments can vary in many dimensions,
and enterprise level COTS components have complex configuration requirements.
In particular for the MAIDS for VoIP project, we experienced difficulty in
inferring proper (i.e. Megaco/H.248 standard-conforming) usage of the VoIP JUT,
despite support from its vendor.
Consequently, the measurements performed for this research were limited
to those that could be performed on a JUT deployment as inferred from the
available VoIP JUT documentation, and in this respect, they are accurate.

4.6.1.1 Assumptions
To verifr proper functioning of the MAIDS for VoIP prototype
implementation, VoIP JUT deployment was performed as described hereafter, and
depicted in Figure 4.12.
Due to hardware laboratory limitations, the two calling parties were hosted
at the two MG’s, and the VoIP-MAIDS-console also proxy-ed for the Attacker
host.
The following assumptions were held throughout the testing phase:
i.

The Attacker has physical access to the Callee’s wire
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ii.

The

Attacker

is

running

a

standard

VoIP

JUT

implementation (i.e. same as the one utilized by the two
legal End-Users)
The Attacker knows how to set-up and utilize a (network)

iii.

packet-capturing utility
iv.

The Attacker has approximate knowledge of the parameters
required for identity theft (i.e. he can filter out noise from
the captured packets)

4.6.1.2 Scenarios and Outcome

Qualitative MAIDS for VoIP evaluation was performed via a two-phase
scenario, as follows:
a. With MAIDS for VoIP turned off, perform:
i.

serviceTearDown attack

ii. caliHijackingattack

b. With MAIDS for VoIP turned on, repeat the above and
observe outcome
MAIDS for VoIP performed as specified (and detailed hereafter), and this
concluded the empirical analysis of this particular iteration of the MAIDS for
VoIP project.
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4.6.2. Test Environment
For development and experimentation purposes, a laboratory cluster was
created to simulate a plausible deployment scenario. A graphical description of
this cluster is provided in Figure 4.12.
4.6.2.1 Hardware Specifications
The hardware specifications for these hosts are summarized in Table 11.
All hosts except the (V0IP-MAIDS) console system run the Windows 2000
Professional operating system. The console host runs the Windows XP
Professional Operating System. The Sun Java 2 Standard Edition SDK version
1.4.2., and the Grasshopper Mobile Agent Environment version 2.2.4 is installed
on all hosts.
(internal)
HostName

IP addr

CPU

Memory

drax.cs.ubc.c
a

198.162.54.2
40
(internal
NIC)

Intel
Pentium M,
1.5 GHz

512 MB

ursus.cs.ubc.
ca

198.162.54.2
41

Intel
Pentium 4
M,2.2GHz

261.5 MB

Disk

60 Gb

20 Gb
+

17Gb

Role
VoIP
MAIDS
Console,
Grasshopper
Region,
Grasshopper
Agency,
Apache
webserver,
Attacker
Protected
MG,
Grasshopper
Agency,

X86 Family
9.0 Gb
6 Model 8
130.5 MB
+
MGC
Stepping 3
9.0 Gb
800 MHz
X86 Family
wiseman.cs.
192.168.54.8 6 Model 8
130.5MB
19Gb
MG
Stepping 3
ubc.ca
1
800 MHz
Table 11: Summary of Hardware Specifications for the VoIP-MAIDS Laboratory Setup
goodearth.cs
.ubc.ca

192.168.54.8
0
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The laboratory set-up is presented in Figure 28. It introduces, in addition
to the hardware nodes, the required Grasshopper components enabling our system
to run.
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4.6.2.2 System Initialization

Next, we introduce the sequence of steps the MAIDS for VoIP system
goes trough from its initialization until action is taken following a detected
incoming threat; we will exemplifr each step with a supporting figure.
1. First, the VoIP JUT needs to be started. As such, we distinguish the
following steps:
a. Start the MGC (Media Gateway Controller) process on the MGC host
with the following command, launched from the local JUT
directory:
—><mgc_executable> <mgc_port>

b. Start the MG (Media Gateway) process on the un-protected MG host
with the following command, launched from the local JUT
directory:
—><mg_executable>

<mgc_IP>

<mgc_port>

<mg_IP>

<mg_port>

<ep_port>

c. Start the MG (Media Gateway) process on the protected MG host
with the following command, launched from the local JUT
directory:
—>emg_executable>

<mgc_IP>

<mgc_port>

<mg_IP>

<mg_port>

<ep_port>

2. The SysAdmin starts GrasshopperRegion on the VoIP-MAJDS console, as

well as GrasshopperAgencies on all monitored hosts (Note: we only
protect one MG host during trials

—

‘MG_A’). The profile used for each

Agency has provisions for a VoIP-MAIDS (Grasshopper) Place

—

Figure

29.
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Figure 29: Mobile Agent Environment Initialization

3. Upon the SysAdmin initializing the environment as portrayed in Figure 29
above, the SysAdmin will instantiate the LauncherAgent using either
the Grasshopper GUI (Graphic User Interface) or TUT (Text User .
05
Interfa
ce)’

As a result, the system’s codebase is set to the ‘www’ accessible directory
of the VoIP-MAIDS console, and SysteniAgent and UlAgent are
instantiated. LauncherAgent is terminated afterwards.

105

For best results, TUI is recommended.

-

141

-

106s manner.
The SystemAgent creates the UlAgent in an asynchronou
This is done so because all the commands are typed by the SysAdmn on
the widget provided by the UlAgent, which then informs the
SysternAgent to act on the SysAdmin-given commands

—

Figure 30.

MOO

SysA6rnir6Attacker

Figure 30: VoIP-MAIDS Initialization

106

Means that the SysternAgent creates the UlAgent but does not wait for the creation of the
agent to be complete. This has the advantage that the SystemAgent could do other initialization
tasks while the creation of U lAgent is taking place
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4. Once the SysternAgent and UlAgent arc up and running, the VoIP
MAIDS system waits for SysAdmin input through the UlAgent
command window.

5. At this point in the iteration, both the VoIP JUT and VoJP-MAIDS
required environments are setup and ready to function, but no protection is
activated until the SysAdmin types an activation command

—

the ‘enable

(i.e.

aphids. correlation. test. Test VolPCorrelation’

the

. Upon doing so, the
108
7 of interest) command
CorrelationRoutine’°
passes

UlAgent

this

command

to

the

The

SysternAgent.

SysternAgent in turn spawns the CorrelationAgent. The latter

figures out which TriggerAgent to deploy depending upon the
CorrelationRoutine parameter passed in by the SysAdmin, according to
which Routine she wants to enable (in VoIP-MAIDS’s case, it will be the
VoIP

TriggerAgent).

This

information

is

in

stored

the

correlation Object class.
6. The CorrelationAgent then spawns the relevant TriggerAgent,
and deploys it to the relevant VoIP JUT MG (in our set-up, this is the host
identified as MG_A). The TriggerAgent then waits for a TriggerEvent
109
to occur

-

Figure 31.

J07

The CorrelationRoutine name is the same name as the CorrelationObject name.
This step is required for testing purposes only.
109
At this moment, the agents which are active are the UlAgent, SystemAgent, and all the
TriggerAgents and the corresponding CorrelationAgents.
108
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Figure 31: Enabling VoIP Correlation, and Deploying the Relevant TriggerAgent
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4.6.2.3 Attack Behavior

7. At this point in time, it is assumed End-Users are making normal usage of
the VoIP JUT application

—

we use ‘Bob’ and ‘Peter’ for illustration

purposes, and they are assumed to be the currently logged-in VoIP IUT
application End-Users.
a. As soon as (any) End-User commences using the VoIP IUT (by
connecting at the monitored host), TriggerAgent instantiates a
state machine which monitors the End-User’s actions.
b. A

TriggerEvent

occurs

when

the

state

machine

is

in

‘user_is_talking’ mode, and a reRegisterEvent is received.
The origin of such an event cannot be the monitored MG host
currently employed by the User, as the VoIP JUT disallows it.
However, a different host does not automatically imply an Attacker
either.
Note: for clarity of illustration purposes, we show a separate host for
the Attacker, though in our laboratory setup, the VoJP-MAIDS console
acts as the Attacker host as well. In like manner, Bob and Peter do not
utilize separate hosts (than their respective MG’s) in our laboratory
setup.
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Figure 32: TriggerAgent Raises a TriggerEvent at the Monitored MG
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4.6.2.3 Defense Behavior

8. Once a TriggerEvent occurs, VolPTriggerAgent instructs the VoIP
MAIDS-servers running on the End-User’s machines to instantiate
corresponding warnings on the computer-screens of the two known-to-beconnected parties.
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9. Since the Caller (User ‘Peter’ in our illustrations) is the only party to receive
(aural) feedback indicating a disconnected link, he is expected to attempt
reconnection with Callee (User ‘Bob’ in

a. This results in the

—

our illustrations).

supposedly

Attacker host receiving the call.

—

b. Since the Attacker is now a registered party with the protected MG
(albeit with Bob’s credentials), VoIP-MAIDS is able to detect this.
c. As a result:
i. VoIP-MAIDS-server on Caller host is contacted, and
instructed to produce a second round of warnings.
ii. VoIP-MAIDS-server on

—

known

—

Callee host, as well as

VoIP-MAIDS-server on Attacker host are contacted, and
instructed to produce password-requests on the respective
displays.
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Figure 34: TriggerAgent Contacts VoIP-MAIDS Servers on End-User hosts,
and instantiates {warning I password request}
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10. Two situations are possible (from a potential attack perspective):
a. The

—

supposed

—

Attacker is not an Attacker, but the Callee (i.e.

Bob) who moved to another host. In this case:
i. VoIP-MAIDS will receive no answer from the original
Callee host to the password request.
ii. VoIP-MAIDS will receive a correct answer (i.e. matching
password) from the

supposed

—

—

Attacker machine.

iii. No further action is required, as the

—

supposed

—

Attacker

host is currently connected, whereas the former Callee host
is disconnected.
b. There exist a real Attacker. In this case:
i. VoIP-MAIDS will receive no answer or an incorrect
answer from the

—

supposed

—

Attacker machine to the

password request.
ii. VoIP-MAIDS will receive a correct answer (i.e. matching
password) from the original Callee host to the password
request.
iii. VolPTriggerAgent will insert the IP of the Attacker
host into the blocked IP list of the protected MG; the
Attacker host will be barred from connecting to the
protected MG in the future.
iv. VoIP-MAIDS-server on

—

known

—

Callee host is

contacted, and instructed to produce re-login-request on
(Bob’s) display.
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Figure 35: TriggerAgent Blocks Attacker IP, if so Determined
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4.7. MAIDS for VoIP Cost
In this section, we propose to analyze what would be the memory footprint
of VoIP-MAIDS, as perceived by an eventual implementer. That is, we are not
concerned at this point with the impact on the VoIP-MAIDS console host (which
is a host entirely dedicated to administer VoIP-MAIDS), but rather with the price
VoIP JUT implementers would have to pay to deploy VoIP-MAIDS on their
hosts.
As such, we distinguish two types of memory overhead that our system
will impose:
1. Grasshopper Environment Cost

•

This cost is imposed by the running of the Grasshopper process
by itself, abstraction being made of any agents. That is, any
host that is to be visited by a (mobile) agent needs to be
running a hosting environment.

•

In particular, all VoIP JUT hosts that are to receive, or to allow
permanent presence of an agent, must run a Grasshopper
Agency. Its estimated cost could be approximated to be 50 Mb;
details as follows:
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Figure 36: Memory Footprint
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Figure 37: Memory Footprint Upon Fresh Boot (Windows 2000
Professional)

Taking the difference between the two values:
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2. Agent Specific Cost
•

This cost is incurred for each agent allowed to operate at a
given host.

•

Its estimated cost could be approximated to be 5.4 Mb; details
as follows:
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Figure 38: Memory Footprint
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Chapter 5

5. Conclusion and Future Work
Since 1988, the CERT/CC has responded to over 50,000 security
incidents that have affected hundreds of thousands of Internet sites;
has worked over 1,600 reported vulnerabilities, and has issued
hundreds of advisories and bulletins [168].
Richard Pethia, Director, CERT Centers
Mr. Pethia has repeatedly voiced concerns in public forums, oftentimes
before the US Congress ([169]). CERT’s findings showed a consistent, growing
trend in the number of cyber attacks against legitimate business, institutions, and
private entities. It could be inferred that we are all victims of the modern
technology available today. That is, on the one hand, this technology lowered the
barriers to entry with respect to the ability to launch powerful attacks; that ability
is no longer the exclusive realm of individuals with strong coding skills and
thorough understanding of software architecture and protocols. On the other hand,
the advent of modern technology equally lowered the barriers to entry into the
“eWorld”: hosting an internet site for example is now trivial, just as is owning
sophisticated computer equipment and ever renewed and affordable software
packages. We believe that we need to stop and ponder whether the rush to release
the next killer application has factored in the need to build a secure application.
Feamster et al for example, explains that an estimated six hundred RFC’s
“explicitly acknowledge that they “punt” on security issues” [170].
Whether creating a completely secure application is utopia or not, until
such application is built, we argue that there exist a need for applications whose
role is to detect system intrusions, and wherever possible protect such systems
and their users from vulnerabilities both known and unknown.
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5.1. Summary of Thesis Contributions
In this thesis, we implemented the prototype of a tool meant to protect the
most important injured party in an application security breach: its End-Users. To
our knowledge, our work was one of the first attempts to implement an Intrusion
Detection System for Voice over Internet Protocol leveraging mobile agent
technology. In doing so, we have used an extensively tested and mature platform
to deal with the agent-related issues (Grasshopper, in our case), thus enabling our
system the focus on its detection/analysis/action tasks. As additional benefits of
using Commercial Off-The-Shelf (COTS) for the mobile-agent platform, we
enumerate:
o

No need for modifications to the host system and/or protocols
involved

o

Simplification of the deployment tasks

o

No single point of failure

o

Strong security/encryption mechanisms available

Moreover, we draw on evidence that our system’s architecture realizes the
scalability characteristic of mobile agent approaches as agents are spawn upon
demand, and are terminated as soon as they finish their task, thus minimizing the
performance impact on the inhabited system. Furthermore, no communication or
interaction is required between the VoIP IUT and VoIP-MAIDS’s agent(s), aside
from granting read-only access to specific audit data store. We have also designed
a heuristic algorithm leveraging the sequential relationship between the audit data
and the agent-monitored events. Most importantly however, by leveraging the
State Transition Analysis method developed by Ilgun et al [34] we have
implemented a gradual attack-response procedure, allowing us to achieve our
stated goal: protect application users in real time.
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5.2. Migrating to Improved VoIP COTS
The COTS JUT vendor has provided us with an enhanced version of the
application, featuring among other things, major changes to its I/O operations and
logging routine. We would like to migrate our IDS over this version as a first step
towards improving our system’s robustness.

5.3. Server Component and Communication Protocol
In the action phase of our algorithm, a connection is made to the Server
component running on the End-User’s Soft-Phone host. While adequate as a proof
of concept, it is introducing a new vector of attack into the system, as its
configuration can be abused by a knowledgeable attacker.
One possible method of addressing this would be to integrate the server
component into the VoIP COTS. This will however contravene to our design goal
of not interfering in any way with the inhabited system. Client-Server interaction
is however a known and established technique, and several methods exist for
securing it. The one we would prefer to implement would be the encryption of the
communication channel. This is further substantiated by the capability offered by
the underlying mobile agent platform (GrassHopper), which supports several
forms of encryption, as outlined in Chapter 3.
In particular, we also envisage enhancing our IDS via a more involved
End-User participation, as outlined in the next section.

5.4. End-User Profiling and Agent Participation
As Singh et al detail in [165], there exist a potential for significant
enhancement of a VoIP IDS via the use of End-User profiling. In particular, call
patterns can be inferred after an adequate amount of time, and deviations from
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the established set of patterns can be flagged. Conversely, they can be used to fine
tune the initial pattern.
We envisage providing the COTS customer base with the option for an
enhanced IDS component installation at install time. For the customers willing to
participate, a mobile agent platform component will also be installed on their
system, affording visits from VoIP-MAIDS agents. This will solve the opencommunication problem as inter-agent communication is entirely under MAIDS
for VoIP control and can be encrypted via the underlying platform’s API’s, will
remove the need for a separate server component to be installed, and will allow
the collection of application usage data for profiling purposes. For example, the
following data can be used to infer the need for raising additional TrggerEvents:
•

Usual calling time for a week-day

•

Usual call duration for a week-day

•

Usual calling time for a week-end day

•

Usual call duration for a week-end day

•

List of most currently dialed IP’s for a week-day

•

List of most currently dialed IP ‘s for a week-end day
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5.5. Improvements to MAIDS for Vo1P’s Algorithm
5.5.1. Data Correlation Improvements
A first step would be to perform correlation activities with the data
residing at the MGC, and also at the other MG. That is, under the current
implementation, MAIDS for VoIP mines data from the monitored MG only; a
strong limitation of our project. It would greatly enhance our IDS ‘s performance
if correlation activities will involve information extracted from state machines
running at the MGC, and also at the other participating MG’s.
To accommodate for this development, the tasks currently performed
solely by the VolPTriggerAgent will be delegated to an adequately designed
VolPTaskAgent and a VolPActionAgent, and this is certainly in the
realm of immediate possibilities given VoIP-MAIDS ‘s underlying APHIDS
framework.

5.5.2. Signature Rules Creation
The concept of audit trail analysis stands at the basis of IDS technology,
and we have introduced and elaborated on the topic in Section 2.1. In particular,
we have presented the work by Habra et al [35] in Section 2.1.7, among others.
The authors introduce not only a novel IDS, but most importantly an innovative
language for audit trail query expression. As per its authors, “RUSSEL is a rulebased language which is tailor-made for the analysis of sequential files in one and
only one pass” [35]. For example, Habra et al propose the following format for
rule creation based on audit data

—

Figure 39:
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rule rule_name
#
# Comments
#
begin
if evt=’event_name’ and not audit_token(parameterl
and not audit_token(parameter_1

,...,

—>Trigger off for next system_function(parameter_1,

parameter_n)
parameter_n)

...

parameter_n)

fi;
Trigger off for next rule_name
end
Figure 39: RUSSEL language format

[351

We propose adapting the RUS SEE language to fit our state machine
algorithm, and use its power to generate intrusion detection rules which can be
applied at run time, and also shared with agents residing at other MG/MGC’s.

5.5.3. Implement Orphan Packet Detection
It is known that upon a successful service tear down attack, the End-User
at the Callee end gets no feedback from the VoIP JUT of this fact. If this
particular End-User were to be talking at the time of the attack, VoIP-MAIDS can
correlate the fact that this End-User is no longer connected with the MG with the
fact that (V0IP) packets are being received from this particular host.

5.5.4. Realistic Work Load Handling
Our system has been tested in the simple scenario where the JUT has two
registered users; a necessary first step, and also another limitation of our project.
Next, a design decision must me made with respect to what would be the best

resolution to the multiple End-Users problem:
•

Have a threaded VolPTriggerAgent; where each thread deals

with a newly connected End-User.
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•

Have

multiple

VolPTriggerAgerits;

VolPTriggerAgent

is

spawned

where
on

each

new

demand

by

CorrelationAgent, to be paired with any newly connected
End-User.

•

Implement

an

VolPTriggerAgent

agent-caching
is

allowed

where

approach,
to

spawn

“children”

VolPTriggerAgents, that can be flushed to disk and awaken

as new End-Users connect or disconnect from the VoIP JUT
monitored system (we further elaborate on this idea on Section
6.6).

5.5.5. Expand Response Action
Once a decision was made that a certain host is an Attacker host and its IP
address must be blocked, submit this IP address to all MG and MGC hosts part of
the monitored network. This stems from the fact that the Attacker can repeat the
same attack at another host part of the VoIP IUT system, since VoIP-MAIDS is
not currently broadcasting harvested malicious IP addresses.

5.5.6. Handle Case of Multiple IP Owners
It is a known fact that End-Users may “own” several external IP
addresses, and use whichever at any given time. To mitigate for this case, we
envisage implementing and maintaining a list of known IP addresses for each
End-User known to “own” more than one IP. In the case where a ‘reRegister’

event is received with the credentials of a currently connected End-User, but
where the origin of this event can be cross-referenced with an entry in the list,
there will be no need to raise a TriggerEvent.
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5.6. Integrated Graphic User Interface for Vulnerability
Testing
The underlying platform MAIDS for VoIP leverages

—

APHIDS [163],

affords audit data collection from a variety of third party Intrusion Detection
Systems. We propose expanding VoIP-MAIDS ‘s intrusion detection capabilities
by building into our system “awareness” of any additional IDS’s which may be
running on the inhabited system. Once that happens, we foresee a need for a better
communication vehicle with the SysAdmin, and propose a GUI more suited to the
correlation task. One possible iteration is presented in Figure 40:

-

162

-

VoIP-MAIDS GUI PROTOWPE
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Figure 40: Suggested Graphical User Interface
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5.7. Agent Caching
In this section, we outline a potential improvement we see to VoIP
MAIDS’s underlying platform (APHIDS), in its multi-IDS integration capability.
Namely, Task Agents will constitute the main target for our caching approach.
This stems from the fact that the other low-level agent type (i.e. Action Agents) is
foreseen at this point as a short-lived, per-case-instantiation agent. Task Agents on
the other hand, will see their complexity vary according to the type of
environment/system where they are deployed.
As a case in point, we do not think that we are too disconnected from
reality if we were to infer a hierarchy among the machines connected to a
(corporate) LAN, as follows:
[1] Machines running full bodied IDS’s are dedicated machines, i.e.
closed to public and not available for every-day low-level use.
[2] Systems running SSH FTP, or WWW Servers, which may very well
,

be open to the general user population.
Following the arrival of a pertinent Trigger Event, we might decide that
the investigation should attempt to correlate data from the log files of both Snort
and Argus

—

to give an Open Source example, and/or from other available IDS’s.

As such, Task Agents will be send to all the machines involved (i.e. hosting the
respective IDS’s). Regardless, we infer as extremely likely the probability that
these specific Task Agents will be used again in the near future

—

following the

arrival of yet another Trigger Event.
Thus, we draw on evidence that resources can be saved if we do not send a
new Task Agent to the machine(s) running Snort (or any other IDS) every time a
new Trigger Event arrives. Instead, we suggest caching these specific Task Agents
at the machines where the respective IDS’s reside.
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Henceforth, we suggest all TaskAqents incorporate a timer as part of
their code base. The agent will be kept alive (i.e. residing in the host machine’s
memory) for as long as the timer specifies, provided no new tasks arrive. Upon
the timer’s expiration, the agent will be either killed (if it was send to a type ‘[2]’
machine

—

according to our above classification), or flushed to permanent storage

on the hard-drive (if it was send to a type ‘[1]’ machine).
The idea behind our suggested scheme is to never need to re-instantiate
TaskAgents

again. Instead, they will be flushed to the hard-drive and

reactivated as needed. In addition, by always re-activating one extra TaskAgent
on top of what is currently needed we target the problem of slow access to
peripheral devices (such as hard-disk drives): there will always be (with the
exception of the case when the maximum of 5 is reached) an extra TaskAgent
waiting to be used in a data mining activity. Figure 41 depicts our suggestion:
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